U.S. Department of Justice 



Federal Bureau of Investigation 

Washington, D.C. 20535 


November 18, 2016 


MS. ALEXA O’BRIEN 
POST OFFICE BOX 6509 
ASTORIA, NY 11106-9997 


FOIPA Request No.: 1340324-000 
Subject: FBI Campus Liaison Program 


Dear Ms. O’Brien: 

Records responsive to your request were previously processed under the provisions of the 
Freedom of Information Act. Enclosed is one CD containing 268 pages of previously processed documents 
and a copy of the Explanation of Exemptions. This release is being provided to you at no charge. 

Based on the information you provided, we conducted an additional search of the locations or 
entities where records responsive to your request would reasonably be found, to include the Central 
Records System and any Electronic Surveillance (ELSUR) records. We were unable to identify additional 
records responsive to the FOIA. 

For your information, Congress excluded three discrete categories of law enforcement and national 
security records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). This 
response is limited to those records that are subject to the requirements of the FOIA. This is a standard 
notification that is given to all our requesters and should not be taken as an indication that excluded records 
do, or do not, exist. 

For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.” 
The FOIPA Request Number listed above has been assigned to your request. Please use this number in all 
correspondence concerning your request. Your patience is appreciated. 

You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States 
Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, D.C. 20530-0001, or you 
may submit an appeal through OIP's FOIAonline portal by creating an account on the following web site: 
https://foiaonline.regulations.gov/foia/action/public/home . Your appeal must be postmarked or electronically 
transmitted within ninety (90) days from the date of this letter in order to be considered timely. If you submit 
your appeal by mail, both the letter and the envelope should be clearly marked “Freedom of Information Act 
Appeal.” Please cite the FOIPA Request Number assigned to your request so that it may be easily 
identified. 

You may seek dispute resolution services by contacting the Office of Government Information 
Services (OGIS) at 877-684-6448, or by emailing ogis@nara.gov . Alternatively, you may contact the FBI’s 
FOIA Public Liaison by emailing foipaguestions@ic.fbi.gov . If you submit your dispute resolution 
correspondence by email, the subject heading should clearly state “Dispute Resolution Services.” Please 
also cite the FOIPA Request Number assigned to your request so that it may be easily identified. 

Sincerely, 

J—^ 

David M. Hardy 
Section Chief, 

Record/I nformation 
Dissemination Section 
Records Management Division 


Enclosure(s) 







EXPLANATION OF EXEMPTIONS 


SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 

(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 

policy and (B) are in fact properly classified to such Executive order; 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the 

matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding 
or refers to particular types of matters to be withheld; 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with 

the agency; 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records 

or information (A) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a 
fair trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D ) 
could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any 
private institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law 
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence 
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement 
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could 
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any 
individual; 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 
the regulation or supervision of financial institutions; or 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

(j) (2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime 

or apprehend criminals; 

(k) (l) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 

policy, for example, information involving intelligence sources or methods; 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or 

privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity 
would be held in confidence; 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant 
to the authority of Title 18, United States Code, Section 3056; 

(k)(4) required by statute to be maintained and used solely as statistical records; 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 
information pursuant to a promise that his/her identity would be held in confidence; 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service 
he release of which would compromise the testing or examination process; 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person 
who furnished the material pursuant to a promise that his/her identity would be held in confidence. 
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U.S. Department of Justice 
Federal Bureau of Investigation 


Campus Liaison Initiative 


Cornmand 


<s 

exchange 


Continuously enhance liaison 
relationships with colleges and 
universities in an effort to 
increase mutual cooperation 
and information sharing 
between campuses and Joint 
Terrorism Task Forces (JTTFs) 


There is a Campus Liaison Agent (CLA) 
on the Joint Terrorism Task Force in 
every FBI Field Division dedicated to the 
success of this program. Please reach 
out to your local CLA. 

Vi sit our LEO SIG @ www.leo.gov 

Local FBI Campus Liaison 
Agent: 


Campus Liaison 
Initiative 

(CLI) 


Address: 


Phone: 













Balancing a Fine Line 


Heightened security contrasts with the 
role of colleges and universities as 
institutions where open access and free 
speech are fundamental. 


Establish a point of 
contact at each 
institution 




» Balance is essential between two 
imperatives! 


Benefits of CLI 


Strong relationships 


Set up a secure campus information 
system for the campus community to 

report potential suspicious activity. 


Buckley Amendment 

Increase awareness 
and provide training for 
Campus Administrators 


Increased two-way 
information sharing 

Raise awareness of 
campus vulherabilities 

Provide awareness of 
ongoing threats and 
investigations 

Make campuses safer 
places to work, live and 
learn 


Campus Public Safety should not hesi¬ 
tate to report information to their local 
JTTF 


• Don’t become complacent 


personnel 


Ensure enhanced communication 
systems both within campus and with 
outside agencies 


• Draft MOUs/MIutual Aid agreements 
with other area agencies 


<pBl 5wp efW> j 
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Develop a campus Crisis Response 
Plan 


Liaison, train, and exercise your plan 
with other local/state/federal agencies 











Telephone, Laptop & PDA Security 


If you can do without the device, Do Not Take It! 

Do not leave electronic devices unattended. Do 
not transport them (or anything valuable) in your 
checked baggage. Shield passwords from view. 
Avoid Wi-Fi networks if you can. In some countries 
they are controlled by security services; in all cases 
they are insecure. 

Sanitize your laptop, telephone, 

& PDA, prior to travel and ensure 
no sensitive contact, research, or 
personal data is on them. Back¬ 
up all information you take and 
leave that at home. If feasible, 
use a different phone and a new 
email account while traveling. 

Use up-to-date protections for antivirus, spyware, 
security patches, and firewalls. Don’t use thumb 
drives given to you - they may be compromised. 


During the Beijing Olympics, hotels were 
required to install software so law enforcement \ 
could monitor the Internet activity of hotel 
guests. 


Clear your browser after each use: delete history 
files, caches, cookies, and temporary internet files. 


In most countries, you have no expectation of 
privacy in Internet cafes, hotels, airplanes, offices, 
or public spaces. All information you 
send electronically (fax, computer, 
telephone) can be intercepted, 
especially wireless communications. 

If information might be valuable to 
another government, company or 
group, you should assume that it will be intercepted 
and retained. Security services and criminals can 
track your movements using your mobile phone and 
can turn on the microphone in your device even when 
you think it is turned off. 

Beware of “phishing.” Foreign security services 
and criminals are adept at pretending to be someone 
you trust in order to obtain personal or sensitive 
information. 

If your device is stolen, report it immediately to the 
local US Embassy or Consulate. 

Change ail your passwords including your 
voicemail and check devices for malware when you 
return. 


Cyber criminals from numerous countries 
buy and sell stolen financial information 
including credit card data and login 
credentials (user names and passwords). 




Upon Your Return 


Report any unusual circumstances or noteworthy incidents to your study abroad program manager 
and to the FBI. Notifying the FBI will help ensure that future travel advisories take into consideration the 
circumstances and incidents you encountered. It is not uncommon for foreigners to contact you after your 
return. The FBI may be able to help you determine if these contacts pose any risk to you. 


important Numbers 

US Embassy/Consulate Phone & Address: 


POC in country: 



I Reminder 


Our country will be judged by the impression you 
make. As an American abroad, you serve as a 
spokesperson for the United States. 

Additional travel security tips and country threat 
assessments are available from the FBI upon 
request. 

Your local FBI office #:_ 


wvsw.fbi.gov 



SAFETY AND SECURITY 


for US Students Traveling Abroad 



Living and studying in 
another country will be an 
enriching and rewarding 
experience, especially if 
you are prepared and 
take certain precautions. 

This brochure will 
introduce you to threats 
you may face and provide 
tips on avoiding unsafe 
situations. Following 
these precautions will 
reduce your risk of 
encountering problems. 




Did You 
Know? 


Groups of 
children and 
teens may 
swarm you 
and forcibly 
steal your 
personal 
belongings. 


'Act Smart. Be Safe 









Familiarize yourself with local laws and customs 
in the areas you plan to travel. You are expected to 
obey their laws, which may include dress standards, 
photography restrictions, telecommunication 
restrictions, curfews, etc. 

Plan your wardrobe 
so that it does 
not offend the 
locals, nor 
draw unwanted 
attention 
to yourseif. 

Americans are 
perceived as 
wealthy and are 
targeted for pick 
pocketing and other crimes. Do not wear expensive- 
looking jewelry and avoid wearing American team 
sports shirts or baseball caps that might indicate you 
are an American. 

Make copies of your passport, airplane ticket, 
driver’s license, and credit cards that you take with 
you. Keep one copy at home; carry a second copy 
with you but separate from the originals. This will help 
speed the replacement process if they are lost or 
stolen. 


Do not take unnecessary identification or credit 
cards in case they are stolen. Take only what is 
necessary. Obtain traveler’s checks if needed. 

Establish points of contact for your family to 
contact and for your foreign hosts to contact in the 
event of an emergency. Register your trip with the 
State Department. 

Take any necessary medications with you in their 
original containers and keep them in your carry-on 
luggage (not checked baggage) during the flight. 
Verify you have adequate medical insurance. 

Obtain specific pre-travel country risk 
assessments for the country/countries you plan to 
visit from your study abroad program manager, the 
State Department, and/or the FBI. There may be 
specific issues you should be aware of and prepare 
for that will ensure your safety and peace of mind. 

Useful websites: 

State Department Students Abroad; 

www.studentsabroad.state.gov 
State Department travel website: 
www. state. g ov/travel 

Center for Disease Control for Travelers’ Health: 
www.cdc.gov 




Protect your passport! Theft of American tourist 
passports is on the rise. It is recommended that you 
carry your passport in a front pants 
pocket or in a pouch hidden in your 
clothes, and that it remain with you 
at all times. Some hotels require you 
to leave it at the desk during your 
stay and they may use it to register 
you with the local police-a routine policy. Ask for a 
receipt and be sure to retrieve your passport before 
continuing your trip. If your passport is lost or stolen, 
report the situation immediately to the nearest US 
Embassy or Consulate. 

Do not invite strangers into your room. 


Use only authorized taxis. Passengers have been 
robbed or kidnapped when using “gypsy” taxis. 

Avoid traveling alone, especially after dark. Be 
conscious of your surroundings and avoid areas you 
believe may put your personal safety at risk. Be wary 
of street vendors and innocent-looking youngsters. 
While one person has your attention, another may be 
picking your pocket. 

Do not carry large amounts of 
cash. Always deal with reputable 
currency exchange officials or you 
run the risk of receiving counterfeit 
currency. Keep a record of your 
financial transactions. 




Be courteous and cooperative when processing 

through customs. Do not leave your bags Beware that theft from sleeping compartments on 

unattended. Stay alert. trains is common. 


State Department’s travel website: www.state.gov/travel 


Do not leave drinks unattended - someone could 
slip a drug into it that causes amnesia and sleep. 

Avoid long waits in lobbies and terminals, if 
possible. These areas may harbor pickpockets, 
thieves, and violent offenders. Laptop theft is 
especially common in airports. 


In an international airport » a thief positioned 
himself to walk in front of a traveler who was 
walking with his roll bag . The thief stopped 
abrupify in front of the traveler causing the 
traveler to also stop . A second thief was 
following and quickly removed the traveler s 
laptop from his roll bag and disappearedl 


Avoid civil disturbances and obey local laws. If 
you come upon a demonstration or rally, be careful; 
in the confusion you could be arrested or detained 
even though you are a bystander. Be mindful that in 
many countries, it is prohibited to speak derogatorily 
of the government and its leaders. It may be illegal 
to take photographs of train stations, government 
buildings, religious symbols, and military installations. 

Avoid actions that are illegal, improper or 
indiscreet. Avoid offers of sexual companionship; 
they may lead to a room raid, photography, and 

i 


news media, and as a general rule, be careful what 
information you share with foreigners. They may 
have been directed to obtain information about you 
for duplicitous purposes and may use what they learn 
to target or use against you. 

Evade criminals and terrorists by being aware 
of your surroundings and alert to the possibility of 
surveillance. Take mental notes of anyone following 
you and promptly report it to the appropriate security 
officials and/or the US Embassy or Consulate. In 
general, criminals will strike when their target seems 
most vulnerable and lax about his/her security. If 
anyone grabs you, make a scene-- yell, fight and try 
to get away! if you are kidnapped, remain alert arid 
establish a program of mental and physical activity 
for yourself; try to remain calm and non-threatening. 


“Turkey drop ” scam: a person drops money 
in front of a victim whife an accomplice waits 
for the money to be picked up and suggests 
splitting it The first person returns and 
accuses both of stealing the money This 
usually results in the victim's money being 
stolen , 


in social drinking. Do not engage in black market 


ill s 

. , ! 


activities. Do not sell your possessions. Do not bring 
in or purchase illegal drugs or pornography. Do not 
seek out political or religious dissidents. Do not 
accept packages or letters for delivery to anotl 
location 


Beware of new acquaintances who probe for 
blackmail. Do not attempt to keep up with your hosts information about you or who attempt to get yot 

involved in what could become a compromising 
situation. 

Do not gossip about character flaws, financial 
problems, emotional relationships, or other difficulties 
of your fellow Americans or yourself. This information 
is eagerly sought by those who want to exploit you or 
your fellow travelers. 

Beware that your conversations may not be 
private or secure. Unlike the United States, most 
other countries do not have legal restrictions against 
technical surveillance. Most foreign security services 
have various means of screening incoming visitors 
to identify persons of potential intelligence interest 
They also have well established contacts with hotels 
and common hosts that can assist in various forms of 
monitoring you. 


I 


An American was given a fetter by a man he 
had never met He tried to return the letter 
but the man ran away. That evening, national 
security officers visited the American, 
admonished him for taking the letter.; and 
required him to sign a statement concerning 
the event 


If you are arrested for any reason, ask to notify 
the nearest US Embassy or Consulate. A consular 
officer cannot arrange for free legal aid or provide 
bail money, but they can assist you. Do not admit to 
wrongdoing or sign anything. Do not agree to help 
your detainer. 

Keep a low profile and shun publicity. Do not 
discuss personal or family information with local 


Two American students on study abroad 
talked privately about the lighting in their 
apartment The next day, a light that had beet s 
out for weeks was v/orking. 


Center for Disease Control for Travelers’ Health: www.cdc.gov 










Preventive Pleasures at Uork: 



• “Defense in Depth 8 - use multiple layers of security 
throughout the computer network. 

• Identify ways you have lost data in the past and 
mitigate those threats, Educate employees about 
those threats and how to change their behavior, if 
necessary, to prevent future loss. 

• Constantly monitor data movement on your network. 

• Establish policies and procedures for intrusion 
detection systems on company networks. 

• Establish policies about what company information 
can be shared on blogs or personal social web pages. 
Enforce the policy. 

• Educate employees about how their own online 
behavior could impact the company. 

• Provide yearly security training. 

• Ask employees to report suspicious incidents as soon 
as possible. 

Additional Preventive Measures: 

• Do not store any information you want to protect on any 
device that connects to the Internet. 

• Always use high security settings on social networking 
sites, and be very limited in the personal information 
you share. Monitor what others are posting about you 
on their online discussions. 

• Use anti-virus and firewall software. Keep them, your 
browser, and operating systems patched and updated. 

• Change your passwords periodically, and do not reuse 
old passwords. Do not use the same password for 
more than one system or service. For example, if 


• Disable Global Positioning System (GPS) encoding. 
Many digital cameras encode the GPS location of a 
photo when it is taken. If that photo is uploaded to a 
site, so are the GPS coordinates, which will let people 
know that exact location. 

* Whenever possible, encrypt communications with 
websites. It may be a feature social network sites 
allow you to enable. 

* Avoid accessing your personal accounts from public 
computers or through public WiFi spots. 

* Beware of unsolicited contacts from individuals in 
person, on the telephone, or on the Internet who are 
seeking corporate or personal data. 

• Monitor your bank statements, balances, and credit 
reports. 

• Do not share usernames, passwords, social security 
numbers, credit cards, bank information, salaries, 
computer network details, security clearances, home 
and office physical security and logistics, capabilities 
and limitations of work systems, or schedules and 
travel itineraries. 



Do not provide information about yourself that will allow 
others to answer your security questions—such as 
when using “I forgot my password” feature. 

Be thoughtful and limit personal information you share 
such as job titles, locations, hobbies, likes and dislikes, 
or names and details of family members, friends, and 
co-workers. 


someone obtains the password for your email, can they 
access your online banking information with the same 
password? 

Do not post anything that might embarrass you later or 
that you donl want strangers to know. 

Verify those you correspond with. It is easy for people 
to fake identities over the Internet. 

Do not automatically download, or respond to content 
on a website or in an emaji Do not click on links in 
email messages claiming to be from a social 
networking site. Instead go to the site directly to 
retrieve messages. \, 

Only install applications or software that come from 
trusted, well-known sites. “Free” software may come 
with malware. Verity what information applications will 
be able to access prior to enabling them. Once 
installed, keep it updated. If you no longer use it, 
delete it. 

... «§ 
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Educational Resources: 

A number of organizations and websites provide additional 
details on how to protect you and your workplace from 
Internet social networking threats. 

www.LooksTooGoodToBeTrue.com 
www.OnGuardOnllne.gov 
www.us-cl9t.gov 
www.ic3.gov 
www.dhs.gov 
www.ftc.gov 
www.fbl.gov 
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VS. Department of Justice 

Federal Bureau of Investigation 


There are primarily two tactics used 
to exploit online social networks. 

In practice, they are often combined. 
1. Computer savvy hackers who 

SPECIALIZE IN WRITING AND MANIPULATING 
COMPUTER CODE TO GAIN ACCESS OR 
INSTALL UNWANTED SOFTWARE ON YOUR 
COMPUTER OR PHONE. 2. SOCIAL OR 
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EXPLOITING PERSONAL CONNECTIONS 
THROUGH SOCIAL NETWORKS. SOCIAL 

“SOCIAL ENGINEERS,” MANIPULATE PEOPLE 
THROUGH SOCIAL INTERACTIONS (|N PERSON, 
OVER THE PHONE, OR IN WRITING). 


J f ie.fi 2 


Humans are a weak link in cyber 

SECURITY, AND HACKERS AND SOCIAL 
MANIPULATORS KNOW THIS. THEY TRY TO 
TRICK PEOPLE INTO GETTING PAST SECURITY 

walls. They design their actions to 

APPEAR HARMLESS AND LEGITIMATE. 


Hamm* 


SOCIAL 


RISKS 


INTERNET:" BASED SOCIAL NETWORKING 
SITES HAVE CREATED A REVOLUTION 
IN SOCIAL CONNECTIVITY. HOWEVER 
TOON ARTISTS-i CRXfllNALSn AND 
OTHER DISHONEST ACTORS ARE 
EXPLOITING THIS CAPABILITY FOR 
NEFARIOUS PURPOSES. 








EXAMPLE 



Falling for an online scam or computer hack 
could be damaging for an individual victim as 
well as the organization the victim works for. 
Such risks include: 


You receive a message from a friend on your social 
networking site. The message directs you to view 
a video on another site. When you go to that site, a 
message pops up and says you need to download a 
newer version of software. However, the software update 
is really malware that, when downloaded, gives control of 
your computer to the creators of the malware. (In some 
cases, simply visiting the site will download the malware.) 
The malware then sends a message to all your ‘friends” 
on your social networking site directing them to the same 
site with the malware. The malware creators soon have 
multiple computers under their control (a '’botnet"). 


Vulnerability of Social 
Networking Sites 

Social networking sites are Internet-based services that 
allow people to communicate and share information with 
a group. 


* Identity theft / impersonation 

• Harassment 

• Peer pressure 

• Loss of employment 

* Damaged business reputation 

* Damaged career or personal reputation 

• Damaged data or networks 

* Intellectual property theft / Data theft 

* Brand hijacking 

* Delays or interruption in production 

• Lost revenue or income 

• Burglary 

* Content alteration of websites 

• Malware and virus dissemination 

There are many tactics people may use to trick 
others into providing information or granting 
access to that information through social 
networking venues. Although not exhaustive, 
this brochure lists some of these tactics 
and suggests ways to mitigate online social 
networking risks. 


Risks: 

Once information is posted to a social networking site, it 
is no longer private. The more information you post, the 
more vulnerable you may become. Even when using high 
security settings, friends or websites may inadvertently 
leak your information. 

Personal information you share could be used to 
conduct attacks against you or your associates. The 
more information shared, the more likely someone could 
impersonate you and trick one of your friends into sharing 
personal information, downloading malware, or providing 
access to restricted sites. 

Predators, hackers, business competitors, and foreign state 
actors troll social networking sites looking for information 
or people to target for exploitation. 

information gleaned from social networking sites maybe 
used to design a specific attack that does not come by way 
of the social networking site. 

Tactics: 

Baiting - Someone gives you a USB drive or other 
electronic media that is preloaded with malware in 
the hope you will use the device and enable them to 
hack your computer. 

Do not use any electronic storage device unless you 
know its origin is legitimate and safe. Scan all electronic 
media for viruses before use. 



Phishing - Usually an email that looks like it is from 
a legitimate organization or person, but is not and 
contains a link or file with malware. Phishing attacks 
typically try to snag any random victim. Spear phishing 
attacks target a specific person or organization as their 
intended victim. 

Do not open email or email attachments or click on links sent 
from people you do not know. If you receive a suspicious 
email from someone you know, ask them about it before 
opening it. 


Click-jacking - Concealing hyperlinks beneath 
legitimate clickable content which, when clicked, 
causes a user to unknowingly perform actions, such 
as downloading malware, or sending your ID to a site. 
Numerous click-jacking scams have employed “Like” 
and "Share” buttons on social networking sites. 

Disable scripting and iframes in whatever Internet browser 
you use. Research other ways to set your browser options to 
maximize security. 


Cross-Site Scripting (XSS) - Malicious code is injected 
into a benign or trusted website. A Stored XSS Attack 
is when malicious code is permanently stored on a 
server; a computer is compromised when requesting the 
stored data. A Reflected XSS Attack is when a person is 
tricked into clicking on a malicious link; the injected code 
travels to the server then reflects the attack back to the 
victim's browser. The computer deems the code is from 
a "trusted” source. 

Turn off “HTTP TRACE" support on all webservers. Research 
additional ways to prevent becoming a victim of XSS. 

Doxing - Publicly releasing a person’s identifying 
information including full name, date of birth, address, 
and pictures typically retrieved from social networking 
site profiles. 

Be careful what information you share about yourself, family, 
and friends (online, in print, and in person). 


In March 2011, hackers sent two spear phishing emails to a 
small group of employees at security firm, RSA. They only 
needed one employee to open an infected file and launch 
the malware. The malware downloaded information from 
RSA that then helped the hackers learn how to defeat RSA’s 
security token. In May and June 2011, a number of defense 
contractors' networks were breached via the compromised 
RSA token. 


Phreaking - Gaining unauthorized access to 
telecommunication systems. 

Do not provide secure phone numbers that provide direct 
access to a Private Branch Exchange or through the Public 
Branch Exchange to the public phone network. 

Scams- Fake deals that trick people into providing 
money, information, or service in exchange for the deal, 

If it sounds too good to be true, it is most likely a scam. 
Cybercnminals use popular events and news stories as bail ! 
for people to open infected: email, Visit infected websites, or I 
donate money to bogus charities. 


Elicitation - The strategic use of conversation to extract 
information from people without giving them the feeling 
they are being interrogated. 

Be aware of elicitation tactics and the way social engineers try 
to obtain personal information. 


Before the 2010 World Cup, cybercriminals offered tickets 
for sale or sent phishing emails claiming you won tickets to 
see the event. 

After the death of Osama Bin laden, a video claiming to 
show Bin Laden’s capture was posted on Facebook. The 
video was a fake. When users clicked on the link to the 
video, they were told to copy a JavaScript code into their 
browser bar which automatically sent the hoax to their 
friends, and gave the hackers full access to their account. 


Pharming - Redirecting users from legitimate websites 
to fraudulent ones tor the purpose of extracting 
confidential data. (E.g.: mimicking bank websites.) 

Watch out for website URLs that use variations in spelling or 
domain names, or use ".com” instead of “.gov”, for example. 
Type a website’s address rather than clicking on a link. 


Most computer infections come from websites. Just visiting a 
website can expose your computer to malware even If you do j 
not download a file or program. Often legitimate sites may be j 
unknowingly infected. 

Websites with information on popular celebrities or current 
sensational news items are frequently hijacked by criminals, 
or criminals may create such websites to lure victims to them. 


Spoofing - Deceiving computers or computer users by 
hiding or faking one’s identity. Email spoofing utilizes I 
a sham email address or simulates a genuine email 
address. IP spoofing hides or masks a computer's IP 
address. 

,:M ' '-iv: ' f | 

Know your co-workers and clients and beware of those 
who impersonate a staff member or service provider td gain 
company or personal information. 
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Foreword 


This white naner was prepared by the FBI's Counterintelligence Strategic Partnership Unit to 
provide awareness to administrators, senior researchers, export control offices, and techm) o gy 
transfer offices at higher education institutions about how foreign intelligence services and 
state actors use US colleges and universities to further their intelligence and operational needs. 
This paper is unclassified and fulfills part of the FBI's goal of building arvareness with public 
and private entities about counterintelligence risks and national security issues. 


Executive Summary 

The United States is a society of openness and freedom, values especially central to campuses of 
higher educSon Foreign adversaries and competitors take advantage of that openness and have 

been doing so for many years. 


There are foreign nations that seek to improve their economies and militariesby stealing 
intellectual property from a world technology leader like the United States^ There ate also 
foreign adversaries that seek to gain advantages over the United States. 'These nations use van 
means to acquire information and technology to gain political, military, an ^ ® C ™ 1C , 

advantages. There are also foreign companies and entrepreneurs who want to obtain research 
data in order to improve their own products or get to market first with innovative ideas or 
products being developed at US universities. 


The open environment of US campuses of higher education may be misused in order to 

• Steal technical information or products 

. Bypass expensive research and development 
. Recruit individuals for espionage 

• Exploit the student visa program for improper purposes 

• Spread false information for political or other reasons 


To accomplish one or more of the above goals, duplicitous or opportunistic actors or 
organizations may use a variety ot methods such as: 

• Conduct computer intrusions 

• Collect sensitive research 

• Utilize students or visiting professors to collect information 
. Spot and recruit students or professors 

. Send unsolicited email or invitations 

. Send spies for language and cultural training, and to establish credentials 

• Fund or establish programs at a university 


Most foreign students, researchers, or professors studying or working in the United States are 
here for legitimate and proper reasons. Only a very small percentage is actively working at the 
behest of another government or organization. However, some foreign governments also 
pressure legitimate students to report information to intelligence officials, often using the 
promise of favors or threats to family members back home. 
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Higher Education and National Security 


Introduction 

American higher education institutions are centers of knowledge, discovery and 
intellectual exploration. The people of the United States value and take pride in the openness and 
opportunities for learning; they welcome foreign students and understand why other countries 
encourage and sponsor their own citizens to enroll in US universities. The knowledge, culture, 
and skills brought by foreign students enhance the educational experiences of other students and 
teachers. Due to globalization, today’s college education is international in nature. Professors 
share their knowledge with students and colleagues—not just at their own university, but all over 
the world—and students from a variety of countries study together in the same program. 
Information is a valuable asset on campuses, and most of it is shared liberally; however, some 
information is private or restricted. Information that is not openly shared may include pre¬ 
publication research results, proprietary information, classified research, or certain lab techniques 
and processes. 

Who tries to improperly obtain information from US campuses? 

There are a variety of people and organizations within and outside the United States who 
may seek to improperly or illegally obtain information from US institutions of higher education: 
foreign and domestic businesses, individual entrepreneurs, competing academics, terrorist 
organizations, and foreign intelligence services. 

Foreign and domestic businesses compete in a global economy. Some foreign 
governments provide resources and information, including competitive intelligence gathering and 
corporate espionage on behalf of their indigenous companies as a way to promote the overall 
economic well-being of their country. Foreign intelligence services pursue restricted information 
and so may seek out people who have, or will eventually have, access to restricted information. 
Individual entrepreneurs may capitalize on opportunities to bring new technology or services to 
their country in order to fill a niche currently supplied by non-native companies. To jump start 
business, they may steal research or products that would otherwise be costly to create or 
replicate. Academics may steal research and use it or claim it as their own for a variety of 
reasons. Terrorist organizations may want information on products or processes they can use to 
inflict mass casualties or damage. 

What is a foreign intelligence service? 

A foreign intelligence service is a foreign organization, usually part of the government, 
whose primary purpose is to gather and analyze information it deems valuable. Their ultimate 
goal for collecting information is to benefit their own country politically, militarily, and 
economically. Often the organization directs its agents to collect specific information on specific 
topics. An employee of an intelligence service who has been specially trained on how to collect 
and analyze information is an intelligence officer. The collected information or its analytic 
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product is intelligence. Another purpose of a foreign intelligence service is to spread e 

influence and ideology of its regime, or damage the claims and image of another regime. In this 
case the intelligence service provides information. This may be done openly throug 
propaganda, diplomatic statements, offers of training, or covertly using rumor, false-news stories, 
fabricated studies, bribery, or any number of other means. 

Foreign intelligence services target information. To get to the information they will target 
people who have that information or who might be able to get the information in the future— 
someone with placement and access. The open environment of a university is an ideal place to 
find recruits, propose and nurture ideas, learn, and even steal research data, or place trainees w to 
need to be exposed to our language and culture—a sort of on-the-job-training for future 
intelligence officers. Foreign intelligence services have been taking advantage of higher 
education institutions and personnel for many years, either through deliberate stratagems or y 
capitalizing on information obtained through other parties. Intelligence services are patient, 
sometimes waiting several years before expecting a return on an intelligence investment. Foreign 
intelligence services, by their nature, are secretive and unobtrusive. A successful operation y a 
foreign intelligence service is one where a target never knows they interacted with that service. 


Why target university campuses? 


To Obtain Restricted Information or Products 


Despite university warnings on the restrictions on his research. University of Tennessee 
professor Reece Roth employed a Chinese and an Iranian student to assist in plasma research 
while working on a classified US Air Force project that stipulated no foreign nationals could 
work on the project. Roth also traveled to China with his laptop computer containing export- 
restricted information and had a sensitive research paper emailed to him there through a Chinese 
professor’s email account. Roth claimed the research was “fundamental” and not sensitive, but a 
jury concluded otherwise.' In September 2008, Roth was found guilty on 18 counts of 
conspiracy, fraud, and violating the Arms Export Control Act; he was later sentenced to four 

years in prison. 3 

A country or company does not have to orchestrate the actual theft of the research in order 
to capitalize on it. It is unknown how the Chinese used the information they obtained from Roth, 
but because they invited him to visit China and he had a sensitive report emailed to him while 
there, it should be assumed they were interested in his research and planned to utilize it. 


The US government has determined 
countries because it would remove that 
technological edge that serves to protect the 
United States (militarily, economically, or 
otherwise), or the technology would be 
dangerous in the hands of certain groups. 
The knowledge of how to counter US 
technological advantages is also protected. 
Organizations that research, test, or 


some technologies should not be shared with other 

Export restrictions of goods and technology 

• US Department of Commerce Export Administration 
Regulations (EAR) - “Dual Use” items 

• US Department of State International Traffic in Arms 
Regulations (ITAR) - Inherently “Military Use” items 

• US Department of Treasury Office of Foreign Assets 
Control (OFAC) - Trade Embargoes 


a Atmospheric Glow Technologies, the company set up to commercialize plasma research and the lab where the US 
Air Force project was researched, pled guilty to 10 counts of exporting defense-related materials. 
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manufacture restricted technologies may be enjoined from exporting them to other countries 
without first obtaining approval. Providing export-restricted items or information to a foreign 
national located in the United States may be regarded, under export control law, as equivalent to 
exporting the item or information because it is now in the actual possession of a foreign national. 

To Bypass Expensive Research & Development 

Sergei Tretyakov was the head of political intelligence for Russia’s foreign intelligence 
service, the SVR, b in New York City from 1995-2000. In other words, he was a Russian spy. He 
described how a man in California traveled to New York, met with an SVR agent, and handed 
over years of US government funded medical research. The research studies had not been 
released to the public because many of them contained proprietary information based on medical 
patents held by US companies. The man who provided the data to the SVR agent was a Russian 
immigrant who wanted to help Russia and refused to be paid for the information; however, he did 
agree to be reimbursed for his air travel. Tretyakov observed: 

The reports were extremely technical, and I noticed each had a dollar amount 
in the index that described exactly how much the US government had spent to 
pay for this research... .[Russia obtained] scientific research that cost the US 
government forty million dollars for the price of eight hundred dollars in 
airplane tickets! 2 

As this case shows, a country or private company can save much time and money by 
bypassing research and development and jumping directly to an applied or practical application. 
Again, the organization does not have to direct someone to steal information in order to benefit 
from its theft. When a foreign company uses stolen data to produce products, at a reduced cost, 
that compete against American products, this can have direct harmful consequences for US 
businesses, and for universities that might receive revenue through patents and technology 
transfer. 

While information is shared on campuses, there is still an ethical, and sometimes legal, 
responsibility to protect research. With the extensive amount of primary research done at 
universities, many researchers hope to gain recognition for innovative research. However, if their 
research is published by someone else first, they may lose that distinction and credit. Research is 
often funded by private companies or the government who may need a first-to-market practical 
application from the research to make it worth their investment. Stealing the research then could 
equate to stealing money from the funding organization. 


To Find Recruits to Place in Valuable Positions 

Ana Montes agreed to assist the Cuban Intelligence Service while she was a graduate 
student pursuing a master’s degree in International Studies from Johns Hopkins University. 
Upon graduation, she specifically sought and obtained employment where she could acquire 
information valuable to Cuba. She worked as a Latin America analyst at the Defense 
Intelligence Agency and provided classified information to Cuba on a regular basis for sixteen 
years until she was arrested in 2001. Perhaps the worst damage of her spying was that Cuba 
shared the information she provided with other countries not friendly to the United States. It is 

b The Slushba Vneshney Razvedki, or SVR, is one component of the old Soviet KGB service. 
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also likely her information contributed to the death and injury of American and pro-American 
forces in Latin America/ Not only did Montes provide information to the Cubans, but she 
shaped analysis and thereby influenced US policy toward Latin America. After her arrest, 
Montes claimed she spied for Cuba because she did not agree with US policy toward Cuba and 
Nicaragua in the 1980s. It is believed she voiced this opinion during graduate school, and 
someone alerted the Cuban Intelligence Service and recommended her as a potential recruit. She 
did not expect to be paid by the Cubans for her service and received very little remuneration 
from them. She is now serving 25 years in prison. 

Ana Montes is an example of a spy motivated by ideology. US college campuses are an 
especially good place to look for people with particular ideological views. Campuses are known 
for their open discussions and debates. Foreign intelligence services sometimes find students 
with particular political or ideological beliefs by attending campus rallies, by interacting with 
particular clubs, or reading campus newspapers and blogs. When they discover someone they 
think will help, they may approach that person and entice him/her to join their cause. 

Cuba has sought other ideological recruits. Kendall Myers worked as an adjunct 
professor at Johns Hopkins University School of Advanced International Studies and as a 
contract instructor at the State Department’s Foreign Service Institute. Intrigued by Cuba, he 
accepted an invitation to visit. The Cubans assessed Myers as one who would help Cuba, and 
recruited him as a spy. They encouraged Myers to get a job with the State Department or the 
CIA. Myers returned to being an instructor with the State Department in 1980, and eventually 
worked full-time in the State Department’s Bureau of Intelligence and Research until he retired 
in 2007. Myers took classified information and, with the help of his wife, passed it to Cuba. He 
and his wife were arrested in June 2009 and pled guilty to serving as illegal agents of Cuba for 
nearly thirty years. Myers was sentenced to life in prison and his wife was sentenced to 81 
months. 4 

While it is not a crime in the United States to hold particular political or ideological 
ideals, it is a crime to pass classified information to those not authorized to receive it. Both 
Montes and Myers specifically sought positions within US government agencies that gave them 
greater access to classified information with the goal of passing that information to a foreign 
nation. 


Foreign intelligence services use a variety of enticements to recruit spies: money, 
blackmail, revenge, and flattery, for example. 


To Exploit the Student Visa Program for Improper Purposes 

Khalid Ali-M Aldawsari, a Saudi student studying chemical engineering at Texas Tech 
University, was arrested in February 2011 on a charge of attempted use of a weapon of mass 
destruction. A notebook was found at Aldawsari’s residence that appeared to be a diary or 
journal: 

[Ejxcerpts indicate that Aldawsari had been planning to commit a terrorist attack 
in the United States for years. One entry describes how Aldawsari sought and 
obtained a particular scholarship because it allowed him to come directly to the 
United States and helped him financially, which he said “will help tremendously 
in providing me with the support I need for Jihad.” 5 
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To Spread False Information for Political or Other Reasons 

According to Sergei Tretyakov, a former KGB/SVR officer, the KGB ordered the Soviet 
Academy of Sciences to come up with a report that would scare the Western public and keep 
NATO from placing Pershing missiles in Western Europe: 

The story, which had been approved by KGB propagandists, described 
experiments in the Karakum desert in South Central Asia that were being done 
by a Soviet specialist in atmospheric physics... [Other Soviet] scientists claimed 
they had used a mathematical model to estimate how much dirt and debris 
would be blasted into the atmosphere during a nuclear attack in Germany. 

The KGB had the report published in a Swedish journal. In the intelligence world, this is called 
disinformation. Disinformation may be blatant deception or small fabricated kernels in a large 
milieu of reliable facts. In the academic arena where research is often based on previous 
research, when results from a study can be shared quickly and easily with other researchers, it is 
important to science that people share accurate results. If subsequent research is based on 
incorrect data, many of those subsequent conclusions could be inaccurate as well. Expanding 
scientific horizons is not always the main motivating factors for research or publications in other 
countries. Foreign researchers may be under pressure to make their research conclude what their 
government wants it to conclude, or they may be ordered to write completely fabricated studies. 


What methods are used to target information at US universities? 

Conduct Computer Intrusions 

Today’s computer-connected world provides abundant access for criminals, terrorists, 
opportunists, and intelligence services to exploit the access cyber networks afford. They can 
hack into a system and steal research and other information, send phishing email with malware 
attached, and exploit social networking sites. They search for restricted information, people who 
have access to the information, and information that can be used to coerce or entice people with 
access to share restricted data. There have been computer intrusions into US universities from 
numerous countries. US universities receive large numbers of unsolicited requests for 
information and millions of hits on their Web servers each day. Computer hackers, especially 
those funded by a foreign government, are capable of breaching firewalls and exploiting 
vulnerabilities in software. They are also skilled at deceiving trusting or unassuming individuals 
through scams. 

Collect Sensitive Research 

A possible scenario: An Asian student gets accepted into a graduate program at a US 
university. The student has connections with a research group at a university back in Asia and is 
allowed to establish a formal collaboration between the two research labs. The Asian student 
invites personnel from the Asian university lab to visit the US university. Without permission, 
the visitors take photographs of all the equipment in the lab including the make and model of the 
equipment in order to reproduce the US university’s lab at the Asian university. About a year 
into the collaboration, the graduate advisor becomes concerned that too much information is 
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going out to the Asian research lab and not enough is coming back to the US university. 
Although the research is unrestricted, the graduate advisor recognizes that applications of the 
research could have national security implications. The Asian lab has more resources and is able 
to follow-up on ideas more quickly but the sharing of data and results is unbalanced, so the 
graduate advisor decides to end the collaboration. 

Sometimes, as research develops, the application of that knowledge leads to products that 
have national security implications. Defectors and double-agent operations have affirmed 
intelligence services are very interested in acquiring technologies during the research and 
development phase regardless of classification, 7 since the application and new research may later 
become classified. 

Utilize Students or Visiting Professors to Collect Information 

Andrey Bezrukov was arrested in June 2010 for being an agent of Russia. He was a spy 
who entered the United States under an assumed name (Donald Heathfield) and false past. He 
attended Harvard’s Kennedy School of Government from 1999-2000 and earned a Masters in 
Public Administration. After graduating, Bezrukov developed associations with professors at 
various universities including George Washington University and Oxford University. He 
allegedly targeted a professor who was once A1 Gore’s national security advisor. Bezrukov also 
attended Kennedy School reunions, specific society meetings, and think tank events that gave 
him access and exposure to people as he socialized with policy-makers and tried to cultivate 
intelligence targets. 8 

In this case, Russia sent a spy to a US university in order for him to cultivate friendships 
and associations with students and professors likely to move on to government positions. He 
therefore had a seemingly innocent basis to get off-the-record and inside information from any 
“friend” in a position with access to information. 

Some countries may recruit students before they come to the United States and task them 
to send technological information they acquire back to their home country. Students may 
comply based upon a sense of loyalty for their home country's government or as a result of 
coercion and exploitation. In some instances, foreign students are funded by their government 
and therefore can serve, at no cost to the US university, as assistants to professors doing research 
in a targeted field, which gives the student access to the research data and its applications. Some 
countries may direct the student to seek US citizenship giving them greater access to restricted 
research. Most information taught at universities is available to anyone who enrolls. However, 
when information is classified, patented, proprietary, or export restricted, there are rules and laws 
imposed to protect and control that information. 

Foreign business competitors may also send employees as students in order to obtain 
information valuable to their company. They may misrepresent themselves as students and not 
acknowledge their employment with a foreign company. A possible scenario: In order to obtain 
competitive intelligence or insider information on Business A, Business B has one of their 
employees apply and enroll in a program at a university that is doing research for and funded by 
their competitor, Business A. That employee/student may even apply for an internship at 
Business A. The unsuspecting Business A would not imagine a student intern was already a full 
employee of their competitor. 
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Spot Students or Professors with Access 

In 2009, Russia sent the following instructions to one of its spies, Lidiya Gurveva (using 
the name Cynthia Murphy), while she was pursuing an MBA degree at Columbia Business 
School, Columbia University: 

[Strengthen...ties w. classmates on daily basis inch professors who can help in 
job search and who will have (or already have) access to secret info... [rjeport to 
C[enter] on their detailed personal data and character traits w. preliminary 
conclusions about their potential (vulnerability) to be recruited by Service. 9 

They also directed her to “ ‘dig up’ personal data of those students who apply (or are hired 
already) for a job at CIA.” 10 Guryeva was arrested in June 2010 for acting as an agent of a 
foreign power and was deported back to Russia. 

This example demonstrates a foreign intelligence service searching for students who may 
soon have access to targeted information. Intelligence services also collect information on the 
programs, officers, professors, and demographics of US universities. After studying the 
information and, if they find a person to target, they will study his/her motivations, weaknesses, 
politics, and ambitions. Familiarizing themselves with a professor’s work will help them 
determine a pretext for contacting the professor and how best to influence or recruit the 
professor. 11 They may spend years targeting an individual, and develop a relationship whereby 
the student or professor provides information, either wittingly or unwittingly, to the foreign 
country. For example, the foreign intelligence service may capitalize on existing political or 
social biases whereby they can coax a professor to share information based on a real or perceived 
cause (e.g. Myers). They may appeal to the ethnic nationality of a student and ask him/her to 
help their ancestral homeland. They may invite a professor to visit their country (e.g. Roth), 
sometimes at no expense to the professor. While the professor is in country, the government 
may gain access to the professor’s digital storage devices (laptop, PDA, cell phone) and obtain 
sensitive research and personal information. The foreign intelligence service may use 
information to coerce or entice the professor to provide data in the future. Likewise, American 
students on study abroad may be evaluated as potential recruits by the host country’s intelligence 
service. 


Foreign agents often target students or professors from their own country first, 
anticipating they will agree out of a sense of patriotism or nationalism. However, they will also 
target anyone who appears to have the potential to be a good recruit. 


Send Spies for Language and Cultural Training and to Establish Credentials 

As discussed above with Bezrukov and Guryeva, some foreign students are not here in 
order to obtain a traditional university education. They attend college in the United States to 
increase their understanding of the language and culture, make contacts, gain an education in a 
particular field, and send information back to their home country. In some cases, they may lay 
low and do nothing criminal for several years. 

Li Fengzhi was a Chinese intelligence agent for thirteen years before the Chinese 
Ministry of State Security sent him to the United States, in 2003, to pursue a doctoral degree in 
international politics and diplomatic philosophy at the University of Denver. Shortly after his 
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arrival, Li requested and was granted political asylum in the United States. 12 While he has not 
disclosed why the Chinese sent him to come to the United States as a graduate student, it is 
plausible the Chinese thought a student cover would make him more innocuous and able to 
collect information and make personal connections, or provide him with exposure and 
experience. 


Send Unsolicited Email or Invitations 

A foreign intelligence agent, business competitor, or other duplicitous actors may pose as 
a researcher and send an unsolicited email to a US researcher in the hopes of establishing contact 
or getting answers to a question. They may send unsolicited invitations to submit papers or 
attend conferences. They may use flattery or seek information that can be further used to target 
the researcher or someone with better access. Sometimes the unsolicited email is a request to 
review someone else’s research or technology paper. In this case, the duplicitous actor is hoping 
the targeted professor will correct mistakes he/she sees in the provided paper and, in that way, 
obtain valuable insights and restricted information. Unlike computer intrusions, unsolicited 
email may not have attached malware but is an attempt to start a correspondence. It is a quick 
and cheap way to test whether a targeted person will respond and, if so, what subject will cause 
them to respond. If information can be obtained via simple email exchange, it will save time, 
effort, and money. 

A possible scenario: A researcher at a US university receives an email asking to 
collaborate. He does not recognize the sender, but would like to collaborate and decides to 
respond. The sender asks for data on how to conduct a particular experiment, and the US 
researcher responds hoping to get the results of the experiment. The sender of the email provides 
a draft paper and asks for input; the US professor notes errors in the paper and corrects them. In 
the meantime, the sender asks for more data or research clarifications. Several months later, the 
US researcher realizes that for all the “collaboration” the two have been doing, he has no idea of 
the true identity or location of the sender, has received no information of value in return, and it 
now appears the sender was essentially milking the US researcher for unpublished and sensitive 
information. 

Another possible scenario: A researcher receives an unsolicited invitation to submit a 
paper for an international conference. She submits a paper and it is accepted. At the conference, 
the hosts ask for a copy of her presentation. The hosts hook a thumb drive to her laptop, and 
unbeknownst to her, download every file and data source from her computer. 


Fund or Establish Programs at a University 

In 2005 Belgium’s intelligence agency, Surete de l’Etat, announced the defection of a 
Chinese spy who had been coordinating industrial espionage agents throughout Europe for ten 
years. During that time, the defector worked at European universities and was a member of the 
Chinese Students and Scholars’ Association of Leuven. “According to an intelligence official, 
the association enabled Beijing’s Ministry of State Security to maintain contact with a wide 
spectrum of Chinese citizens living across the continent.” 13 The defector gave the Surete de 
l’Etat the names and activities of hundreds of people who were supplying information to China 
from a variety of business organizations. 
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It is easier for a spy to operate in an environment where he is trusted than where he is 
scrutinized. An organization may donate money or goods to a university to establish cultural 
centers, fund academic programs, or facilitate joint research. The funding agency may place 
stipulations on how the programs or centers are run—stipulations that ultimately benefit that 
organization. The funding organization may be able to place their own recruits in positions with 
little or no oversight from the university. Donations also establish a good will attitude and build 
a sense of trust between the donating institution and the university. 


How many foreign students are in the United States for duplicitous reasons? 

Most foreign students, researchers, or professors studying or working at US universities 
are here for legitimate and proper reasons. Based on interviews, observations, defector 
information, and double-agent operations, the FBI concludes that only a small percentage of 
foreign students or visiting professors are actively working at the behest of their government or 
other organizations. 


Why is the FBI concerned? 

The FBI is mandated to protect the nation from internal and external threats. National 
security priorities include: 

• Keep Weapons of Mass Destruction (WMD) from falling into the wrong hands 

• Protect the secrets of US Government agencies and US contractors 

• Protect US critical assets 

Beyond these goals, there are laws and regulations that seek to safeguard intellectual 
property, protect personal information, and ensure that government funding is used 
appropriately. These laws help protect US businesses, universities, and individuals from theft 
and fraud. Ultimately, it is every university’s responsibility to safeguard their information. The 
FBI is actively partnering with universities to assist in those efforts. The FBI can provide 
counterintelligence tools and awareness training that will aid in recognizing what is suspicious 
behavior and how to better protect facilities and information. If invited, the FBI will collaborate 
with a US university or college on a broad array of areas relating to: 

• Cyber security 

• The safety and integrity of higher education in the United States 

• Intellectual property developed through US university research 

• Sensitive and classified research 

• Researchers’ ability to get first-to-market with their ideas 

• Research funded by the US Government—ultimately by the US taxpayers 

• Keeping US students and professors from being recruited by foreign intelligence services 

• Personal and sensitive information (identity theft, fraud, stolen research, and so forth) 

• Campus safety and safety awareness of US students studying abroad 

• Animal rights terrorism 

• Eco rights terrorism 
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National Security Higher Education Advisory Board 

The US Government created the National Security Higher Education Advisory Board 
(NSHEAB) in September 2005. It was designed to bridge historical gaps between the US 
Intelligence Community and academe with respect to national security issues and is comprised of 
approximately 20 presidents and chancellors who represent higher education institutions. The 
NSHEAB promotes cooperation and understanding between higher education and several 
government agencies to include the FBI. 


Conclusion 

Knowledge and information are valuable assets and are an integral part of university 
activities, but not all campus information is for public consumption. Individuals and 
organizations that want to obtain innovative or restricted information may have ulterior motives 
and may misrepresent themselves and their intentions in order to gain access to restricted 
information, or they may outright steal it. This white paper provides a sampling of means used 
by duplicitous actors and organizations. Universities and researchers should protect their 
intellectual property and be cognizant that there are dishonest actors and organizations that take 
advantage of the environment of sharing on US campuses of higher education. 
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The School Shooter: A Quick Reference Guide 

BAU-l (703) 632-4333 

Motives 



• There is not a “profile” of a school shooter- instead the 
students who carried out the attacks differed from one 
another in numerous ways. 

• School shootings are rarely impulsive acts. 

• They are typically thought out and planned in advance. 

• Prior to most school shootings other students knew the 
shooting was going to occur but failed to notify an adult. 

• Very few of the attackers ever directed threats to their 
targets before the attack. 

• The most common goal was retribution. The justifications 
and excuses offered indicated this stemmed not from an 
absence of values but from a well-developed value system 
in which violence was acceptable. 

• In many cases, other students were involved in the attack 
in some capacity. 

• Many offenders experienced a significant personal loss in 
the months leading up to the attack, such as a death, 
breakup, or divorce in the family. 

• Many offenders engaged in repetitive viewing of violent 
media and were often fascinated with previous school 
shootings. Repeated viewing of movies depicting school 
shootings, such as “Zero Day” and “Elephant,” may 
indicate a fascination with campus attacks. 

• Be aware of the subject's online videos, blogs, and social 
networking activities. 

Assessing Threatening Communications - Five Dimensions 
(Mohandie, 2000) 

• Organized vs. disorganized thought processes 

• Fixed vs. variable themes 

• Focused vs. general target identification 

• Violent action imperative vs. alternative coping means 

• Short time imperative vs. lack of urgency 

Threat assessment -11 Key Questions (U.S. Secret 
Service, 2002) 

What are the student’s motive(s) and goals? 

Have there been any communications suggesting ideas or 
intent to attack? 

Has the student shown inappropriate interest in school 
attacks, weapons, and/or mass violence? 

Has the student engaged in any attack-related behaviors? 
Does the student have the capacity to carry out an act of 
targeted violence? 

Is the student experiencing hopelessness, desperation 
and/or despair? 

Does the student have a trusting relationship with at least 
one responsible adult? 

Does the student see violence as an acceptable/desirable 
way to solve problems? 

Is the student’s version of events consistent with his/her 
actions? 


• 24% motivated by desire for attention or recognition. 

• 27% motivated by suicide or desperation. 

• 34% motivated by attempt to solve a problem. 

• 54% had multiple motives. 

• 61 % motivated by desire for revenge. 

• 75% felt bullied/persecuted/threatened by others. 

Statistics 

• 27% of attackers exhibited interest in violent movies. 

• 37% of attackers exhibited interest in violence in their own 
writings, poems, essays, and journal entries. 

• 59% of attacks occurred during the school day. 

• 63% of attackers had a known history of weapons use. 

• 68% acquired the weapon used from their own home or 
that of a relative. 

• 93% of attackers engaged in some behavior prior to the 
attack that caused others to be concerned. 

• 93% of attackers planned out the attack in advance. 

• 95% of attackers were current students. 

• Odds are one in 1 million that a student will die at school as 
a result of a violent act. 

Warning Signs 

• Investigators should probe to discover if the subject has 
engaged in research, planning, or preparation (e.g., 
researched weapons or made attempts to obtain a 
weapon). Movement from thought to action represents a 
severe escalation of the risk of violence. 

• In around 80% of school shootings at least one person had 
information that the attacker was thinking about or planning 
the school attack. In nearly 2/3, more than one person had 
information about the attack before it occurred. In nearly 
all of these cases, the person who knew was a peer, a 
friend, schoolmate, or sibling. 

• Despite prompt law enforcement responses, most attacks 
were stopped by means other than law enforcement 
intervention. 

• Be conscious of the “Werther Effect”, defined as a 
duplication or copycat of another suicidal act. School 
shootings are typically well-publicized, sensationalized 
events that can trigger an increase in similar acts for 
roughly days or weeks after the attack. 

Resources 

• www.fbi.gov 

• www.safetvzone.ora (DOE and DOJ) 

• www.ncirs.orq/school safety 

• www.ed.gov/offices/OESE/SDFS 

• www.secretservice.gov/ntac.htm 

• www.keeDschoolssafe.ora 


• Are other people concerned about the student’s potential 
for violence? 

• What circumstances might affect the likelihood of an 

attack? 


Information compiled from the Safe School Initiative Report, United States 
Secret Service and Department of Education, (2002); School Violence 
Threat Management, Dr. Kris Mohandie, (2000); The School Shooter: A 
Threat Assessment Perspective, CIRG/NCAVC, (1999). 
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A JOINT MESSAGE FROM THE U.S. SECRET SERVICE, THE U.S. DEPARTMENT 
OF EDUCATION, AND THE FEDERAL BUREAU OF INVESTIGATION 


In response to the Virginia Tech incident on April 16, 2007, former cabinet Secretaries Michael 
Leavitt and Margaret Spellings, and former Attorney General Alberto Gonzales submitted the 
Report to the President on Issues Raised by the Virginia Tech Tragedy dated June 13, 2007. The 
report included a recommendation that the U.S. Secret Service (Secret Service), the U.S. 
Department of Education, and the Federal Bureau of Investigation (FBI) explore the issue of 
violence at institutions of higher education (IHEs). Accordingly, we initiated a collaborative 
effort to understand the nature of this violence and identify ways of preventing future attacks that 
would affect our nation’s colleges and universities. 

This effort was implemented through the Secret Service’s National Threat Assessment Center, 
the Department of Education’s Office of Safe and Drug-Free Schools, and the FBI’s Behavioral 
Analysis Unit. The project drew from the Secret Service’s experience in studying threat 
assessment and the prevention of targeted violence; the Department of Education’s expertise in 
helping schools facilitate learning through the creation of safe environments for students, faculty, 
and staff; and, the FBI’s threat assessment and investigative expertise. 

The goal of this collaborative endeavor was to understand the scope of the problem of targeted 
violence at IHEs. To that end, this report offers preliminary findings from a review of 272 
incidents of violence that affected IHEs in the United States from 1900 through 2008. We 
addressed fundamental questions regarding where, when, and how these incidents occurred, and 
captured information concerning the offenders and their relationship to the IHEs. When 
possible, we also identified factors that may have motivated or triggered the attacks. 

We strived to create a product that will be useful for threat assessment and campus safety 
professionals charged with identifying, assessing, and managing violence risk at IHEs. These 
law enforcement, mental health, student affairs, and legal professionals provide an incredible 
service under unique and often challenging circumstances. Ensuring the safety of college and 
university communities—some of which resemble small cities—is a daunting task. Navigating 
the intricacies of privacy laws, preserving academic freedoms, complying with civil rights laws, 
and simultaneously ensuring a safe campus and workplace environment are tasks not easily 
accomplished. We hope that this preliminary report contributes to that effort. 



The Secret Service, the Department of Education, and the FBI are keenly aware of the profound 
and devastating physical, emotional, and psychological injuries that result from acts of violence 
against IHE community members and their effect on the nation as a whole. Through our 
collaboration, we are working to better understand what drives individuals to carry out acts of 
violence and ultimately how to prevent them in the future. 



Paul Morrissey' 

Assistant Director 

Office of Protective Research 

United States Secret Service 


Associate Assistant Deputy Secretary 
Office of Safe and Drug-Free Schools 
Department of Education 





Robert A. Blecksmith 
Assistant Director 
Critical Incident Response Group 
Federal Bureau of Investigation 
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INTRODUCTION 


On April 16, 2007, Seung Hui Cho, 23, a student at Virginia Polytechnic Institute and State 
University (“Virginia Tech”) in Blacksburg, Virginia, carried out what would become one of the 
deadliest school shootings in the world. Around 7:15 a.m., Cho fatally shot a female student in 
her dormitory room in West Ambler Johnston Residential Hall and then shot the building's 
residential advisor. Approximately two-and-a-half hours later, Cho entered Norris Hall, a lecture 
building, and shot numerous students and faculty before killing himself. In total, Cho killed 32 
(27 students and five faculty members) and wounded 17. Some of the wounded individuals were 
struck by gunfire while others were injured trying to jump from the building. 

This killing spree stunned the nation and questions echoed throughout the country from parents, 
administrators, and government officials alike. In response, Virginia Governor Timothy Kaine 
established the Virginia Tech Review Panel (VTRP) on June 18, 2007, to gain a better 
understanding of the incident and its underlying causes so that steps could be taken to minimize 
the chances of a similar tragedy happening again. 1 2 3 4 

At the federal level, President George W. Bush charged Attorney General Alberto Gonzales, 
Department of Education Secretary M argaret Spellings, and Department of Health and Human 
Services Secretary Michael Leavitt to convene meetings throughout the country focused on the 
issues raised by the Virginia Tech tragedy. Meetings were subsequently held with college and 
university representatives, local and state leaders, law enforcement officials, and mental health 
care providers. President Bush instructed Secretary Leavitt to summarize the lessons learned 
from these meetings and to recommend how the federal government could help prevent similar 
incidents in the future. 

On June 13, 2007, based upon the meeting discussions as well as other input, the Report to the 
President on Issues Raised by the Virginia Tech Tragedy was issued." This report presented a 
series of findings, common themes, observations, and recommendations, one of which stated: 
“The U.S. Department of Education, in collaboration with the U.S. Secret Service and the 
Department of Justice, should explore research of targeted violence in institutions of higher 
education and continue to share existing threat assessment methodology with interested 
institutions.” 3,4 To that end, representatives from the U.S. Secret Service (Secret Service), the 
U.S. Department of Education, and the Federal Bureau of Investigation (FBI) initiated a 
partnership in pursuit of this goal. 

The three entities began by asking fundamental questions, such as: How prevalent are the 
incidents of targeted violence that affect institutions of higher education (IHEs)? Who are the 


1 Virginia Tech Review Panel. (2007, August), Mass shootings at Virginia Tech, April 16, 2007: Report of the Review Panel, 
Retrieved July 8, 2008, from www,vtreviewpanel.org/report/index.html. 

2 U.S. Department of Health and Human Services. (2007, June 13). Report to the President on issues raised by the Virginia Tech 
tragedy. Retrieved August 21, 2008, from http://www.hhs.gOv/vtreport.html#intro. Hereafter referred to as the “Report to the 
President.” 

3 “Targeted violence“ is defined as an incident of violence where a known or knowable attacker selects a particular target prior to 
their violent attack. See Fein, R.A., Vossekuil, B., & Holden, G. (1995, September). Threat assessment: An approach to prevent 
targeted violence. Research in Action (NCJ155000). Washington, D.C.: U.S. Department of Justice, Office of Justice Programs, 
National Institute of Justice. 

4 Report to the President , p. 9. 
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perpetrators? Are they affiliated with the affected IHE? There was limited previous research on 
these issues, so the initial framework for the project became clear to the three agencies, which 
began a comprehensive effort to identify, through open-sources, incidents of targeted violence 
that have affected IHE communities. 

This report provides an overview of these incidents and the involved subjects, discusses initial 
observations regarding behaviors of the subjects, and offers preliminary considerations regarding 
the data that may have relevance to threat assessment. While the participating agencies are aware 
of the limitations of an open-source descriptive review, this preliminary effort will be 
complemented by a more in-depth study to be conducted by the Department of Education and the 
FBI. 
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BACKGROUND 


The specific phenomenon of targeted violence at institutions of higher education (IHEs) should 
be considered within its own context. This section begins by reviewing the previous incident- 
based research, defining the IHE community, and discussing what forms of criminal activity 
exist within this community. 

Previous Incident-Based Research 

To better understand the breadth of issues with which an IHE may be confronted as part of a 
threat assessment, the Secret Service, Department of Education, and the FBI sought to identify 
and review literature that specifically examined the full-range of incidents of targeted violence 
affecting IHEs. 

As noted by former Secretary Spellings, along with former Attorney General Gonzales and 
former Secretary Leavitt, a number of law enforcement officers, mental health care providers, 
school officials, and educators have cited the publication, Threat Assessment in Schools: A Guide 
to Managing Threatening Situations and to Creating Safe School Climates , 5 This guide was 
published jointly by the Secret Service and the Department of Education in May 2002. It was 
based upon the Safe School Initiative (SSI), a research project that examined 37 incidents of 
targeted school shootings that occurred between 1974 and 2000 at elementary, middle, and high 
schools. This landmark study identified observable pre-attack behaviors of student perpetrators 
in K-12 schools and highlighted several strategies for recognizing and managing persons who 
pose a threat to school populations. 

When considering whether these findings are applicable to similar incidents within an IHE 
setting, it is important to note that specific and observable pre-attack behaviors demonstrated by 
attackers at the college or university level have yet to be thoroughly examined for comparison. 
Applying the findings of the SSI to IHE-based populations may provide appropriate prompts and 
insights to guide threat assessment, but there are important differences that may impact the threat 
assessment process. 

At a basic level, the physical environment of a K-12 setting is vastly different from that of a 
college or university setting. Secondary schools typically comprise one to several buildings, 
utilize smaller classrooms, and provide an experience in which students have regular contact 
with the same faculty and staff. Communication between responsible parties regarding issues 
facing the student population is facilitated by this proximity. For the most part, numerous 
educators are aware of students’ whereabouts and behaviors during each school day. 

Additionally, faculty meetings enable information sharing and increase the likelihood of 
recognizing behaviors of concern. In contrast, IHE campuses usually comprise many buildings, 
often with larger classrooms, separate faculty for each department, more uncontrolled access and 
egress, and irregular student schedules that minimize regular contact between educators and 


5 Fein R., Vossekuil, B. s Borum, R., Pollack, W. S., Modzeleski, W., and Reddy, M. (2002, May). Threat assessment in schools 
A guide to managing threatening situations and to creating safe school climates. Washington, DC: United States Secret Service 
and United States Department of Education, 
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students. These factors are less conducive to observing and recognizing behavioral concerns 
among the student population. 

At a more nuanced level, the developmental and social differences between high school students 
and college students suggest that IHE-based subjects may engage in pre-attack behaviors that 
differ from those of their high school counterparts. A college or university campus may be both 
an educational and a residential environment, making it a setting in which significant 
developmental and transitional stressors are ushered into a person’s life. This combination is not 
often found in other settings. For the student who has just moved away from home, there are 
numerous environmental changes that can introduce a new dimension of stress. Some challenges 
include establishing self-sufficiency and responsibility, academic pressures, social pressures, and 
personal health and safety decisions. The student’s coping skills can range from positive, such as 
seeking counseling or talking with friends, to negative, such as social withdrawal and isolation or 
alcohol and drug abuse. 

When behaviors of concern are identified among secondary school students, there exists the 
potential for educators and threat assessment personnel to communicate with parents to solicit 
family involvement. However, options for the IHE official are more limited, as regular 
communication with parents is less likely to occur for a variety of reasons and IHE students who 
live away from home must reach out for services independently. 

Beyond the SSI, there is limited research on IHE-related targeted violence that contains 
comprehensive incident analysis. The majority of the literature offers practical guidance on 
conducting threat assessments, preventing targeted violence, and handling the aftermath of an 
incident. There is some research on handfuls of incidents across all educational levels, not just 
IHEs, and in-depth case analyses focused on only a few incidents. The research has also 
addressed particular aspects of violence on IHE campuses, such as stalking, domestic violence, 
courtship violence, campus sexual assault, hazing, and drug/alcohol induced violence. Various 
surveys have been published that attempt to assess the frequency of violent crime affecting IHE 
communities. However, these surveys collected limited information and were focused on specific 
campuses, geographical areas, and timeframes. The relevance of this information is not in 
question, but the existing literature has generally looked at these issues in isolation and does not 
allow us to look across types of violence to gauge the relative prevalence and context. 

One of the few reports to look across the spectrum was Max L. Bromley’s Campus-Related 
Murders: A Content Analysis Review of News Articles. 6 Bromley examined Chronicle of Higher 
Education articles from 1989 to 2001 for incidents of campus murder to gain a deeper 
understanding of the offenders, victims, circumstances, and university or college response. 
Analysis of 33 incidents highlighted the fact that college campuses share commonalities with the 
communities at large with regard to murders. As in the general population, Bromley found, 
examples of domestic, intimate, and workplace violence were present in campus homicide cases. 
In a majority of the studied cases, there was some kind of relationship between the offender and 
the victim, and both tended to be members of the campus community (students, faculty, or staff). 


6 Bromley, M. L. (2005). Campus-related murders: A content analysis review of news articles. Paper presented at the Annual 
Conference of the Southern Criminal Justice Association, Retrieved September 25, 2008, from http://www.dcf.state.fl.us Updated 
link retrieved on April 14, 2010: http://www.dcfstate.fl.us/initiativcs/campussecurity/docs/Campus_Relatcd_Murders05Q907.pdf, 
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Handguns and other weapons were used in about half of the campus murders, which mirrored the 
rate of murders involving handguns in the general community. Bromley noted that, despite these 
shared features, “little is known at this time about the nature and characteristics of murders on 
campus.” 

As the professional literature does not offer a comprehensive perspective that examines the full- 
range of incidents faced by IHEs, the search focused on published lists of incidents of school- 
related violence. These lists typically reflected the following limitations: (1) the manner in which 
they were compiled was not always documented; (2) they lacked stated and clearly defined 
criteria for the inclusion of incidents; (3) they blended incidents from all educational levels (i.e., 
elementary, secondary, and postsecondary); (4) they often combined incidents that occurred 
within the United States and those that occurred on foreign soil; (5) they frequently focused on 
the more well-known incidents; and (6) they presented only basic information about each 
incident, such as the date, location, name of the subjects and/or victims, and a brief description of 
what occurred . 

A review of the existing literature and resources confirmed the need for the Secret Service, the 
Department of Education, and the FBI to compile a comprehensive inventory of targeted 
violence incidents that have affected IHE communities. 

Defining the IHE Community 

According to the Digest of Education Statistics: 2008 (The Digest)? there were 6,563 
postsecondary Title IV Institutions in 2006-07. 8 Of these institutions, 4,314 were degree¬ 
granting 9 and 2,222 were non-degree-granting. 10 

Focusing primarily on the 4,314 degree-granting institutions, 2,629 (approximately 60 percent) 
were four-year colleges or universities, and 1,685 (approximately 40 percent) were two-year 
colleges. Student enrollment in these institutions in the fall of 2006 measured 17.8 million (11.2 
million in four-year institutions and 6.5 million in two-year institutions). 1 '• 12 Of these students, 


7 Snyder, T.D., Dillow, S.A., and Hoffman, CM. (2009, March). Digest of Education Statistics 2008 (NCES 2009-020). 
Washington, DC: National Center for Education Statistics, Institute of Education Sciences, U.S. Department of Education. 
Retrieved June 1, 2009, from http://nces.ed.gov. Hereafter referred to as “The Digest/’ 

8 Title IV institutions are defined as “all post-secondary institutions whose students are eligible to participate in the Title IV 
federal financial aid programs.” Table 5. Number of educational institutions, by level and control of institution: Selected years, 
1980-81 through 2006-07, The Digest „ p. 19. 

9 Degree-granting institutions are defined as “postsecondary institutions that grant an associate’s or higher degree and whose 
students are eligible to participate in the Title IV federal financial aid programs. Degree-granting institutions include almost all 2- 
and 4-year colleges and universities; they exclude institutions offering only vocational programs of less than 2 years duration and 
continuing education programs.” The Digest , p. 269. 

10 Non-degree granting included institutions that “did not offer accredited 4-year or 2-year degree programs, but were 
participating in Title IV federal financial aid programs. Includes some schools with non-accredited degree programs.” The 
Digest , p. 269. 

n Table 186. Enrollment, staff, and degrees conferred in postsecondary institutions participating in Title IV programs, by type 
and control of institution, sex of student, type of staff, and type of degree: fall 2005, fall 2006, and 2006-07. The Digest, p. 276, 

12 these numbers may not equal the 17.8 million shown due to rounding. Not included in these numbers were an additional 
446,604 students enrolled in non-degree-granting institutions. 
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42.7 percent were male and 57.3 percent were female. The youngest enrolled students were 
reported to be age 14; however, ages beyond 35 were not specified (see Table 1). 

The majority of the enrolled students in the fall of 2006 attended 
larger colleges and universities. Specifically, campuses boasting 
enrollment levels of 10,000 students or more represented only 12 
percent of the institutions; however, they enrolled 55 percent of 
all college students. 14 By comparison, 41 percent of the 
institutions had enrollment levels of less than 1,000 students, and 
these institutions enrolled only 4 percent of all college students. 


In addition to students, 1HE communities comprise employees 
that include faculty, administration, and support staff. In the fall 
of 2007,3.6 million people were employed at degree-granting 
institutions. 15 This number includes 2.6 million professional staff (including faculty, 
executive/administrative/ managerial personnel, graduate assistants, and other professionals) and 
932,027 non-professional staff (including technical/clerical/secretarial personnel, skilled trade 
persons, and maintenance staff). Sixty-four percent of the employees worked on a full-time basis, 
while the remaining 36 percent were part-time. Overall, the employee population was 46 percent 
male and 54 percent female. 16 Age distributions were not reported. 

IHE Campus Crime 

Maintaining the safety ol'IHF.s and the students and employees that comprise IHE communities 
is a vital task. The statistics reported as part of the Crime Awareness and Campus Security Act oj 
1990 offer a gauge of the level and type of crime that takes place on college campuses. Amended 
three times in 1992, 1998, and 2000, this act was renamed in 1998 the Jeanne Clery Disclosure 
of Campus Security Policy and Campus Crime Statistics Act, or the Clery Act , in m emory of a 
student who was killed in her dormitory room in 1986. In response to the Virginia Tech 
shootings, Congress further amended the act in 2008, adding a campus emergency lesponse plan 
to its requirements. The amendment requires IHEs to “immediately notify” the campus 
community as soon as an emergency is confirmed on the campus unless such notification would 
impede attempts to control the situation. 

The Clery Act requires all colleges and universities that participate in the federal financial aid 
programs under Title IV of the Higher Education Act to maintain and disclose information about 
certain crimes committed on or near campuses. The Clery Act defines these crimes as they are 
defined in the FBI’s Uniform Crime Reporting Handbook (UCR). 

Specifically, campus personnel must track and report criminal homicides, including murder, 
negligent and non-negligent manslaughter, sex offenses (including forcible and non-forcible). 


Table 1: Student Enrollment, 
by Age Group, Fall 2006 


Age 

Enrollment 

% 

■BES9 

231,000 

1.3 

HDI9EI 

3,769,000 

21.2 



20.5 


3,193,000 

18.0 

— 


13.5 

T^I 

1,409,000 

7.9 

Over 35 

3,107,000 

17.5 

Total 

17,758,000 



53 Table 190. Total tall enrollment in degree-granting institutions, by sex, age, and attendance status: Selected years, 1970 
through 2017. The Digest , p. 280. 

14 The Digest , p. 270. 

15 Statistics were reported tor fall 2005 and fall 2007 only. 

16 Table 243. Employees in degree-granting institutions, by sex, employment status, control and type of institution, and primary 
occupation: Selected years, fall 1987 through fall 2007 .!The Digest , p. 358. 
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robbery, aggravated assault, burglary, motor vehicle theft, and arson. They must also report 
whether any of these crimes, other crimes involving bodily harm, or larceny, theft, simple 
assault, intimidation, and destruction, damage or vandalism of property were hate crimes. 
Statistics are also required for arrests and disciplinary action referrals for weapons possession or 
drug and alcohol law violations. 

Under the Clery Act, criminal activity must also be broken down by location, whether “on 
campus, in or on a non-campus building or property, or on public property within or immediately 
adjacent to and accessible from the campus.” 17 Finally, the Clery Act does not make any 
distinction regarding the resolution of the reported crimes (unless deemed to be unfounded by 
law enforcement) and does not limit the reported crimes to those that affected or were committed 
by IHE students or employees. 

Table 2 depicts the number of crimes reported to the Department of Education in compliance 
with the Clery Act from 2005 through 2008. 18 Data were reported by public and private 
institutions ranging from four-year and above to less than two-year. Those institutions with 
multiple campuses reported data for each campus. Looking at all 235,599 crimes reported over 
this timeframe, 74.6 percent were burglaries and motor vehicle thefts, 9.2 percent were 
aggravated assaults, 8.4 percent were robberies, 5.9 percent were forcible sex offenses, 1.7 
percent were arsons, and 0.1 percent were non-forcible sex offenses. The remaining 0.1 percent 
of reported crimes were murders and non-negligent manslaughter (0.07 percent, n = 174) and 
negligent manslaughter (0.02 percent, n = 46). Of the 174 murders and non-negligent 
manslaughters, 80 occurred on campus (13 of which took place in residence halls), 82 occurred 
on public property immediately adjacent to campuses, and 12 occurred at non-campus facilities. 


Table 2: Crime Statistics Reported in Compliance with the Clery Act, by Type of Crime and Year: 2005-08 


fg 

Murder/ 

Non- 

Negligent 

Manslaughter 

Negligent 

Manslaughter 

Forcible 

Sex 

Offense 

Non- 

Forcible 

Sex 

Offense 

Robbery 

Aggravated 

Assault 

Burglary 

Motor 

Vehicle 

Theft 

Arson 

2005 

28 

33 

3,583 

55 

wmm 




1,219 

2006 

25 

o ! 

3,490 

56 

4,921 

5,472 

35,124 

9,811 

1,086 

2007 

66 

8 

3,482 

62 

4,985 

5,234 

33,010 

8,744 

915 

2008 

55 

5 

3,287 

49 

4,562 

5,026 

31,851 

7,465 

825 

Total 

174 

46 

13,842 

222 

19,900 

21,675 

137,785 

37,910 

4,045 


Although murder and non-negligent homicide represent the second smallest percentage of crimes 
reported by campus officials, the prevention of these types of crimes is a priority among IHE 
officials. The current effort between the Secret Service, the Department of Education, and the 
FBI seeks to identify for study a subset of these crimes—that is, incidents of targeted violence— 
to support prevention efforts. 


17 U.S. Department of Education, Office of Postsecondary Education. (2005, June). The handbook for campus crime reporting, p. 

11. Retrieved September 25, 2008, from http://www.ed.gov/admins/lead/safety/handbook.pdf. Also see Higher Education Act, 34 
C.F.R. 668.46(a) for full definitions of campus, and public property. 

1K U.S. Department of Education, Office of Postsecondary Education, (n.d.) The campus security data analysis cutting tool, 
aggregated data for calendar years 2005-07 and 2006-2008 [spreadsheets]. Retrieved July 22, 2009, from 
http://ope.ed.gov/security/. Numbers shown for 2005 were taken from the aggregate data for 2005-07. Numbers shown for 2006- 
OS were taken from the aggregate data for 2006-08. 

These numbers may not equal the 0.1 percent shown due to rounding. 
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DEFINING AND IDENTIFYING THE INCIDENTS 

The partner agencies designed and launched an effort to identify a broad range of incidents that 
have affected IHEs. The goal of this effort was to identify relevant incidents involving directed 
assaults and to gather information on the key incident elements that could be gleaned from open- 
source reporting. To ensure that the scope encompassed the many issues that an IHE may face, 
incidents affecting postsecondary vocational and proprietary schools were also included. 20 

Inclusion Criteria 

Criteria were determined in advance to guide the selection of incidents for inclusion. As the term 
“targeted violence” lacks the degree of specificity necessary for incident criteria, for the purposes 
of this report, we have selected and defined a more precise term that will reflect the full spectrum 
of incidents. Relevant incidents were defined as directed assaults in which open-source 
reporting suggested they met the following four criteria: 

(a) The Target(s): 

(1) The subjects) selected a specific IHE Student(s), IHE Employee(s), or IHE 
Facility/Event(s) as a target (see Appendix A for definitions), or 

(2) The subject(s) selected a random IHE Student(s), IHE Employee(s), or IHE 
Facility/Event(s) because the target’s characteristics matched the subject’s victim 
profile. 21 

(b) Timing of Target Selection: 

(1) The target(s) was selected prior to the initiation of the assault, or 

(2) The target(s) was selected at the time of the assault based on a victim profile or the 
subject’s personal pre-existing relationship with the target(s) (e.g., roommates, 
friends, romantics). 

(c) Lethality of Assault: The subject(s) employed or had the present ability to employ lethal 
force. 

(d) Timeframe and Geographical Limitations: 

(1) The incident occurred between January 1, 1900 23 and December 31, 2008, 

(2) The incident occurred on-campus, off-campus, or in/around a non-campus facility 
(see additional criteria below; see Appendix A for definitions), and 

(3) The incident occurred within the United States. 


The question of whether the affected IlIEs were Title IV institutions or degree-granting was set aside for case identification 
purposes as the Title IV designation was not in effect until after the passage of The Higher Education Act of 1965 and the 
accreditation status of particular schools evolved over time. 

“Victim profile” is defined as a set of demographic or other perceived static traits that the subject(s) sought in selecting a 

target(s). Example: A subject goes to an IHE campus looking for a blond college-aged female to abduct and kill as part of a 
fantasy. r 

TethaT is defined as causing or capable of causing death. Crimes of a sexual nature were included only if the subject actually 
employed lethal physical force. j j 

Due to the limited availability of searchable media reporting prior to 1900, this year was selected as the start date. 
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For incidents that took place off-campus and involved two persons in a romantic, spousal, or co¬ 
habitant/roommate relationship, both the subject and the target must have been affiliated with the 
affected IHE, with at least one of their affiliations current. 

In general, incidents that fell within any of the following areas were excluded: hazing, pranks, 
crimes primarily motivated by material gain, murder-for-hire schemes connected to a separate 
crime, incidents perpetrated by ideological groups or arising from general social disorder, low- 
level assaults on facilities with little to no capacity to cause injuries or fatalities, gang and drug- 
related violence, spontaneous altercations between strangers, and incidents with insufficient 
information to determine whether they met the inclusion criteria. These latter incidents included 
those in which either the subject was not identified in open-source reports or the case remained 
unsolved at the time the research was performed. Additionally, incidents involving serial killers 
who were not formerly or currently affiliated with the affected IHE were also excluded. 

Methodology and Limitations 

Incidents were identified from open-source reporting via a three-step process. First, lists of school- 
related incidents of violence available on the Internet and published documents were reviewed. 
Thirty-one incidents from these previously compiled lists and publications met the definition of a 
directed assault. Second, a complex search string was developed and applied to the Nexis “All 
English News Group.” Language used to describe the incidents identified in the first step served as 
the basis for the construction of this search string. Although news articles from 1970 through 2008 
were reviewed, it is important to note that the media coverage contained in Nexis is sparse until the 
1990s. After reviewing over 111,800 search results, an additional 198 incidents were identified 
that met the definition of a directed assault. Finally, a phrase-based search was executed in 
NewspaperArchive.com on available articles from 1759 through 1990. After screening over 3,600 
search results, 43 additional incidents were identified that met criteria for inclusion. At the 
completion of this effort, it was determined that only those cases that took place from 1900 onward 
would be included due to the limitations of the press coverage prior to that year. The final sample 
consists of 272 incidents identified through this search process. 

Data gathered for each incident included specific case information and qualitative observations. 
The specific case information fell within the categories of incident overview (e.g., date, location, 
type of IHE), incident specifics (e.g., site of attack, weapon used), subject descriptors (e.g., 
affiliation with IHE, gender, age), and incident outcome (e.g., injuries, deaths, judicial status). 

Data underwent a four-stage review process by a minimum of three researchers to verify the 
information gathered. Variables were created to capture the qualitative observations, which 
characterized the subject’s apparent motives and triggers, targeting, and pre-incident behaviors. 
Two researchers independently coded these variables following a prescribed protocol. When 
necessary, additional research was performed to fill in gaps or clarify points using the three 
resources named above, Lexis-Nexis federal and state case law databases, and open Internet 
searches. 

As all information obtained about the incidents was limited to open-source materials, it is 
important to emphasize a few of the limitations inherent in using such data for behavioral 
research. First, since this sample only includes those incidents that were reported in the media, it 


Campus Attacks 


Page 9 



is possible that there were other directed assaults at IHEs that met the inclusion criteria during 
the same timeframe. Second, as the level of detail reported varied significantly across incidents, 
data collected was limited to what could reasonably be collected for each case. Finally, we 
recognize that media reporting often contains objective and subjective errors. While the former 
are factual or mechanical in nature, the latter involve errors in the meaning or interpretation of 
the events. 24 When challenged with conflicting reports across sources, consideration was given to 
a number of factors, including the apparent quality of reporting, timing of the reporting, location 
of the media outlet in relation to the incident, and the source cited in the report. No efforts were 
made to check the veracity of reporting against primary sources other than when legal documents 
were available in Lexis. Given these limitations, the reader is reminded that this undertaking is 
purely descriptive, and is not comparative or predictive. 


24 Singletary, M. (1980, January 25). Accuracy in the news reporting: A review of the research (No. 25). Washington. DC: ANPA 
News Research Center. Retrieved on January 8, 2010, from hUp://www,eric,ed.gov/ERiCDocs/dala/ 

ericdocs2sql/content_storage_01/0000019b/80/32/9e/5b.pdf; and. Maier, S, (2002). Getting it Right? Not in 59 Percent of Stories. 
Newspaper Research Journal, 23 (1). Retrieved on January 8, 2010, from http://www.questia.com. 


Campus Attacks 


Page 10 



THE FINDINGS 


Although the following results should be viewed in light of the limitations related to open-source 
reporting, this information does offer perspectives on the breadth and key aspects of the 272 
incidents of targeted violence that serve as the basis for this report. 

Where in the United States did the incidents occur? 

Incidents were identified in 42 states and the District of Columbia, with 57 percent (n — 155) of 
the incidents affecting IHEs located in only 10 states, 25 eight of which are among the 10 states 
with the most IHEs. The majority of the incidents affected IHEs designated as 4-year 
institutions (84 percent, n — 228), followed by 2-year institutions (14 percent, n = 38), 
postsecondary vocational/technical schools (1 percent, n = 4), and those institutions identified as 
post-graduate only (1 percent, n = 2). 27 In all, incidents affected 218 distinct campuses. 

When did the incidents occur? 

Targeted violence affecting IHEs is not a new phenomenon (see Table 3). The first incident 
identified that met criteria occurred on April 29, 1909. On this date, a subject, who was not 
affiliated with the affected IHE, fatally shot his former girlfriend, 
a student, on her college campus. He then killed himself. The 
target had reportedly refused the subject’s marriage proposals. He 
had come to the college two to three days earlier to persuade the 
target to change her mind. 

The majority of incidents occurred during the 1990s and 2000s. It 
is unknown what may have caused the increase in incidents 
identified during the past 20 years. However, consideration should 
be given to the increased enrollment levels at IHEs as well as the 
increase in media coverage and digital reporting throughout the 
United States over the past few decades. 


Figure 1 shows the increase in fall student enrollment levels at 
postsecondary, degree-granting institutions from 1909 through 
2009 (projected). 2 * It also shows the number of incidents 
identified by decade from the 1900s through the 2000s. Generally, 
as enrollment levels increased over time, so did the number of 
reported incidents. 


25 From highest to lowest number of incidents, these 10 states are: California, New York, Texas, Florida, Michigan, Ohio, 
Pennsylvania, Illinois, Indiana, and North Carolina. 

26 Table 266; Degree-granting institutions and branches, by type and control of institution and state or jurisdiction: 2007-08. Of 
note, looking at the media sources searched in Lexis-Nexis, the largest resource used in identifying incidents, the states with the 
most incidents coincided with the states with the most newspapers and wire services. 

27 Percentages may add up to more than 100 percent due to rounding. 

2K Table 3. Enrollment in educational institutions, by level and control of institution: Selected years, 1869-70. The Digest , p. 16. 


Table 3: Directed Assaults by 
Decade, 1900-2008_ 


Decade 

N~ 

% 

1900s 

1 

0.4 

1910s 

0 

0.0 

1920s 

3 

1.1 

1930s 

8 

2.9 

1940s 

1 

0.4 

1950s 

13 

4,8 

1960s 

19 

7.0 

1970s 

25 

9.2 

1980s 

40 

14.7 

1990s 

79 

29.0 

2000s* 

83 

30.5 

Total 

272 

100.0 


* Data collected through 2008. 
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Figure 1 


Student Enrollment and Number of Incidents of 
Directed Assaults Reported, 1909-2009 (n = 281)* 


20,000 


1909 1919 1929 1939 


1949 1959 1969 

Fall Enrollment 


1979 1989 


100 



1999 2009 

(Projected) 


*Data was collected through 2008 and projected for 2009 based on the average number of incidents observed per year from 2000 
to 2008. Pearson (r - 0.924, p< 0.000) correlation is significant at the 0.01 level (1-tailed). 


Incidents also occurred throughout the calendar year (n = 270) 29 Figure 2 shows that although 
there was a decrease in the frequency, incidents happened even during the summer months. 

Figure 2 


Incidents of Directed Assaults, 

by Month, 1900-2008 (n = 270) 



29 For two of the incidents, the months in 


which they occurred could not be determined from open-source reporting. 
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Where did the incidents occur in relation to the IHE? 

It may initially seem as though only incidents occurring on-campus are relevant to understanding 
targeted violence that affects IHEs. However, such a view neglects the role of campus safety 
departments and campus threat assessment teams in securing the area surrounding the campus 
and assessing the threats posed by and to IHE students, faculty, and staff, regardless of whether 
the ultimate act of violence occurs within the confines of the campus boundaries. Thus, the 
current project aimed to identify incidents that could fall within the purview of a campus threat 
assessment. A majority of the incidents occurred on-campus (79percent, n = 214), while 
approximately one-fifth (19 percent, n = 52) were off-campus. The remaining six incidents 
occurred either at non-campus 30 locations (I percent, n = 3) or at undetermined sites (1 percent, n 
= 3). 

Of those incidents that occurred at on-campus or non-campus sites (« = 217), similar numbers of 
incidents took place in residential buildings (28 percent, n = 60), parking lots or campus grounds 
(27 percent, n = 58), and administrative and/or 
academic buildings such as offices, classrooms, 
laboratories (26 percent, n = 56; see Table 4). In 
only 3 percent (n = 6) of the on/non-campus 
incidents did the subject move from the campus 
grounds or parking lots to buildings, move 
between buildings, or cause injuries and/or deaths 
in more than one location on campus. In addition 
to the Virginia Tech attack in 2007, two other 
examples in which subjects moved from one 
location or building to another are the following: 

On August I, 1966, a 25-year-old student and former marine seized an observation tower on campus, 
killing and/or injuring several people on his way up the tower, then randomly fired a rifle at 
passersby for approximately 96 minutes. He was eventually shot by police. In the aftermath, 13 
people were killed and 31 were wounded on the campus. The evening before the incident, the subject 
typed a final letter of explanation detailing his thoughts. He then went to his mother's home, choking 
and fatally stabbing her shortly after midnight. After writing another letter, which he left there, he 
returned home and fatally stabbed his wife as she slept. Penning notes to other family members, he 
prepared for his attack later that day. 

On December 14, 1992, an 18-year-old student killed one professor, one student, and wounded four 
others in a random sweep across campus. The subject jirst approached a security-guard shack on the 
campus and shot the guard inside. Critically wounding him, he then fatally shot a professor, who was 
driving past. From there, he walked to the library where he fatally shot a student. He then entered a 
dormitory and resumed firing. He surrendered to police after his rifle jammed and he called 911, 
informing them that he was the shooter. Reportedly, the subject held views that were perceived as 
racist, homophobic and anti-Semitic by fellow students and was not adjusting well to the campus 
environment. 

See Appendix B for descriptions of the remaining three incidents. 


Table 4: On and Non-campus Directed Assaults, 
by Building, 1900-2008 _ 


Buildings 

. n - 

% 

IHE Residence 

60 

27.7 

IHE Grounds & Parking Lots 

58 

26.7 

Administrative or Academic 

56 

25.8 

Student/Employee Services 

22 

10.1 

Oth er/U nd eterm i n ed 

15 

6.9 

Multiple Facilities/Buildings 

6 

2.8 

Total 

217 

100.0 


311 See Appendix A for definition. 
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Of the incidents that occurred within an IHE owned/operated building (i n = 159), over half of 
them took place in dorm rooms or apartments, offices, and instructional areas such as 
classrooms, lecture halls, or laboratories (n = 90, 57 percent; see Table 5). 


Table 5: Directed Assaults within IHE Buildings, by Locale, 1900-2008 


Locales 

n - 

% 

Dorm Room or Apartment 

48 

30.2 

Office(s) 

22 

13.8 

Instructional Area 

20 

12.6 

Non-specific/Other/Undetermined 

16 

10.1 

Common Area 

15 

9.4 

Hallway(s)/Stairwell(s)/Restroom(s) 

15 

9.4 

Student Services Locales/Cafeteria 

10 

6.3 

Multiple Locales within the Same Building 

7 

4.4 

Multiple Facilities/Buildings 

6 

3.8 

Total 

159 

100 


Several subjects also carried out their attacks in multiple locales within the same building, 
moving from offices and classrooms to common areas, causing injuries and deaths at the 
different locales (4 percent, n = 7). One example includes the following: 

On October 28, 2002, a 41-year-old student entered a college building shortly before 8:30 a.m., 
looking for three instructors. The subject fatally shot the first in her 2nd floor office. He then fatally 
shot the second in a 4th-floor classroom in front of approximately 20 students, walked to the back of 
the classroom and shot his final victim. Soon after, he released the students and shot himself The 
subject had been failing and had mailed a 22-page letter and other documents to a local media outlet. 
In his letter, he sketched his failed marriage, poor health, and the slights he perceived from the 
nursing school he claimed treated male students as "tokens. " 

See Appendix B for descriptions of remaining six incidents . 

In turning to those incidents that occurred off campus (n = 52), most took place at a private 
residence (75 percent, n = 39), while approximately one-fifth of the incidents occurred outside of 
a structure (e.g., on a sidewalk, in a parking lot; 19 percent, n= 10). Two examples of incidents 
that occurred off-campus include the following: 

On December I f 1949, a 24-year-old student strangled his girlfriend, a fellow studen t, after a 
fraternity party at an off-campus men’s rooming house. Two months prior, a university psychiatrist 
had treated the subject for suicidal ideations and an impulse to kill said girlfriend. 

On February 16, 2004, a 38-year-old former student who had worked for a psychology professor at a 
test center stalked her, went to her off-campus private residence, stabbed, and decapitated her. He 
then stripped off his clothing and ran in front of a truck on the highway, killing himself. 
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Who were the subjects? 

Efforts were made to gather information regarding the subjects who carried out the attacks. The 
majority of incidents were perpetrated by one individual (« = 270) and, of those, most of the 
subjects were male (94 percent, n = 254). jl In the incidents where age was reported (n = 260), 
the range was 16 to 62, with an average age of 28 (Mdn = 25, mode = 20). See Figure 3 for a 
depiction of the number of incidents by subject age groups. 


Figure 3 
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Number of Incidents of Directed Assaults, 
by Subject Age Groups, 1900-2008 (n =260) 
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The Youngest Subject: 

On October 10, 1993, a 16-year-old male who was not affiliated with the affected IHE, detonated a 
pipe bomb outside the dorm room of two black students. Though no injuries were reported, the 
building was "severely damaged" by the racially motivated attack The subject, who had tried to join 
a white supremacist organization, had admitted responsibility to witnesses and vowed to shoot all the 
black students at the college. 

One of the Two Oldest Subjects: 


On October 13, 2008, a 62-year-old, part-time librarian fatally shot a fellow full-time librarian, 
allegedly after a dispute the previous night over (< work ethics. ” After the shooting, the subject sal 
down and calmly waited for police. 

Of note, among the cases there were three subjects who carried out multiple attacks on the same 
campus within a one to two month timeframe. An example includes the following incident: 


Beginning in December 1991, a 35-year-old former student, who had graduated 6 years prior , carried out two 
sniper-style attacks on his old campus. On December 12, 1991, the subject fatally shot a janitor in an 
auditorium. Then on January 29, 1992, he shot and wounded a female graduate student as she waited in a 
building for her husband. It was during a third similar incident that the subject was killed by police. On 
February 10, 1992, the subject was shooting at a student housing complex near the campus. After a foot pursuit, 
the subject was killed by police. Though he had been rejected from the graduate program four years prior, the 
motive for the attacks was not clear. 

See Appendix B for descriptions of the remaining Wo incidents . 


In two cases, the incidents were perpetrated by more than one subject so individual-level data regarding the subjects in those 
incidents were not gathered. 
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What were the subjects’ affiliations with the IHEs? 

In addition to basic descriptive information, the subjects’ affiliations with the affected IHEs were 
examined. A subject’s primary affiliation with the IHE was designated as either a direct 
affiliation (e.g., current or former student or employee) or indirect affiliation (e.g., a spouse, 
other immediate family member, non-spouse intimate partner, or friend of a current IHE student 
or employee). In addition, if the subject was affiliated with the affected IHE in more than one 
way, the subject’s primary affiliation was captured (e.g., a full-time student who worked part- 
time on-campus was designated as a student rather than an employee). 

Of those cases in which this information was reported (n = 268), 52 a majority of the subjects were 
identified as either current or former students at the affected IHE (60 percent, n = 161), while 
approximately one-tenth were current or former employees of the IHE (11 percent, n = 29). An 
additional 20 percent (n = 53) of the subjects were indirectly affiliated with the IHE through a 
personal relationship with a current IHE student and/or employee. In less than one-tenth of the 
cases (9 percent, n = 25), the subject had no known affiliation with the affected IHE. See Table 6 
for additional information specific to each affiliation type. 


Table 6: Characteristics and Casualties Listed by Subjects’ IHE Affiliation 



Students 
(j n = 161) 

Employees 
(n = 29) 

Indirectly Affiliated 
(n - 53). : 

No Known 
(n = 25) 

| Gender 

| Male 

93% 

97% 

96% 

92% 


7% 

3% 

4% 

8% 

Average Age 

25.5 (n= 157) 

38.7 (n = 27) 

29,9 (« = 51) 

27.4 (n = 23) 

Median 

23 

37 

27 

23 

Mode 

22 

25 a 

19 b 

23 

Range 

17 to 62 

18 to 62 

18 to 55 

16 to 51 

| Status | 

Current 

121 

17 

20 

Not Applicable 

Former 

39 

12 

33 

Unknown 

1 

0 

0 

Affiliation Details 


Undergrad (62%) 
Graduate (18%) 
Alumni (8%) 

2-year (6%) 
Voc/Technical (2%) 
Undetermined (5%) 

Included range of 
positions, such as 
professors, librarians, 
security, janitorial, 
other. 

60% (n = 32) current 
or former non¬ 
spouse intimate 
partners. 

15% (n ~ 8) current 
or former spouses. 

Not Applicable 

[ Casualties (excluding subjects) j 

Injuries 


10 

28 

37 

Deaths 

193 

27 

37 

22 


a Multiple modes exist, smallest value is shown in Table 6 (25, 36, 37, 45). 
b Multiple modes exist, smallest value is shown in Table 6(19, 24). 


Multiple subject cases and those involving subjects whose affiliation could not be determined were excluded resulting in a total 
n of 268. 
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What method of attack was used? 

Firearms were used most often (54 percent, n = 148), followed by knives/bladed weapons (21 
percent, n = 57), a combination of weapons/methods (10 percent, n = 26), and strangulation 
either manually or with an implement (5 percent, n = 14). Of those incidents in which a 
combination of methods was used, most targets were strangled and stabbed. The remaining 27 
incidents (10 percent) involved a blunt object, firebomb/incendiary/arson, explosives, poison, a 
vehicle, or a physical assault without a weapon. 

Whom did the subjects harm? 

Across all 272 incidents, the subjects caused 281 deaths and injured 247 individuals. Of the 
deaths, at least 190 were students and at least 72 were employees. Of the injured, at least 144 
were students and at least 35 were employees. Not included in these numbers are the subjects 
themselves who were injured or killed either during or following the incident. In 26 percent (n = 
71) of the incidents, the subject died of a self-inflicted injury incurred during implementation of 
the assault or within hours or days of the incident. In 4 percent of the incidents (n= 11), the 
subject survived his self-inflicted injuries and in an additional 4 percent of the incidents (n = 10), 
the subject was killed by law enforcement during or immediately following the assault. 
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QUALITATIVE OBSERVATIONS 


Key elements of a thorough threat assessment include such items as the subject’s motive and 
goal in carrying out an attack, triggering life events, target selection, and/or prior concerning or 
threatening behavior. These elements are at times difficult to discern due to the availability of 
information and subjectivity of their interpretation. Information related to these elements is 
particularly difficult to gather from open-sources, which do not always contain complete and 
accurate reporting. 

Efforts were made to gather as much information as possible to provide an initial description of 
the motives and triggers, targeting, and pre-incident behaviors of concern. When the information 
was reported, judgments were made as to its completeness and apparent accuracy. A more in- 
depth analysis of each of these elements would require additional data other than what is 
available through open-source. 

What factors motivated or triggered the attacks? 

Generally, several categories were observed among the incidents regarding the factors that may 
have played a role in the subjects’ decision to carry out the directed assault. These factors fall 
broadly within areas related to personal relations, academic performance, workplace issues, 
and/or individual stressors (see Table 7; for definitions, see Appendix C). Although it was 
recognized that multiple factors may have motivated or triggered the offenders’ violent acts, 
efforts were made to identify the most prominent ones and the incidents were categorized 
accordingly. In 17 percent (n = 45) of the cases, either the motivating and/or triggering factors 
were completely unknown or they were less apparent as various factors specific to the subject 
and his/her environment appeared to influence the decision to engage in the violent behavior. 
Those incidents in which the motive and/or trigger was not apparent were excluded from Table 
7. 


Table 7; Factors that Motivated or Triggered the Directed Assaults 


Categories 

n 5S. 

% 

Related to an Intimate Relationship 

77 

33,9 

Retaliation for Specific Action(s) 

31 

13.7 

Refused Advances or Obsession with the Target 

23 

10.1 

Response to Academic Stress/Failure 

23 

10.1 

Acquaintance/Stranger Based Sexual Violence 

22 

9.7 

Psychotic Actions 

18 

7.9 

Workplace Dismissal/Sanction 

14 

6.2 

Need to Kill / Specific Victimology 

7 

3.1 

Draw Attention to Self/!ssue(s) 

7 

3.1 

Bias Related 

5 

2.2 

Total 

227 

100 


As noted in Table 7, the most prevalent category identified related to current or former personal 
relationships between the subject and victim, followed by retaliation for specific actions. Future 
research should examine primary source materials, which may offer more insight into the 
underlying motives and triggers related to these incidents. 
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How did target selection compare with the actual victims? 

Regarding the subject’s apparent targeting and scope of his or her victims, efforts were made to 
distinguish those subjects who had specific targets from those who did not, and then designate 
whether the actual victims who were injured or killed appeared to be the intended victims. 
Various items were taken into account when determining targeting, including the subject, the 
setting in which the subject was functioning, the context of the situation with which he or she 
was faced (e.g., relationship breakup, academic or work suspension, imminent or actual 
academic failure, loss of job, or delusions), and the subject’s relationship to the target (e.g., 
current or former intimate partner, co-worker, professor, classmate, stranger). Additionally, 
consideration was given to the subject’s reported actions before, during, and after the attack. 
Specific examples of factors considered in the decision-making process include the following: 

• indications of planning, 

• method and manner of the attack, 

• travel by the subject to a locale where a specific person’s presence could reasonably be 
anticipated, 

• apparent triggering event, 

• admissions of intent or other communications by the subject reported before, during, 
and/or after the incident, and 

• the nature of the subject’s relationship with the victim(s) prior to the attack. 

Targeting: Specifically Named Individuals 

In nearly three-quarters of the incidents (73 percent, n = 198), subjects targeted one or more 
specifically named individuals. From context, their target selections appeared closely related to 
triggering events (e.g., romantic breakup, an academic or workplace failure, or a dispute), and, 
more often than not, were limited to the person or persons whom the subject may have blamed 
for causing the event. In a small fraction of these cases (2 percent, n = 6), there was also some 
indication that the subjects intended to harm one or more random persons beyond the individuals 
they blamed. An example of the latter situation includes the following incident: 

On April 17, 1981, upset over failing grades and a possible second academic dismissal from the IHE, 
a 22-year-old student tossed a firebomb into the hallway of a dormitory and opened fire with a 
sawed-off shotgun as the occupants evacuated. Two students were killed. When police searched the 
subject s room, they found a gas mask, a second gun, and more than 100 shotgun shells as well as a 
notepad containing the name of one of the victims in the case. According to reports, this led police to 
believe that among the subject’s random targets, there was at least one specific target whom the 
subject intended to harm. 

In over three-quarters ot the incidents where specific individuals were targeted, these individuals 
were the only ones harmed (79 percent, n = 156). In the remaining cases (n = 42), the casualties 
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included collateral victims 33 and/or victims of opportunity/ 4 Examples of variations among these 
types of cases include: 

Specific Individual Targeted and Additional Collateral Victim Harmed During the Incident: 

On April 5, 1975, upset over failing his oral exam, a 2 5-year-old doctoral candidate shot and 
wounded an assistant professor from the review committee. The victim was sitting in a classroom with 
others who were waiting for a lecture to begin. Also wounded was a student bystander who came into 
the line of fire when he stood at the same time as the intended target. Reportedly, the subject had 
threatened the professor two days prior and a pistol was taken from him by campus police; however, 
he was not taken into custody at that time. 

Specific Individual Targeted and Victim of Opportunity Killed During the Incident: 

On December 17, 1983, at 11:30 p.m. on Saturday night, a 26-year-old subject who was not affiliated 
with the affected IHE, arrived at a dorm itory to see his former girlfriend, a student, with whom he 
had become obsessed. When he arrived at her room, she reluctantly agreed to see him. When it 
became tense, the subject held the girlfriend, her roommate, and five others hostage using a silenced 
rifle. After the former girlfriend convinced him to release all but herself and her roommate, the 
subject fatally shot them both. He then drove off and shot himself in the head, but survived the wound. 

Targeting: Random Individuals 

In approximately one-fifth of the incidents (21 percent, n = 58), the subject’s targeting appeared 
to be directed toward a single random individual or multiple random individuals. Examples of 
this type of targeting include the following: 

Random Individual Targeted: 

On May 17, 2001, a 55-year-old subject who was not affiliated with the affected IHE, fatally shot an 
assistant music professor on a walkway outside a dormitory. He then took his own life. According to 
a note left behind, the subject chose the victim at random. He had become obsessed with another 
professor on that campus whom he had dated briefly in 1966. Though he had had no contact with her 
for nearly three decades, in 1995 he began stalking her. Frustrated at being rebuffed, he decided to 
kill himself and take someone else with him. He hoped that person would be someone known to her. 

In the note he left, the subject wrote, T considered multiple murder but realized it’s pointless. I 
finally decided to murder just one person. Just one is sufficient to teach a lesson. " 

Multiple Random Individuals Targeted: 

On September 26, 1977, distraught over pressures to perform from his parents, a 22-year-old student 
fatally shot his apartment manager, then grabbed a rifle and one of his handguns and went to the 
campus. He entered a typing lab in the Business Administration Building, then, in front of30-40 
students, fired off a few shots. One shot struck a teacher f s aide. He then sought one of the fleeing 


n “Collateral Victim” is defined as a person who was injured or killed during the execution of the attack and (a) was not 
specifically selected or contemplated in advance, and (b) whose actual harm was incidental during the execution of the attack. 

“Victim of Opportunity” i$ defined as a person who was injured or killed during the execution of the attack and (a) was not 
specifically selected or contemplated in advance, but (b) whose selection as an appropriate object of harm, consistent with the 
subject’s apparent motive or goals, was made at the time of the incident. 


Campus Attacks 


Page 20 



students, placed the rifle to her head, and pulled the trigger, however the rifle jammed. He then went 
to another classroom and fatally shot himself. 


What pre-incident behaviors were directed toward the targets? 

Though information on the subjects’ behaviors prior to the incidents was not always reported, 
efforts were made to identify whether the subjects engaged in verbal and/or written threats, 
stalking or harassing behaviors, and/or physically aggressive acts directed toward the targets 
prior to the incidents. In 29 percent (n = 79) of the incidents, subjects engaged in one or more of 
these actions directed toward the target. Figure 4 illustrates how these behaviors overlapped. 


Figure 4 



Verbal/Written Threats 

In 35 incidents (13 percent), open-sources reported that the subjects made verbal and/or written 
threats to cause harm to the target. These threats were both veiled and direct, and were conveyed 
to the target or to a third party about the target. An example includes: 

On April 12, 1982, a 28-year-oldformer student entered the office of a psychology professor and 
fatally shot him before eight witnesses. According to investigators, the victim was warned several 
times about the subject's threats on his life. IHE officials reported that the week prior to the attack, 
they had received a call from a psychiatrist who said he was treating a man who once took the 
victim's class and now wanted to kill the professor. The victim reportedly had discussed the threats 
with students during classroom lectures on fear. 
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Stalking/Harassment 

Open-sources reported stalking or harassing behavior in 52 incidents (19 percent). These 
behaviors occurred within the context of a current or former romantic relationship or in academic 
and other non-romantic settings. They took on various forms, including written communications 
(conventional and electronic), telephonic contact, and harassment of the target and/or the target’s 
friends/family. Subjects also followed, visited, or damaged property belonging to target(s) or 

their families prior to the attack. Examples include the following incidents: 

On July 25, 1989, a 24-year-old subject who was not affiliated with the affected IHE, tracked down 
his former girlfriend who had moved to another state to avoid him, and confronted her in the IHE 
parking lot as she walked with a male friend. When she would not go with the subject, he shot and 
killed them both. The subject had hired a private detective agency to track her down and was able to 
obtain information on the victim through bank records and the IHE registrar. 


On April 10, 1996, upset over losing his friendship with the victim, a 19-year-old student confronted 
his former friend on campus, fatally shot him in the back of the head, flipped him over with his foot 
and fired another shot into his chest. Months prior to the incident, the victim reported to IHE 
administrators that the subject had been harassing him by sending e-mails and calling numerous 
times. The subject, who had completed his degree requirements in December 1995, was told by 
administrators to stay away from the campus. On the day of the incident, in accordance with an 
agreement he made with the IHE, the subject had informed the dean of his intended presence on 
campus that day. The subject had completed his degree requirements and was awaiting graduation. 

Physically Aggressive Acts 

Open-sources reported that subjects engaged in physically aggressive acts toward the targets in 
26 incidents (10 percent). These behaviors took the form of physical assaults, menacing actions 
with weapons, or repeated physical violence to intimate partners. An example includes: 

On August 12,1996, upset over his girlfriend (student) breaking up with him 10 days prior, a27- 
yeat-old subject (not affiliated with the IHE) arranged to meet her on campus. Once there, he fatally 
shot her in the parking lot, then himself Witnesses described that the subject had been physically and 
mentally abusive toward the victim during their one-year relationship. Just four months before this 
attack, the subject held a 13-inch blade to the victim's throat, tying her hands with a scarf, and 
threatening to kill her. 


Did others observe concerning behaviors just prior to the incidents? 


Information on whether the subjects engaged in concerning pre-incident behaviors was not 
always reported. Open-sources may report their presence, but rarely confirm their absence. With 
this in mind, attempts were made to explore any discernable behaviors that may have occurred 
just prior to the incidents and warranted concern by those surrounding the subjects. The 
behaviors noted are purely descriptive and should not be considered comparative or predictive. 
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Concerning behaviors were observed by friends, family, associates, professors, or law 
en orcement m 85 incidents (31 percent). These behaviors included, but were not limited to: 
paranoid ideas, delusional statements, changes in personality or performance, disciplinary 
problems on campus, depressed mood, suicidal ideation, non-specific threats of violence 
increased isolation “odd” or “bizarre” behavior, and interest in or acquisition of weapons. 
Examples include the following: F 


, May 19 1936, possibly upset over academic pressures, a 19-year-old freshman fatally shot one 
student and wounded another as the students entered his dorm room. He then killed himself. He had 
reportedly purchased two guns from a mail order house a few days earlier. When this was 
discovered the subject was ordered to turn the weapons over to the dean, which he promised a 
student adviser he would do. The subject's father also stated his son's recent letters had been 

TiuZ , fu lmder 1 stand - " A classmate stated that the subject had been "telling us fellows for 
a week that he had been planning suicide ," J 

On January 26, 1992, a 22-year-old campus police officer pulled over a nursing student whom he did 
not know, drove her to a deserted campus parking lot, removed her clothing and shot her 14 times 
Prior to the incident, the subject was linked to other crimes, which were known to the IHE He was 
suspected in a series of campus fires, firing a bullet through a dormitory window, inventing a break- 
m, calling a suspect at home, and phoning in a bomb threat . 

In i? u?T ent ^ = 25 ^ ° f the incidents Evolving concerning behaviors, the offenders also 
exhibited one or more acts involving stalking/harassment, written/verbal threats, or physically 
aggressive acts toward the target. F y y 

In those cases in which concerning behaviors were not observed (« = 187), media reports 
escribed other significant criminal, violent, or mental health histories unrelated to the incident 
(« 14 8 percent). 1 his included multiple criminal or violent acts, a series of psychiatric 

example's: 10nS ' ^ ° f psychotic sym P toms over an extended period of time. An 

tennis sta, outside of the dorm. During trial it was revealed that the subject had been expelled from 
six schools due to behavior problems, saw at least a dozen mental health professionals and spent 

ZtiZanXhho^° SPltalS ih ln ? dditi ° n ’ Witnesses described specific violent incidents, such as 
hi ting a neighbors son with a hammer, setting fire to his house, attacking a stranger on a train 
platform, and striking a co-worker over the head with a metal pipe. 


It should be noted that those persons who reported the 
psychiatric or psychological symptoms. 


concerning behaviors were not necessarily trained in the recognition of 
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CONSIDERATIONS 


Campus threat assessment teams that seek to employ reasoned and effective risk mitigation 
strategies may recognize the potential significance of findings presented in this preliminary 
report. 

General Observations 

Several general observations concerning the data have relevance to the domain of threat 
assessment and threat management. 

• Incidents of targeted violence are a year-round issue. Campus safety resources may be 
required throughout the calendar year, not just during the academic year. 

• On-campus targeted violence is not the only challenge, as 20 percent of the incidents took 
place off-campus or in non-campus IHE locations against targeted IHE members. This 
suggests that communication between campus safety professionals and municipal law 
enforcement agencies is essential. 

• Of those incidents that occurred at on-campus or non-campus sites (n = 217), 36 percent 
took place in administrative/academic/services buildings, 28 percent took place in 
residential buildings, and 27 percent took place in parking lots or campus grounds. On- 
campus mitigation plans should equally cover responses to IHE buildings, IHE operated 
residences, and IHE parking lots and grounds. 

• Only 3 percent of on/non-campus attackers in = 217) moved between buildings. Of those 
that were carried out within the same building (n = 159), only 4 percent of the attackers 
moved to different locales (e.g., classrooms, offices, hallways). Though much attention 
has been given to the phenomenon of the “traveling” attacker, in context, it actually is a 
rare event. This finding may have tactical and strategic ramifications for first responders 
and emergency management professionals. 

• Firearms and knives/bladed weapons were used most frequently (75 percent) during the 
incidents. The remaining 25 percent of the incidents involved strangulation, blunt objects, 
poison, vehicles, explosives, incendiary/arson methods, or physical assaults without a 
weapon. Understanding the varied weapons used in these incidents may prompt 
investigators to look beyond whether a subject possesses or has access to a more 
traditional weapon (firearm or knife) when evaluating his or her risk. 


36 Before implementing a threat assessment model, lHEs should consult with legal counsel as they develop their threat 

“" ^ P ° l T an r P “ K SpCCi f 1Cal,y ’ le ^ — 1 “ * -ked to review and consideTrelevaLt federal 
state statutes about information sharing, e.g., the Family Education Rights and Privacy Act (FERPA) as well as those 
eoneennng an IHE’s civil rights obligations (e.g., the Civil Rights Act of ,964 and the RehabihLion Act ’X £? 
information can be found at; http://www2.ed.gov/about/offices/list/ocr/index.html. 


Campus Attacks 


Page 24 



Diversity of the Subject Population 


A great deal of concern is given to conducting threat assessments of current students who may 
pose a threat of targeted violence. This level of concern is not entirely misplaced as current 
students represented 45 percent (n — 121) of the subjects in those incidents in which the subjects’ 
affiliations were identified (n = 268). The violence documented in the remaining 55 percent of 
the cases included former students (15 percent), current and former employees (11 percent), 
subjects indirectly affiliated with the 1HE (20 percent), and subjects with no known affiliation 
with the IHE (9 percent). The unique and open nature of most universities necessitates 
acknowledgement of the many diverse threats to campus safety. It is clear that focusing solely 
on the student attacker as a potential threat to campus safety ignores the fact that many IHEs are 
workplaces, residences, and communities that routinely host a wide range of activities that attract 
a variety of individuals, many of whom do not have any direct relationship to the college or 
university. 

From a threat assessment perspective, the fact that 30 percent of the subjects were either 
unaffiliated or indirectly affiliated with the IHE through students or employees, three-quarters of 
whom were current or former spouses or intimate partners, challenges campus and law 
enforcement personnel to design a threat assessment capability that can also identify and assess 
threats that go beyond their student and employee populations. By establishing connections to 
community resources ahead of time, campus safety professionals may enhance their ability to 
prevent a threat from materializing that originated from an indirectly affiliated subject. 


Additionally, although the average subject age was 28 (n = 260, Mdn = 25, mode=20), these 
preliminary findings highlight the wide range of offenders’ ages (16 to 62) and suggest the need 
foi a flexible analysis and response protocol. As developmental issues and situational stressors 
change across a lifespan, standard practices should incorporate multidimensional risk factors 
germane to specific stages, from adolescence to mature adulthood. Similarly, IHEs traditionally 
host multi-ethnic, culturally diverse populations, further requiring contextually appropriate 
considerations. While this phase of the project did not address the ethnic backgrounds of the 
subjects, it is anticipated that the Department of Education and the FBI, in the next stages of this 
research, will highlight the need for IHE threat assessment teams to recognize and assess 
behaviors exhibited by a pool of individuals representing a broad range of ages, cultures, past life 
experiences, and current situational contexts. 

Diversity of Criminal and Other Concerning Behaviors 

IHE campuses essentially function as mini-societies that must deal with the same types of 
societal issues found in almost any city or town in the United States. Whether the setting is a 
more traditional campus with distinct boundaries, an urban campus that is interlaced within a 
larger community, or somewhere in between, most campuses must contend with their own social 
norms, economy and culture. IHEs must then establish an infrastructure capable of providing the 
necessary services, support and protection to students, staff, and others who may have contact 
with the IHE. Looking at the protection side alone, as a mini-society, IHEs must contend with 
the full range of crimes committed by or against its members. 
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All forms of targeted violence were found among the incidents. The identified incidents dealt 
with domestic violence, workplace violence, stalking and obsessions, sexual assaults resulting in 
homicide, individualistic stressors, subjects acting on delusional beliefs, as well as serial killers. 
Because of this diversity of crime, those responsible for threat assessment may need to build a 
program that is flexible and comprehensive enough to address all aspects of targeted violence. 
This may require university threat assessment teams to employ a wider breadth of resources that 
will educate and support them as they address the full range of targeted violence. 
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CONCLUSION 


For this paper, researchers relied on open-source information to capture the nature and 
magnitude of violence affecting America’s colleges and universities. Therefore, the observations 
and recommendations are necessarily limited, and readers should be cautious to avoid drawing 
broad-based conclusions. What is offered here, then, is not the end of the process, but a 
preliminary look at the scope of this issue. Several of the key elements explored included the 
attackers intent with regard to target selection, interpersonal relationships, personal stressors, 
and triggering events. Each of these elements seemingly played a significant role in the 
offenders decision to commit an act of violence. In nearly three-quarters of the captured 
incidents, the offender appeared to have targeted one or more specifically named individuals. 
Only in a small percentage of the cases was there some indication that random persons were also 
targeted along with specific individuals. Hence, understanding what leads an offender to 
exclusively target random individuals remains a complex and difficult challenge. 

For years, colleges and universities have worked to address this challenge—to create safe 
campuses where academic and personal growth can flourish. In the wake of the Virginia Tech 
tragedy, many universities were confronted with the troubling reality that one person can. in a 
few brief moments, devastate a college community through an act of targeted violence. In the 
effort to thwart such individuals, IHEs have created threat assessment teams. These teams 
typically comprise representatives from various departments within the college or university, 
including academic affairs, student affairs, the IHE’s general legal counsel, mental health 
services, and public safety. IHE threat assessment teams seek to thoroughly evaluate persons of 
concern who may pose a potential risk of violence and generally engage in a three-step process: 

• Identify individuals, whose behavior causes concern or disruption on or off campus, 
affecting IHE members such as students, faculty, or other staff. 

• Assess whether the identified individual possesses the intent and ability to carry out an 
attack against the IF1E or members of the IHE community, and if the individual has taken 
any steps to prepare for the attack. 


• Manage the threat posed by the individual, to include disrupting potential plans of attack, 
mitigating the risk, and implementing strategies to facilitate long-term resolution. 

IHE threat assessment teams that perform this important function are routinely faced with several 
key issues during each evaluation: identifying the specific behaviors that are suggestive of an 
attack against persons affiliated with an IHE (including students, faculty, and staff); considering 
whether concerning, suicidal, or threatening behaviors are warning signs of a violent act; and 
fostering a secure environment while simultaneously promoting academic freedom and creative 
expression, and protecting student privacy. 37 


, . ! assessment process is based on the premise that each situation should be viewed and assessed individually and 

fh™, y , , V“ dgmentS tT™ uldivldual ’ s risk of violence should be based upon an analysis of his/her behaviors and 
the context in which they occur. Blanket characterizations, demographic profiles, or stereotypes do not provide a reliable basis 
for making judgments of the threat posed by a particular individual. 


Campus Attacks 


Page 27 



With these challenges in mind, the participating agencies in this study have collaborated in an 
effort to further understand targeted violence at colleges and universities. The goal of this phase 
of research was to identify and examine incidents of targeted violence that have occurred at IHEs 
or against members of the IHE community. As the project enters into the next phase, the FBI and 
the Department of Education will thoroughly examine case files and investigative records from 
campus attacks in an effort to better serve the professionals who work to ensure campus safety. 
The next phase will include a more detailed examination of characteristics that were difficult or 
impossible to measure due to inadequate or missing information in the open-sources (e.g., mental 
illness, past behavior). The researchers are optimistic that by exploring violence against IHE 
students, faculty, and staff, some offenders can be identified prior to an attack and many lives 
can be saved. 
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APPENDIX A: IHE Definitions 


IHE Campus/Facility: IHE grounds (e.g., areas between buildings, landscaped areas), parking 
lots, buildings (e.g., classioom buildings, dining halls, student unions, research centers, 
dormitories, fraternity/sorority houses, other university-sponsored student housing), and built 
venues (e.g., stadiums) that are owned, leased, operated, or reserved by the IHE for permanent or 
temporary use. 

IHE Employee: Member of an IHE’s faculty, staff (e.g., mental health counselors, building 
maintenance personnel, campus law enforcement, financial aid counselors, medical personnel), 
or administration (e.g., dean, president, provost, vice president), an IHE contractor, or an 
individual employed by an IHE contractor. 


IHE Event. IHE sporting, ceremonial (e.g., graduation, award dinners), entertainment, and 
educational activities (e.g., student government meetings) sponsored or sanctioned by the IHE or 
an association affiliated with the IHE. 

IHE Student: Individual enrolled in a college or university (e.g., undergraduate, graduate, full- 
and part-time). The student may still be enrolled at the IHE even though he or she is not 
registered for classes at the time of the incident. 


Non-Campus: 'Any building or property owned or controlled by a student organization that is 
officially recognized by the institution; or Any building or property owned or controlled by an 
institution that is used in direct support of, or in relation to, the institution's educational purposes, 
is fiequently used by students, and is not within the same reasonably contiguous geographic area 
of the institution." Examples include research facilities, university-owned hospitals, off-campus 
student housing facility owned by a third party that has a written contract with the institution to 
provide student housing, student residential facility owned or controlled by the institution, a 
publicly owned athletic stadium that is leased by the institution for its football games. 

Off-Campus: All other buildings or facilities that may be used by IHE students or IHE 
employees lor housing and/or recreation but are not officially associated with an IHE. Examples 
include privately leased apartments, privately owned residences, social clubs, or restaurants 

On-Campus: "Any building or property owned or controlled by an institution within the same 
reasonably contiguous geographic area and used by the institution in direct support of, or in a 
manner lelated to, the institution's educational purposes, including residence halls.” 39 Sorority or 
fraternity houses that are located within the same reasonably contiguous geographic area of the 
institution are included as on-campus, even if they are not controlled or owned by the IHE. 


38 Higher Education Act , 34 C.F.R 

39 Ibid. 


668.46(a). 
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APPENDIX B: Additional Examples of Incidents 
Subjects who moved from one location/building to another: 

On August 12, 1986, a 29-year-old student went on a shooting rampage on campus, injuring four 
and fatally shooting one. The subject had purchased two guns out of state the day before. When 
he returned, he went straight to the campus laboratory where he fatally shot one of his intended 
targets, a lab technician with whom he had worked. He then ran to the campus financial aid 
office in a second building, where he shot and wounded three more people, including the 
financial aid director who was another intended target. After firing shots at campus officers 
behind the second building, he raced into a third building, where he shot and wounded a security 
officer. After being cornered on a stairwell, he eventually surrendered to police. The attack 
appeared to be related to a dispute over $717 in financial aid. He reportedly was due to receive 
the funds beginning the next month. 


On November 1, 1991, a 28-year-old former student opened fire in two different buildings on 
campus. The subject had received his doctoral degree the previous May. Months before the 
shooting, he wrote five letters explaining the reasons for his planned actions. Intended for news 
organizations, they stated that he was angry and jealous that his doctoral dissertation had not 
received a prestigious academic award and he was upset over perceived mistreatment and his 
inability to find work. The subject allegedly had specific targets that included his academic 
advisor, the chairman of his department, an assistant professor and his former roommate. After 
fatally shooting them in his department building, he then walked three blocks to another building 
and asked to see the assistant vice president for academic affairs. After fatally shooting her. he 
turned and wounded the student assistant seated there. He eventually fatally shot himself. 

On March 24, 1999, a 25-year-old former student fired a gun in the Agricultural Building on 
campus, striking a door. The shot just missed two female students in the hallway by a few inches. 
Approximately 20 minutes later, the subject fired another shot at a student sitting in a courtyard 
on the same campus, striking the student in the left arm. Though media reports did not reveal a 
motive for the attacks, they did connect him to another shooting on another campus the following 
day. In that incident, the subject fired a shot in the hallway of a new academic building on a 
campus with which he had no known affiliation. The shot grazed the side of a female who was 
on campus visiting her father, a professor on that campus. 


Subjects who moved between multiple locales within the same building: 

On April 25, 1950, a 54-year-old professor went to the second floor office of the college 
president, fatally shooting him. He then went downstairs to the office department chair, the 
subject s immediate supervisor, and fatally shot him. The subject then returned home and killed 
himself Investigators found the body and several notes. Reportedly, the subject suspected he 
would be fired but had not been officially informed. When the new college catalogue was issued 

on the morning of the incident, the subject saw that his name was not included after 24 years 
with the college. 7 
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On November 11, 1971, a 21-year-old non-affiliated subject entered a campus church with a 
rifle, pick ax, and a sledgehammer. When he encountered the caretaker, the subject fatally shot 
him in the back. He then used the sledgehammer to smash statues, pews, and windows. He then 
ran outside, randomly firing at passersby, injuring four. He was later killed by police at the 
scene. Following the shooting, the subject’s father blamed LSD, stating that his son had become 
a religious fanatic, convinced that “Christ was an imposter.” 

On October 6, 1979, shortly after midnight, a 19-year-old student opened fire at a crowded 
fraternity party in a dorm, shooting five students. He then ran outside and shot two more 
students. In total, five students were injured, two were killed. His defense attorney blamed a 
second personality” and brain damage from a car wreck as a child. The prosecutors stated that 
the subject had attended one of the fraternity’s parties two weeks prior and was mad that his two- 
dollar cover charge was not refunded after police broke it up. 

On May 4, 1983, a former employee (age not reported) entered a campus library, shot and 
wounded the director of libraries in his office. He then walked into an adjacent conference room 
with 20 people inside and fired two shots at his former supervisor, missing both times. After 
reloading his weapon in a restroom, he left the floor and headed to the main desk. Once there he 
unloaded his weapon, put it down and waited for police. The subject had been fired from the 
library just three months prior after 19 years of service. 

On January 16, 2002, a 43-year-old former student went to the offices of the college dean and a 
professor, fatally shooting them both. He then descended a stairway into a common area and 
opened fire on a crowd of students, killing one and wounding three others. Days before the 
shooting, faculty had informed the subject that they were dismissing him from the school due to 
ns failing grades. Police said the shooting occurred after he arrived to protest his dismissal. 

On May 9, 2003, at 4 p.m., a 62-year-old former student, who had also been employed by the 
1HE in the past, opened fire on the exterior of the business school building on campus. He then 
used a sledgehammer to smash his way through the entry. He reportedly fired hundreds of rounds 
of ammunition while he wandered the halls of the building. One student was fatally shot, while a 
professor and student were wounded. The subject was reportedly looking for a computer lab 
technician whom the subject had sued for hacking into his Web site and he wanted to punish the 
university for protecting him. The attack ended about 11 p.m. when officers shot and wounded 

the snhippt 


Subjects who carried out multiple attacks on the same campus within 1-2 months: 

Starting in February 1982, four separate shootings took place on a college campus and were 
committed by a 32-year-old former student, later identified as a neo-Nazi serial killer On 
February 1, the subject fatally shot a popular local pastor in a men’s room in a classroom 
budding on campus. Later, on August 9 and August 27, he shot at two employees also in 
restrooms located on campus, missing one and killing the other. Three days later, he fatally shot 
a -year-old student enrolled in a high school equivalency program at a bus stop in front of the 
campus. 1 he subject was also connected to another sniper-style attack that took place off-campus 
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at a tom station that June. The victim wounded in that attack was not affiliated with the affected 


On August 31 and September 22, 1999, a 41-year-old unemployed funeral embalmer and father 
ot two set off two pipe bombs in restrooms in administrative and classroom buildings on campus 
Both explosions were accompanied within minutes by racist phone calls to a local TV station, 
and the last one included a warning that the two blasts were “just the beginning.” Though there 
was only minimal damage with no injuries, 400 students withdrew from the university in the 
aftermath. The subject was a former vending company employee who once had a delivery route 
at the campus and had serviced machines in the two buildings where the bombs were detonated 
He also held a university-issued ID card for this job, and a former coworker told investigators he 
did not return it when he left the company in July 1999. 

Examples of stalking or harassing behaviors exhibited by subjects prior to the incidents: 

Acquaintance Harassment: 

On November 29, 1992, a box of candy was received by a 26-year-old female student. The 
student did not eat the candy; rather, she turned it over to police. According to the authorities, the 
candy was spiked with thallium. The unmarked package was traced to a former student who had 
studied at the I HE from August 1990 to May 1991. The target had rejected the subject’s romantic 
advances and leveled verified charges of harassment against him, causing him to be removed 
from the IHE. The subject had sent a similar package to another female student in another state, 
n that case, the victim consumed the candy as did her roommates. The victim and three others 
were hospitalized. After the subject was identified, it was revealed that he had a history of 
stalking the second victim in their native country of Belgium. 

Stranger-Based Stalking: 

On January 13, 1998, a 27-year-old subject, not affiliated with the affected IHE, killed an IHE 
campus police officer after striking him more than 20 times with a hatchet. The officer had been 
sitting in his squad car doing paperwork at the time. Witnesses would later testify that the subject 
stalked the victim prior to the incident and repeatedly informed family and friends that he wanted 


Academic-Based Harassment: 

On August 24, 2006, upset over his dismissal from a master's degree program, a 25-year-old 
former graduate student set four small fires at a professor’s home. The professor and his two 
eenage children escaped the home without injury and the fires were extinguished with minimal 
damage to the home. The subject was later captured in a wooded area nearby where he had tried 
to kill himself with a drug overdose. In October 2005, the victim had filed a complaint with the 
police department that the subject was making harassing phone calls to his home. Additionally 
ie subject had sent e-mails to his internship supervisor that were sufficiently "aggressive" in 

attended** * ^ Stati ° ned ° Utside her classroom for the last three classes the subject 
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APPENDIX C: Definitions of Incident Categories 

Acquaintance/Stranger-Based Sexual Violence—Directed assaults that included sexual 
violence between persons known or not known to each other, excluding those subjects and 
targets who were current or former intimates. 

Bias Related—Directed assaults in which the subject appeared to be motivated by a bias against 
the target based on race/ethnicity, religion, or other characteristics. 

Draw Attention to Self/Issue(s) —Directed assaults in which the subject’s actions were 
intended to draw attention to the subject, the subject’s actions, or a specific issue other than one 
based on bias. 


Need to Kill/Specific Victimology—Directed assaults in which the subject appears to be 
motivated by a general need to kill or selection of a target that matches a victim profile (a set of 
demographic or other perceived static traits that the subject(s) sought in selecting a target). 

Psychotic Actions Directed assaults where the subject’s actions appeared to be as a result of 
delusions, paranoia or hallucinations. 

Refused Advances or Obsession with the Target—Directed assaults in which the subject’s 
actions appeared to be a response to romantic or interpersonal rejection and there was no clear 
indication that the subject and the target had an intimate relationship. This also includes a subject 
who was obsessed with a target, of which the target was never aware. 

Related to an Intimate Relationship—Directed assaults in which the subject retaliated against 
a current 01 former intimate partner (e.g., husband, wife, boyfriend, girlfriend) for any reason 
(e.g., breakup, divorce, affair, filing court papers). This could also include retaliation against a 
proxy for that intimate partner (e.g., the current partner, or mistress). 


Response to Academic Stress/Failure—Directed assaults in which the subject’s actions 
appeared to be the products of academic stress, rejection or failure. 

Retaliation for Specific Action(s) — Directed assaults in which the subject’s actions were in 
retaliation for a specific act (including statements) committed by or perceived to be committed 
by the target, but that does not meet the definition of the other options. The retaliatory attack 
could be directed toward a third party. 


Undetermined—Open-source did not contain enough information to determine one clear motive 
or trigger for these incidents. 


Workplace Dismissal/Sanction—Directed assaults in which the subject appeared to be 
responding to an impending or actual dismissal/suspension or forced resignation, or was 
retaliating for a past or present workplace legal action or other difficulty. 


p’ a dis „ cussion on “psychotic action” see Junginger, J. (1996). Psychosis and Violence: The Case for a Content Analysis of 
Psychotic bxperience. Schizophrenia Bulletin, 22 (1), 91 -103. analysis oi 
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The FBI recognizes the importance of scientific 
progress, as well as the development and peaceful 
dissemination of technology. We work hard to ensure 
our efforts do not impede scientific research. It is our 
intent, in partnership with the scientific and academic 
community, to help protect the United States. 

Mutually beneficial relationships require open lines 
of communication to ensure understanding and to 
identify opportunities for collaboration. The FBI has 
WMD Coordinators located in all 56 field offices 
across the United States. Your WMD Coordinator will 
help you become more aware of potential chemical 
WMD threats and develop a plan with you to report 
suspicious activities. We hope to benefit from your 
knowledge of emerging trends and technologies to 
prevent a chemical attack. 


Distribute FBI materials to help faculty, students, and lab 
personnel increase their awareness of chemical terrorism. 

Help the FBI identify possible vulnerabilities within the 
chemical academic sector. 

Encourage open discussion about potential chemical 
threats and report suspicious behavior or events to your 
local FBI WMD Coordinator. 


For More Information 


FBI offices are located in major cities throughout the 
United States, San Juan, Puerto Rico, and abroad. 

In addition, resident agencies are maintained in 
smaller cities and towns across the country. The 
FBI encourages the public to report any suspicious 
activity and suspected violations of the US Federal 
law. You can do so by calling your focal FBI office, 
Legal Attache (LEGAT) office, or by submitting a tip 
via the FBI Tips and Public Leads at www.foi.gov 


Telephone: 202.3243777 


E-mail: chemteam@fbi.gov 


Website: 


-us/investiqate/ 




















Why Outreach? 


Many extremist individuals and terrorist groups have 
expressed the intent to attack the United States using 
chemical weapons and improvised explosives. University 
laboratories, various internet sources, chemical suppliers, 
and retail stores that house or sell chemical precursors are 
potential sources of information, skills, tools, and materials 
required to carry out such an attack. 

Faculty, students, researchers, and laboratory personnel 
need to be aware of these threats and understand the 
warning signs of being targets for the exploitation of 
knowledge, skills, or acquisition of tools or materials 
needed to make a weapon of mass destruction (WMD). 
Awareness of suspicious behavior indicators can lead to 
early detection of nefarious activity. 














What Should I Be Aware of? 

* Individuals attempting to access the laboratory who 
generally have no reason to be there 

* Missing supplies, chemicals or lost or moved 
laboratory equipment 

* Requests to borrow chemicals or equipment from 
unidentified individuals 

* Unsolicited requests for technical information in person 
or over the Internet 

* Unusual employment or collaboration requests 

* Chemical purchases charged to a lab purchase card or 
grant but are never delivered 



The FBI's Chemical Academic Outreach Program is 
designed to educate faculty, students, and staff about 
the FBI's WMD mission, its capabilities, and its chemical 
counterterrorism initiatives. 


Unsolicited delivery of chemicals to the lab without a 
corresponding chemical purchase 


Chemical Threats 


A chemical attack is the deliberate use of chemical materials 
such as toxic industrial chemicals, chemical warfare agents, 
and improvised explosives that can be used to harm people, 
plants, animals, and our country's critical infrastructure. 
Individuals who intend to carry out attacks using a chemical or 
improvised explosive device need to know what you and your 
colleagues already know: 

* how to acquire chemicals and glassware 

* how to handle chemicals safely 

* how to follow chemical synthesis procedures 

* how to purify and disseminate the resulting chemical agent 

Individuals may contact you to obtain technical chemical 
information through e-mail and online chat rooms, or they 
may approach you at conferences to ask seemingly innocent 
questions about your research. While most of these questions 
will be legitimate or innocent, there is a risk some are not and 
may indicate a potential threat. Other indicators of potential 
threats include suspicious behavior in the laboratory or missing 
supplies and chemicals. 
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From: 

Sent: 

To: 

Subject: 


I | (CTD) (FBI) 

Wednesday February 26 2014 2:QS PiM 

FW: Brief Active Shooter update — UNCLASSIFIED 
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Class!fixation: UNCLASSIFIED 


From 



Sent: Wednesday, February 26, 2014 1:56 PM 


I 

Subject: Brief Active Shooter update --- UNCLASSIFIED 


.a s: 


'cl (. 


mcMMl 
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Good afternoon from the Active Shooter Team, 

Three short items I ask you to please share with your Division personnel as appropriate. 


1. Active Shooter initiative Lead SC Christopher H. Combs has been named SAC San Antonio and therefore will be leaving 
the team. Chris has been the heart and soul of this effort from the day the Deputy Director asked him to take on this 
project. His insight and forwartWeading views have led the team as FBiHCt and the field have marked substantia! 
accomplishments this past year. We will miss his dedication, knowledge and tenacity, as will our White House working 
group members. We wish him well in San Antonio. 


2. InfraGard in FBIHQ has put into Bu-mail the pocket Active Shooter Quick Reference Guides as interest continues to 
grow for information from businesses and schools; the groups most involved in active shooter events. We ask your 
active shooters speakers to support speaking requests from InfraGard using the Active Shooter Public Awareness 
presentation located on the CiRG Active Shooter resources page noted here; 

| | This presentation also is available for Citizens b7E 

Academy and other community outreach presentations. 


[ 


3. Conferences and TTXs - interest from FBiHQ remains strong that field offices continue to engage with state, local, 
tribal and campus law enforcement, as well as first responders, to share best practices and lessons learned about active 
shooter events. Criticism levied on the conferences primarily focus on unprepared speakers. If your office does not have 
a strong speaker for a particular part of the conference schedule, please reach back to FBIHQto see if someone is 
available. The active shooter team is in the middle of a comprehensive analysis of these events, which should provide 
mere insight during the next year into such incidents. Some field office personnel have asked whether we still have 

travel money for FBI and non-FBI employees. The answer is YES. Please follow the instruction in the EC, which includes 
TR#S. 


] if you are using a TR#, you must also email their names to me 


anc j from CIRG finance, i must provide email authorization to utilize the TR# for the traveler which must 

be attached this authorization to their TRIP request. CIRG FMU | [ oust also be notified so that she can 

sub-allocate the funding to the office of the traveler. Therefore, can you please make sure you email me with the 
information on travelers and use of the TR# in addition to the EC required. 
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From: r~ '"I SEKFBD 

Sent: Tuesday. February 04,20141:16 PM b7c 

To: I I S El (FBI) 

Subject: RE: Active Shooter question for the field, others can delete — UNCLASSIFIED 


C1assi £ iCation: OM GLASS1FICD 


[=] 

I am the Crists Mgt Coordinator j [is: the Training Coordinator- That being said. I have done all of the AS training; the 

initial TTX and seminar, foilowed by the Mali AS TTX . Do you think UW would be interested in a TTX? Although the 
MALL AS TTX was geared toward a Westgate type attack, the same principles apply for a stadium or any major venue, 
Also, I have some handouts that we can give the campus police they may find interesting (Crisis Communications for 
Commanders (media). Victim- Witness stuff, etc) Thx, □ 


From 


(SE) {FBI) 


Sent: Monday, February 03, 2014 11:00 AM 

I SE)( FBI) 


Subject: FW: Active Shooter question for the field, others can delete —• UNCLASSIFIED 


Class i£ i ea tion: DSCLASSIFTSB 


Are you SE's Active Shooter Coordinator? 

Trying to get plugged in so HQ can see some documentation on our end from the CU program. 
Thanks 


From 

S ent: Monday. Febru ary 03, 20.14 4:01 AM 


]CTD) (FBI) 


Subject: FW; Active Shooter question for the field, others can delete — UNCLASSIFIED 

Cias elf .1 cat ion : IJNCLASSI FI ED 


b7E 


CLAs - 

As you can see from the email below, your efforts to train campus public safety on Active Shooter events is recognized 
and appreciated at the highest levels. Of course, no good deed goes unpunished. You are now being requested to 
coordinate with your Training Coordinator and the Active Shooter Coordinator In your office to conduct more Active 
Shooter seminars for campus public safety in your AQR. 


As requested i n an email 
national AS fild 


sent to you dated 1/1 4/14, please document ail Active Shooter training you conduct in the 


b7E 




















Remember, as the Campus Liaison Agent for your field office, you are responsible for your division's entire AOR. i know 
that is a lot of territory for one person. My suggestion is to get agents In the RAs assigned to assist you with CL! 
responsibilities within the RA territories, and you, as the CLA. coordinate the activity throughout the division. 


Please let me know if you have any questions. 
Tha nk you for ail your efforts in this arena, 



Program Manager 
Campus Liaision Initiative 



b6 

b7C 

b7E 


From: COMBS, CHRISTOPHER H (IR) (FBI) b7E 

Sent: Thursday, January 30, 20.14 5:44 PM 



Field Active Shooter Team Members: 

i am back from ray TOY and getting back up to speed on all our Active Shooter (AS) efforts, which is good timing 
considering there is a new AS push coming from the White House (WH), The Director was given a full program brief by 
me last week. He was very supportive and would like to see us all continue our efforts and increase them. The Director 
specifically stated how interested the President is in this effort and the WM staff has repeated mentioned to us how 
astonished they are with our results. We showed the Director some of the positive comments local and state police 
have sent field offices where training has occurred. The Director was VERY supportive of the FBI conducting training to 
state and local PDs within field offices. A few points' based on the new WH push and the Director meeting:: 

1. A tasking has eom'e/will be coming from the Training Division {Practical Applications Unit) to your field Tactical 
instructors (Tl) who became certified ALERRT instructors. This tasking is for them to go out directly to your state 
and local police and schedule ALERRT training with these departments. We will use FBIHQ AS funds to pay for 
extra instructors to come and assist if needed. We will also use these travel funds if your instructors incur travel 
costs. With the number of AS events increasing we must increase the number of schools we hold. Originally we 
were only doing ALERRT schools with ALERRT instructors but since demand is so high, we will be giving the 
classes ourselves where needed. Please support these efforts and allow your Tis to conduct these classes and 
push them to schedule classes. We will be recording these stats and reporting them up the chain ail the way. 
Please make sure you coordinate your efforts with PAU. 

A. Along this theme we are also starting to conduct regionai ALERRT schools in various offices 
to hit more police. As an example, MW division was able to secure a unused school and 
hold multiple ALERRT classes at one location. When this was advertised to the area PDs, ail 
the scheduled classes were filled almost immediately. This is a great way to maximize 
funding, logistics, and hit a larger number of PDs. Again, we will support this effort with 
funds from HQ, We currently have 7 regional: sites in various degrees of progress. 

2 










2. We continue to receive requests from departments to attend the 11/2 day-seminar and the AS TTX. This is 
especially true from smaller departments not near our headquarters city field offices. Your field offices should 
schedule more AS conferences and TTXs. As a particular example, to name just one, the Perdue University PD 
stated how much the conference helped them when they recently had their AS event. Some offices had done 
multiple conferences around their territory. Some offices did the one required last April and nothing 

else....... These conferences are making a difference and the more the better. Again, we will support these 

efforts with FBIHQ funds if necessary. We have held 130 conferences and done 125 TTXs. 

3. Based on demand, we created the college AS TTX after the initial push. The response from college police has 

been great. Ple ase mak e sure your college liaison agents in the JTTFs are moving forward with this TTX. We are 
working with th j closeiy on this particular initiative, ] 

4. Research Project. We are working with Texas State University (ALERRT), Gi$, CIO, Di, and the WH to compile 
one comprehensive "gold standard" stat sheet on AS events from 2000-2013. Presently there is no national 
standard set of numbers on AS that the US Gov't endorses. The FBI currently refers to the ALERRT data 
which is the best single source to date. We are going to combine their data with all available FBI data and create 
the standard going forward. 


We have all worked projects with limited return, questionably worth the effort we put into it, and geared towards 
threats we did not feel were realistic. You only have to watch the TV for a week and see that these AS events are 
increasing in n umber and deadliness. We a re getting great ret urn in loca l a nd state police good will, our effort has 
already helped a number of police handle these terrible incidents, and there is no question the threat is real and 
increasing. Let's keep driving this ball forward ! Thank you for your efforts and support. 

Christ o ph er Combs 
Section Chief 
SIOC 
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From: 

Sent: 

To: 

Subject: 


RMPHCON) _ _ _ 

l (CTD) {FBI} 

Mnnriav j-flhrtiflijy 03 , 2014 7:01 AM 

FW: Active Shooter question for the field, others can delete — UNCLASSIFIED 


b7E 


classification: UNCLASSF 


:ed 


CLAs - 

As you can see from the email below, your efforts to train campus public safety on Active Shooter events is recognized 
and appreciated at the highest levels. Of course, no good deed goes unpunished. You are now being requested to 
coordinate with your Training Coordinatorand the Active Shooter Coordinator in your office to conduct more Active 
Shooter seminars for campus public safety in your AOR. 


As requested i n an email i sent to you elated 1/14/ 14, please d ocument all Active Shooter trainin g you cond uct in the 
national AS file j d the CLi file 


b7E 


Remember, as the Campus Liaison Agent for your field office, you are responsible for your division's entire AOR. I know 
that is a lot of territory for one person. My suggestion is to get agents in the RAs assigned to assist you with CLI 
responsibilities within the RA territories, and you, as the CIA, coordinate the activity throughout the division. 


I 

[ 


Please let me know if you have any questions. 
Thank you for all your efforts in this arena. 



Program Manager 
Cam pus Liaision initiative 


Jivision - FBIHQ 
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From: COMBS, CHRISTOPHER H (IR) (FBI) 


Sent: Thursday, January 30, 2014 5:44 PM 

Tol 1 



b7E 

b6 

, €d , 

DO)(FBI)| 

blD) (FBI)j 

rD)(FBI);|IZ 

I b7C 

TD) (FBI);l_ 

IT D) fFBD: 


[dM)(F3I)| 

|TD) 


(FBI) - 

Subject: RE: Active Shooter question for the field, others can delete — UNCLASSIFIED 


Classification: UNCLASSIEXES 


Field Active Shooter Team Members: 

I am back from my TDY and getting back up to speed on ail our Active Shooter (AS) efforts, which is good timing 
considering there is a new AS push coming from the White House (WH). The Director was given a full program brief by 
me last week. He was very supportive and wouid like to see us all continue our efforts and increase them. The Director 
specifically stated how interested the President is in this effort and the WH staff has repeated mentioned to us how 


l 











astonished they are with our results. We showed the Director some of the positive comments local and state police 
have sent field offices where training has occurred. The Director was VERY supportive of the FBI conducting training to 
state and local PDs within field offices. A few points based on the new WH push and the Director meeting; 

1. A tasking has come/will be coming from the Training Division (Practical Applications Unit) to your field Tactical 
instructors (T!) who became certified ALERRT instructors. This tasking is for them to go out directly to your state 
and local police and schedule ALERRT training with these departments. We wifi use FRiHQ AS funds to pay for 
extra instructors to come and assist if needed. We wifi also use these travel funds if your instructors incur travel 
costs. With the number of AS events increasing we must increase the number of schools we hold. Originally we 
were only doing ALERRT schools with ALERRT instructors but since demand is so high, we will be giving the 
classes ourselves where needed. Please support these efforts and allow your Tls to conduct these classes and 
push them to schedule classes. We will be recording these stats and reporting them up the chain all the way. 

Please make sure you coordinate your efforts with PAU. 

A. Along this theme we are also starting to conduct regional ALERRT schools in various offices 
to hit more police. As an example, MW division was able to secure a unused school and 
hold multiple ALERRT classes at one location. When this was advertised to the area PDs, aft 
the scheduled classes were filled almost immediately. This Is a great way to maximize 
funding, logistics, and hit a larger number of PDs. Again, we will support this effort with 
funds from HQ. We currently have 7 regional sites in various degrees of progress, 

2. We continue to receive requests from departments to attend the 11/2 day seminar and the AS TTX. This is 
especially true from smaller departments not near our headquarters city field offices. Your field offices should 
schedule more AS conferences and TTXs. As a particular example, to name just one, the Perdue University PD 
stated how much the conference helped them when they recently had their AS event. Some offices had done 
multiple conferences around their territory. Some offices did the one required fast April and nothing 

else.. These conferences are making a difference and the more the better. Again, we will support these 

efforts with FBIHQ funds if necessary. We have held 130 conferences and done 12S TTXs, 

3. Based on demand, we created the college AS TTX after the initial push. The response from college police has 

been great. Ple ase make sure your college liaison agents in the JTTFs are moving forward with this TTX, We are 
working with th d V ioseiv on this particular initiative. b7E 

4. Research Project. We are working with Texas State University (ALERRT), CHS, CiD, Oi, and the WH to compile 
one comprehensive "gold standard" stat sheet on AS events from 2000--2013. Presently there is no national 
standard set of numbers on AS that the US Gov't endorses. The FBI currently refers to the ALERRT data 
which is the best single source to date. We are going to combine their data with all available FBI data and create 
the standard going forward. 

We have ail worked projects with limited return, questionably worth the effort we put into it, and geared towards 
threats we did not fee! were realistic. You only have to watch the TV for a week and see that these AS events are 
increasing in number and deadliness. We are getting great return in local and state police good will, our effort has 
already helped a number of police handle these terrible incidents, and there is no question the threat is real and 
increasing. Let's keep driving this ball forward! Thank you for your efforts and support. 

Ch ristopher Com bs 
Section Chief 
SiOC 
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From: 

Sent: 

To: 

Subject: 



_|CTD) {FBI} 

Monday. Septem ber 29. 2G14 4:03 PM 


Behavioral Analysis Coordinators -- UNCLASSIFIED 


Cl assification: UNCLASSIFIED 
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CLAs - 

! spent last week with ail the NCAVC Coordinators from the field. What a great group of agents, if there are any of you 
out there who do not know what an NCAVC Coordinator is, I: have good news and bad news. 

Bad: You should have been coordinating your campus outreach efforts with them, so don’t admit out loud that you 

don't know what one is (just like yo u' re coo rd in ating campus-refated activity with 1M DCs and $ PCs also) 

Good: NCAVC Coordinators are re branding themselves. They are now Behavioral Assessment Coordinators. A little 
more job descriptive, and easier to remember. 

More Good News: They are excellent resources for you and your public safety partners. 

The title of their conference was Active Shooter 2.0, although the information presented related to a much broader 
range of people of concern. They had, and 1 attended, Active Shooter 1.0 a couple years ago and they were sent home 
with a presentation about behavioral indicators of a potential active shooter. Active Shooter 2.0 focused on the 
following - now that you have identified a person of concern, what do you do with them? The new presentation 
contains additional information on threat assessment, and now includes very important threat management 
information. Ail of the information is directly relevant to campuses. 


I have encouraged them to reach out to the CLAs in their home offices and form partnerships, i let them know that you 
can, and should, be assembling your campus public safety contacts in HQ City and in the RAs for training on a regular 
basis, which will provide a welcome audience for their new half-day presentation. Your campus contacts are going to 
find this extremely valuable. This presentation is also va luable for Threat Assessment Teams, Administration, Faculty, 
and others. I'll leave it to you and your BAD Coordinators to determine the best audiences, i have funding to pay for 
your travel and the travel of your BAD Coordinator (and any other speakers) to wherever your training occurs. 

We also discussed a practice that is working well in the New Haven Division. The BAU Coordinator for NH is also an 
Assistant CIA. As always, they can provide threat assessment assistance to your campuses on people of concern, and 
targeted threats (such as bomb threats). Having them as Assistant CLAs also provides a force multiplier for the CL! 
program in your office, it is very difficult for you to get to every cam pus in your AQR, so an extra body building 
relationships is helpful. The CLA would still be responsible for the program, but assistants can help you obtain a broader 
reach. 1 work with BAD 2 on a regular basis back here at the puzzle palace, and have found our partnership invaluable. 

Here is a link to the BAD 2 website: 


b7E 


And a link to the NCAVC with a list of all coordinators in the field: 


b7E 
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Please let me know if you have any questions. 


Thanks for all the hard work. 


H _1 

b6 

Program Manager 

b7C 

Campus Liaision Initiative 

_1 
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Counterterrorism Division - FBIHCt 
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From: 

Sent: 

To: 

Subject: 


I b TD) (FBI); 

^ Monday. Mav 1^, 2014 9:59 AM } 

FW: Urgent FinancialDeadline; New material for Active Shooter Updates — UNCLASSIFIED 


(RWP)(COW) 


C1a ssiflea tion: UNGLAGSTF IE D 


Fron t | R) (FBI) 

Se nt: Friday, May 16, 2014 3:1 8 PM 

To l ~l lR) (FBI)_ ,- 

Ce l r CTD) (FBI) | K MP) (OGA);[_ 

Subject: Urgent Financial: Deadline; New material for Active Shooter Updates.UNCLASSIFIED 


DO) (FBI) 
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Classification: UNCLASSIFIED 


Good afternoon - th ree items 


1. Funding - Field offices anticipating the use of AS TR# training SWS? submit nequests to obligate funds by 06/01/2814; 
therefore ali offices are requested to finalize ai! pians for use of FBIHQ Active Shooter funds as soon as possible. This 
includes travel funds for both FBI personnel and non-FBI personnel. Please ensure your EM is aware of this time 
deadline, as appropriate. 


[ 


2. Presentation/TPs - Please find attached an updated PPT developed for FBIHQ EM presentations which should not be 

released outside the FBI but can be c an be used by ADiCs, SACs, and ASACs in the field, as they find appropriate. _ 

Included in the slide deck Is a slide or 

r sese materials will be added to the SiOC Active Shooter 


b7E 


web site shortly. 



Current_AS_with.t FB(..Active_Shoote 
wo_siides..on_... r_TPs_updated... 

3. Run/Hide/Fight — School and Health Care Facility application. DQJ/FBi and Department of Education met with the 
chiefs of the 50 largest school districts in the US to discuss how to apply RHF in the K-12 environment. The Department 
of Education, with DHS, 00.1 and FBI, are preparing materials specifically to enhance the ability of school administrators, 
teacher and law enforcement to have valuable discussions on Its application. These materials will he forthcoming, in 
addition, the White House will soon release a guide to aid health care facilities in incorporating active shooter 
preparedness into facility emergency operations plans. Once released, this too will be provided. Understanding how to 
best save lives in these unique environment is critical. 





























































Thanks to ai! of you for the continued work in this arena. The FBI’s Active Shooter Initiative continues to gain Increased 
interest from the White House, the media and others. The efforts pushed in the field to pass along lessons learned and 
best practices are providing a return on your investment, as noted in the talking points. 


Regards^ 


Active Shooter initiative 
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Active Shoote 
Initiative 


Federal Bureau of Investigation 
Critical Incident Response Group 
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Agreed Community Definition for Active Shooter: Situation where an individual is “actively engaged.in killing 

or attempting to kill people in a confined and populated area 
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Active Shooter Initiati 


* Promote use of CIRG’s Behavioral Threat Ass 


> 200% increase in requests since last 

> Multi-agency component devoted to supp 
effectiveness of Threat Assessment Team; 

> Dramatic increase in the number of new i 


vigilance and the Active Shooter training 
> Approximately 100 new cases in FY11 ai 
eases in FY13. On track in FY14 to consi 


200 new behavioral analysis cases 


* Passage of Investigative Assistance Act of 201 
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• LEO.gov (via LEEP.gov portal) and FBI.gov Active Shooter websites share 
best practices, lessons learned and subject-specific resources 

* Active Shooter Quick Reference Guides for citizens; 50GK to date 

# Crisis Management Handbooks - more than 25,000 handed out to state and local LE with 
another 25,000 on order. Smartphone app being developed for distribution, 

local use. 

• HIPPA (Health Insurance Portability and Accountability Act) and FERPA (Family 
Educational Rights and Privacy Act) pocket guides developed with HHS and ED to 
assist law enforcement working with health officials and school administrators to timely 
access needed information 
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•January 2014 - shooting at Purdue University 

“Kudos to the FBI and the active shooter training from last April . 
... I can say with 100% certainty the training prepared me for the storm / 
would experience some nine months later ... My only wish is that more 
agencies would take advantage of the opportunity to attend the training 
provided by the FBIF ~~ Purdue University Police Captain 

* Apri l 2014 - Stabbing at Franklin Regional High School, near Pittsburgh 
21 victims. 


FBI Director indicates that police chief told him the training 
'V ,,saved the lives of children that day ... "because he recalled the necessity 
to leave emergency lanes clear for ambulances. 
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Additional Briefing notes; Active Shooter, 
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UPDATED MATERIALS 


Successes/Return on investment 

Q. What kind of positive Impacts have the FBI's active shooter training programs made? 

A, though it is impossible to quantify what has not happened - those who have not died - anecdotalinformation received by the FBI 
supports the conclusion that the FBI's Active Shooter Initiative has altered the end results of these incidents In a positive way when 
evaluating both potential lives saved and improved law enforcement response. 

Refer to FBI Director James Comey's recent discussion about lives saved when 20 people were injured on 04/03/2014 at franklin 
Regional High School in Muf rysvilfe PA... after a student reportedly ran through a hallway swinging two large knives at those in his 
path. 

Director Comey's: "You know we Ve been doing trammg ail over the country on active shooter, and now we're doing trawing 
on complex mail attacks/' he told about 29 members of the national media at a press gathering on 05/02/2014 f The chief 
from that town, he said, ''wanted to make sure that I knew that the Wl's training had saved lives of children that day in a 
way that he thought might not he obvious to me. One of the pieces of training we've been pushing out is to tell responders 
to be sure to keep a path clear for ambulances became of the things we've learned from examining past incidents is that the 
lawenforcement responders race up, park their cars at ail kinds of angles, and race toward the building, completely blocking 
the roads, ... One of the things we've been teaching is race up, but somebody needs to command and keep one mod clear; 
and the chief wanted me to know that kids lived who would otherwise have bled out and died that day been use he had 
received that training and he insisted that a lane be kept dear and the ambulances got right up, grabbed the kids who were 
bleeding badly, andgot them out and saved their lives/' 


FBI Divisions have reported back similar anecdotes. Three other recent examples include: 

* In January, Indianapolis Division reported that Purdue University Police Captair l H credited what he learned at v»«c 

FBI Active Shooter commander conference for his office's effective response after one person was killed at the school's 
engineering building on campus. "Kudos to the FBI and the active shooter training from last April.,.I can say with 100% 
certainty the training prepared me for the storm I would experience some nine months later.... I know Without a doubt that 
the training came rushing back to me during this time while serving as incident command. The training I received greatly 
aided me in coordinating the response, investigation, recover and in dealing with the media. My only wish is that more 
agencies would take advantage of the opportunity to attend the training provided by the FBI." 

® in-March, San Juan Division reported that four days after Virgin Island Police Department (VIPD} officers attended the FBI's 
Active Shooter classes; ViPD successfully apprehended six of seven individuals involved in a brazen armed robbery of a 
jewelry store during peak hours with hundreds of tourist in the street. Through newspaper and radio interviews, the VIPD 
Commissioner attributed their success, in part, to the recent Active Shooter training. 

* in March, Memphis Division reported that the Oak Court Mall in Memphis, Tennessee, was reportedly "shut down in less 
than a minute" when a dispute between a handful of men turned into a shooting incident. Employees recalled and put into 
play the training they received last fall from the FBI and Shelby County Sheriff s Office, according to Information from the 
sheriffs office. 


Other prevented incidents of violence may be attributed to threat management efforts by local, state, and campus safety 
stakeholders, with support from DRS's Behavioral Threat Assessment Center {STAG}. Initiated in 2010, the BJAC offers a dynamic 
multi-agency {FBI, ATF, U S. Capitol Police, NCIS) and multi-disciplinary approach to mitigating the risk of active shootings and other 
acts of targeted violence. When a student, employee, or other individual demonstrates concerning behaviors that create a fear of 
violence, the STAG is available to collaborate with ideal officials and render an assessment as to the potential risk. Working in 
concert with a ORG-contracted forensic psychiatrist, STAC agents and analysts concurrently offer a spectrum of investigative, 
behavioral, and mental health eare/caretaking strategies designed to reduce the risk of violence. These strategies often involve 
mental health care interventions, leveraging of support systems, separation strategies, and other appropriate care to move the 
individual off of a potential trajectory towards violence. As campus, workplace, and law enforeementThreat Assessment Teams 
(TAT) emerge and evolve, the BTAC offers operational, training, and research-based support to TATs in the overall effort to prevent 
active shootings and other acts of targeted violence. 
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Privacy regulations and the ongoing nature of these threat management cases limit the amount of specific case information that can 
be revealed. The consumers of STAC services (local, state, campus agencies) typically retain primary ownership of these cases and 
of rights of disclosure for same. Comparing Q1 of F¥ '13 to Q1 of FY'14, the BTAC experienced a 200% increase in the number of 
requests for assistance. This increase may be due to both Increased public vigilance in the wake of several high profile active 
shootings and Saw enforcement awareness resulting from the FBI's Active Shooter training. 

Successes specifically regarding Tourniquet use 

Tourniquets save 2 lives - Philadelphia's police department issued 5,000 tactical tourniquets to police officers* Two days after 
receiving hts, a Philadelphia officer who came upon a botched armed robbery used his tourniquet to save the robber's life. Another 
pair of officers saved the life of a man who had fallen from a roof by using the tourniquets they had received three days prior. The 
Philly Chief had talked with members of the Boston PD who began carrying tourniquets in April after the Boston Marathon bombing, 
Phiily Police Chief Joe Sullivan was quoted in press as saying "Situations like Boston and the Aurora {Colo.} theater shooting have 
shown us that there are times When officers are the only ones around. We have to adapt to survive, so that's what we're doing," 

Resources Used/Challenges Identified 

Navy Yard Shooting - September 2013 
Shooter; 

« was on the move from 8:16 to 9:25 a.m. 

* 12 killed, 3 wounded 
Navy Yard Challenges; 

* Multiple agencies responded 

* Seifidispatched officers, entering alone 

* Plain clothes officers entered; blue-on-blue threat 

v Radio Interoperability among agencies,, absent FBI and Washington DC police 

* Varied training protocols 

« Building size (26OK sq. ft), 3,000 employees 
FBI Resources \ i 

General Investigative Personnel - l l b7E 

* Command and Control h i 

* Evidence Response \ I 

* Tactical units (SWAT, H RT, K-9) J I 

» Technical assets (bomb, audlo/video experts, media, computer experts) □ 

« victim assistance personnel O 

Ft, Hood Shooting - April 2014 

* Shooter, no specific target, was on the move from 4:16 to 6:03 p.m v 3 killed, 16 wounded 

* Shoot er dro ve through base, stopping and shooting inside buildings and from his car, 

FBI Resources I I 

- b7E 

o San Antonio Field office personnel 

o Deployed from other offices 

p Laboratory shooting reconstruction team, cellular analysis survey team, mass fatality victim assistance experts 
o Six main search sites 


BACKGROUND TPs previously released - Updated information is highlighted In yellow; 

Active Shooter interagency Definition: 

Situation where an individual is "actively engaged in killing or attempting to kill people in a confined and populated area" 
investigative Assistance for Violent Crimes Act of 2012 

* Gave authority to act and scope of employment protection to the Attorney General and DNS (US5S and HSS) at the request 
of an appropriate law enforcement official of a state or political subdivision 

* Authority to "assist in the investigation of violent acts and shootings occurring in a place of public use, and in the 
investigation of mass killings and attempted mass killings" 

* Mass killing defined as three or more killings in a single incident. 
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* Unintended Consequence; "Self Dispatching^ Has caused Unified Command challenges safety concerns and an 
uncoordinated federal response 

Background on Active ShooteHnddent Response Protocols: 

Historical Law Enforcement Response to incidents involved "contain and wait" protocols 

* Once specialized tactical teams became more commonplace in the T9S0s and 1970s, patrol law enforcement was trained to 
CONTAIN AND WAIT for tactical teams who were better equipped and trained. After-action prompted a paradigm shift in 
the: past 15 years. 

e g: 1984-5arv¥$ldrG, California - McDonald's; Restaurant; 21 fatalities, 19 injured 

* Single shooter with 3 weapons 

* Scene contained In 15 minutes; 257 additional rounds fired by the subject after containment occurred 

« 52 additional minutes before SWAT sniper kills subject 

1999 -Columbine, Colorado- Columbine High School, 12 killed, 24 injured, 

« SWAT entered school after 40 minutes and found subjects deceased 


Advice Given To Citizens 

* DHS and the FBI support nationally-endorsed Run, Hide, Fight preparedness planning, 

* This survival strategy is b3$ed on detailed research of active shooter events which studied survival rates of potential victims. 

8 Individuals must train to overcome denial and to respond immediately, including fulfilling responsibilities for individuals in 

their charge, 

1. Run: The first course of action that should be undertaken is to run out of the building and far away and to a safe 
location. Consider those in your care and do not hesitate because others do, Cali 911 when you are safe. The 
fewer people In a building, the less who might become victims and the faster law enforcement can clear the 
building and tend to the wounded. 

2. Hide: if running is not a safe option, the second option is to hide in as safe a place as possible. Hide in a location 
where the walls might be thicker and have fewer windows. Turn off fights and electronic devices and stay secreted 
until law enforcement tells you it is safe to come out. 

3> Fight if neither running nor hiding is a safe option, as a last resort, an individual or group of individuals may, when 
confronted by the shooter, try to disrupt or incapacitate the shoot er by using aggressive force and items In their 
environment such as fire extinguishes and chairs* 

ACTIVE SHOOTER STATISTICS 


* Nearly every incident is criminal in nature, and involves state and local violations of the law. 

* No standardized crime statistics related to active shooter events are currently collected. 



* Research methods and results vary; however, the number of events, people killed and people injured is on the rise. 

* J Pete Blair, Ph.D,, Texas State University, 2013:125 Active Shooter Incidents 2000-2013 (United States) * 


* 2000 2010. Blair, J,P W Nichols, t, Burns, 0 , & Curnutt, J.ft. (2013). Active Shooter Bvents arid Response. CRC Press: New York 
2G11’2013,Blair, J.P, & Martaiadote, M. H {2013}, ActiveShooter Events id (he US. Presented at tile AhaadtVammanityRrdsecutidn 
Summit of the Association Prosecuting Attorneys in Philadelphia, PA. 
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125 Active Shooter incidents 2000-2013 (United States) * 
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2000-5008 2009-2013 

1 324 people shot * 548 people shot 
with 155 killed with 248 killed 
-avg. shot 36/yr * avg. shot 110/yr 

« avg. killed 17/yr v avg. killed 50/yr 
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avg 5.22/yr (1 every otner month) avg 15,8/yr {> 1/month); 


’ Mo FBI orirno slaiisiiGs ara coBactoo tori Active 
SHoci&r events: Research by j Pete Blair, 

Texas State: LmiVelsity' (20131 


WHO IS THE ACTIVE SHOOTER? 

» There is no one demographic "profile" of an active shooter 

« Individuals engage in both covert and overt behaviors preceding their attacks. They plan, prepare, share, and, in some 
cases, move on to action. 

* Researchers estimat e that in 88% to 90% of all Instances the shooter displayed detectable behavioral indicators. 

* Bystanders represent the greatest opportunity for the detection and recognition of these indicators. 

* Successful threat management of a person of concern often involves long-term caretaking and coordination between law 
enforcement, mental health care, and social services. 

* A thorough threat assessment typically necessitates a hpfctio review, 

* While motivations for active shooters are difficult to fully determine, some common "triggers" may include: Loss of 
significant relationships; Feelings of h umill a t i oo/rejeeiion; Changes in financial status; Major adverse changes to life 
circumstances; Loss of job; Changes in living arrangements. 

® Many active shooters were described as: "social isolates/' who harbored feelings of hate or anger, and/or had some 
reported contact with mental health professionals. Few had previous arrests for violence. 


PREVENTION 

Observable Pre-Attack Behaviors 

Many offenders who engage in targeted violence may display behaviors during pre-attack planning 'which may be observable to 
persons familiar with the offender. While facts differ for each active shooter situation, possible observable warning signs and 
characteristics might include: 

* Development of a real or perceived personal grievance. 

* Contextually inappropriate and recent acquisitions of multiple weapons. 

« Contextually Inappropriate and recent escalation in target practice and weapons training. 

* Contextually inappropriate and recent Interest in explosives. 

* Contextually inappropriate and intense interest or fascination with previous shootings or mass attacks. 

* Many active shooters experienced a significant real or perceived personal loss in the weeks and/or months leading up to 
the attack, such as a death, breakup, divorce or loss of a job. 

® Few active shooters had previous arrests; for violent crimes. 















































Threat Assessment Teams Focused on Prevention 

* Best prevention plan -Schools, colleges, houses of create threat assessment teams or 

threat assessment units which include mental health professionals, law enforcement and other stakeholders to evaluate 
information on persons of concern. 

*•• Teams work with law enforcement and often FBI behavioral experts to evaluate the signs of a potentially volatile situation 
and proactively seek ways to prevent an incident. 

* There are currently I I b' 


« The FBI leads a multiagency Behavioral Threat Assessment Center (STAG) whose members develop dynamic behavioral 
strategies to disrupt planned active shootings and other attacks. The team includes^ I 

* Each year, the FBI's behavioral experts help develop strategies to: assess and disrupt individuals who may be at risk of 
committing a violent act. Each week the BTAC receives an average of three new cases involving a person of concern, the 
majority of which involve evidence that the Individual Is planning or contemplating an active shooting or other catastrophic 
act of violence. 

* Issues traditionally addressed by the BTAC include: active shooters; school, university, and workplace attacks; threats 
against Members of Congress and public figures;: and threatening communications, 

* When addressing a person of concern who is on a behavioral trajectory toward m active: shooting event, the BTAC works 
with federal, state, local, and private safety stakeholders to develop and implement a threat management plan to mitigate 
the violence risk potential 

INTERAGENCY AND FBI ACTIVE SHOOTER INITIATIVES 

in 2013, the FES joined a White Bouse working group as DOi # s representative on multiple initiatives 

* The working group, a collaborative effort with DOJ-FBI, PHS-FEMA, HBS> and £D, resulted in the releases o f guides designed 
to teach the public and organizations how to prepare for emergencies. The FBI authored 21-page active shooter section 
within guides prepared by the committee which provide direction on how to prepare and react.to an incident, and how first 
responders work to end the threat, save fives> and help victims. 

« Guides for schools, institutions of higher education, and houses of worship were also completed. F8I/HHS/DHS currently in 
final draft of a guide for hospitals and health centers. Guides are available on FBt.gov and other agency web sites, 

« Guides established a national Run, Hide, Fight standard protocol for citizens to follow during ah Active Shooter Incident 

National active shooter response protocol adopted for all law enforcement designed to uniformly train first officers to aggressively 

pursue a shooter tp end the threat and save fives, 

* Program created at the Advance law Enforcement Rapid Response Training Center at Texas State University (ALERRT) and 
funded by the State of Texas, DOJ, and FBI; 50,000 officers trained since 2002; 1,400 In FY13. 


Mil 

« 125 FBI Tactical instructors attended train-the Trainer classes in FY13 to substantially increase the number of LED who can 

be trained in 2014; fofficer fea>Vg s«t thepslf filmofficers tq 


Developed and delivered two-day conferences and table-top exercises in ail 56 FBI field office territories to share nationwide best 
practices and lesson learned in after action evaluations of active shooter incidents, 

« Conferences include instruction and discussion with on-scene commanders emphasizing behaviora! indicator detection to 
prevent an attack, as well as current information on IED usage, complex evidence collection techniques, victim assistance 
resources, and national media management; gjMSitpiftfcipantsfodate^om ^iP agenCies. 

« Table-top exercises bring together representatives from agencies on the scene - law enforcement, fire, EMS, victim 
services, emergency operations and others - to discuss roles-and responsibilities, 

* Guidance developed in collaboration with federal agencies. International Association of Chief of Police, Major City Chiefs 
Police Association, National Sheriffs' Association, international Association of Fire Fighters, and the FBI's private sector 
Domestic Security Alliance Counsel 

» Distribution of thousands of newly-developed pocket guides and reference documents to lE and private industry. 













































































































































































S&l&w are'-some-, recent and-not 'so recent Info on the various' FO-54& stats one ean.cl-aim.. Also shsok -out tire iihk:'whlch- 
contains adOttional stat definitions under the document's section. 

I've attached: e Frequentiy Ashed Questions document which explains how or when, some stats .might be claimed. 
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From: 

Sent; 

To: 

Subject: 


I (CD) (CON) 
av. Mav 21 . 2009 8:23 AM 
f SE) (FBI) 
: -.w. Macro update 


RECORD 319X 


Thanks and here are some lists, which I have now posted to CD's i n trails 


1- 

[°4-- 

oeiortg to omcr divisions. Also, me glossary 

or the original stats is posted on the| | 


jhough the> 


1 probably should have said that In mv email >}. 


SEM:OJStOSSARV; SEMU_.LIST.wpd FD 542 Original DLtistj32''26-200::DI y 13lossary. r 07“2S 542-CLSTAT^TiST 542-0-0LOSSARY 
wpd Listwpd 7,wpd -2007wpd -REV5-June„2Q0... ,REV5-JuneQ00S.. 


me*.} 

no ; : vC' ! ■’ i is^> K-e mvi} 

F>*ecivi >w’a xt-Df (CD- -4^4^ 

NesM hen 


Please take a moment to complete the CD Resourc e Management Section's Customer Service Satisfaction survey 
vve appreciate you letting us know how we are doing] —— 


From; 

Sent: 

To: 

Subject; 


t SEl (FBI) 

Wednesday, May 20 > 2 0093:34 PM 
I (CD) (CON) 

FW: FD-542 Macro Update 


S^fC-"T7/hlUS QUi'4 - 
RECORD 319X 


| | Congratulations on vour retirement. Both of these l ists are very h etofui. DO you kn® who orwhere t ooufd ftn^ a 

com piste listof the FO*S42 Stats and Glossary related to| ktats. ! have some new 
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CQuHte^Torism/iniernationsI Terrorism agents- and SOSs who would really benefit from such a dictionary. Tve tried 
looking for this on the Intranet, with no luck. 

Enjoy your sailing, 

b6 
b7C 




File: 542-Cf STAT OST-REV5~june 2009,doc » 


File: 542-CFGLOSSARY REVS-iune 2009,doe >> 


Aiblic Group) and FL>~542 Field O(Tice lisen j [ personal Group)., 


In approximately June, 2009. another major, update (Revision 5) to the FB-542 WP Macro is expected The; update will add d_ 

)uttonJ [stats, and updated class!fica tion statements. CD also 

added STAT TYPES for thj 1 1 | You may be notified by 

email from the Enterprise Operations Center when the macro ts updated or one day you may open me HY542 Macro and see the new 
WMDD button, etc. 


Normally, .1: would not send an update npti Scat ion. until: the macro is released, but Pm sending you the CD List and Glossary in 
advance because, after almost 5 years as a Personal Services Contractor, i will be retiring effective Friday. May 22,2009. (After that, 
ill be sailing and playing golf:-) 


Thank you for your slat collection efforts, ideas for stat updates, challenging but mostly solvable questions* and patience with the FD~ 
542 ml Together, we’ve made great strides in stat collection since the first major update in October 2005. You have generated 
hundreds iw thousan ds of data rows that prove your mettle and worth. Best of all, the stats have become an integral and tangible part 
of your work flow, which is crucial to helping the FBI analyze its in vestigati ve acti vities performance and use that information to 
manage investigative programs and obtain additional resources that will help you do your jobs even better! 


If you ha ve a technical question ab ou|land/br the FD-542, including uploading issues or access td please contact 

I I MAFAr I I ' - 


It you have a substantive question about whether or not a stat can or should be taken or what rhe Glossary' means, please contact your & 7 E 
Program SSA oj — tD) (CON). 


Take care and I wish you even more success in the future. 
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From: 

Sent: 

To: 

Subject: 


J(RMP)(CON) ___ _ 

I b F) (FBI) 

Monday. November 03. 2014 3:28 PM 
I l (S£) (FBI) 

FW: CAMPUS ATTACKS ~~ UNCLASSIFIED 


Cl as si£ication: UNCLASSIFT ED 
TRAN S I TORY RECOR D 

Per your Email request. 


From l . T s!) (FBI) 

Se nt: Monday, November 03, 2014 12 :16 PM 
To [ t SE) {FBI) 

Subject: FW: CAMPUS ATTACKS -- UNCLASSIFIED 
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Cl as si fication: UNCLASBI Tim 


iRmBllOm RECORD 


Per HMD ROA Request 

□ 


JSE) (FBI) 


From : | 

Sent: Thursday, Aor si 22. 2DI0 5:05 PM 
To: SEj “| SE| |SEJ 

Subject: FW: CAMPUS ATTACKS 
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Good typology on the subject. 


From 
Sent: 
T©{ 


(SE) (FBI) 
April 18, 2010 9:30 AM 


Ce[ 
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](SE)(:FBI) 


] (SE) (FBI) 


(SE) (FBI) 


SE) (FBI) 


Subject: FW: CAMPUS ATTACKS 


UNCLASSIFIED 

NON-RECORD 


FYi - Attached ere BAU reports related to campus attacks that may be of interest to you and local PDs/Campus 
S^cunty/Police m your-ADfe. 
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fr 6m: 
Sente 
To; 

Subject; 


It'rb}'(F8i) 


[ 


Friday, April 16, 2010 8:23 AM 


FW: CAMPUS ATTACKS 


!jta 


UNCLASSIFIED 

WON-RECORD 


b7E 


L. uAs ' 

Atta&ned. below isthe report! sent io -you'.-earlier bo U:N6T, ; along with the tailing points and the joint press release. The 
email below was addressed to your SACs, which included the fact that 3.AU coordinated this release through our program 
ibd «sli df tbe GlAa. I didn't wsht you to be. caught unaware. 

Bs&s&MjTa know if you hive any quastiohf. 


SS/j 


Campus Liaison Initiative 


b6 

b7C 

b7E 


LX-1-S-4Q0 


- desk 
•• cell 


From: I t 'CIRG) (FBI) 

Sent: Friday, April 16, 2010 10:52 AM 

To: | ICTD) (FBI) 

Subject: FW: CAMPUS ATTACKS 

UNCLASSIFIED 

NON-RECORD 
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fyi. 
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F mm: 

Sent; 

Tot 

8LEGKSMFTH> ROBERT A< (1R) (FBI) 

Friday, April 16, 2010 10.49 AM 

FBI SACs 




Cc: [ 

,1 

bO) (FBI)jf 

I f&m ffBil 

llOPAi i'FSIV. 

1 

| im tm)\ 

Iran fern 

urn resnl 

R) (FBI). 
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1 1 fCIRG) (FBI);] 

|CTD)(FBIJ 
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UNCLASSIFIED 

NON-RECORD 


Folks - today the attached report will be released via the FBI's Intranet site_[regarding “Targeted 

Violence Affecting institutions of Higher Education." It coincides with the attack on Virginia Tech three years 
ago . Also attached are some talking points regarding th e report and the corresponding joint p ress release. 
Although we are not looking for you to initiate any media contacts regarding this report* I wanted to make 


b7E 
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sure you were aware of it and its content in case any inquiries come your way. Media inquiries can be 
referred to the FBI's Office of Public Affairs at 202-324-3691 and additional guidance for your Media 
Coordinators is available through QPA, Your NCAVC Coordinators will also receive a copy of the report today 
for distribution and we have coordinated with CTD’ i i Camous Liaison initiative to distribute the report to 
ail FBI Campus Liaison Officers to ensure the widest distribution of this report. Thanks much. Bob 



Campus Attacks Talking Points GPA03-10J4TAC 
94*610 Release...,WG 04 14 2GIQ,cL. doc 


RobertA , Bteckmiith 

Assistan t Director 

■Critical Incident Response Ot’Qim 

_sectire) 
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Classification: UMCLASSIFIED 


he 

hlC 
















ALL IHKSKMATTON CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 02-12-201.5 BY NSICG/F7SH4EK62 



NEW STUDY OF TARGETED VIOLENCE AFFECTING U.S. INSTITUTIONS OF 

HIGHER EDUCATION RELEASED 

US. Secret Service, U.S, Department of Education and Federal Bureau of Investigation 

Collaborate on Joint Effort 

WASHiMOrON, D.C< - On Friday, April i 6, 2010, the U.S. Secret Service, the U.S. Department 
of Education and the Federal Bureau of Investigation will release a study of targeted violence 
incidents on U.S. campuses of higher learning. 

The June 2007 Report to the President on Issues Raised by the Virginia Tech Tragedy included a 
recommendation that the Secret Service, Department of Education and the Federal Bureau of 
Investigation explore the issue of violence at institutions of higher education. This collaborative 
effort examines the scope o f the problem of targeted violence at U. S. .institution. 

In total, 272 incidents were identified through a comprehensi ve search of more than 115,000 
results in open-source reporting from 1900 to 2008. The incidents studied include various forms 
of tar geted violence, ranging from domestic violence to mass murder. The findings should be 
useful for campus safety professionals charged with identifying, assessing and managing violent 
risk at institutions of higher education. 

The study and its findings will he available on each of the agencies’ Internet sites: 
www .secretser vi ce,eov v www.ed.gov and www,fbi.gov . 

U # # 

EDITOR S NOTE - For questions concerning the study or its findings, contact the U.S. Secret 
Service Office of Government and Public. Affairs at 202-406-5708, the Department of Education 
Office of Public Affairs at 202-401-1576 or the FBI Office of Public Affairs at 202-324-3691, 










TALKING POINTS FOR CAMPUS ATTACKS RE PO RT 


Q, Who prepared the report and why was it prepared? 

* This report was prepared by the Secret Service, the Department of Education, and the FBI. This 
historic collaboration was initiated in the aftermath of the shooting of 32 individuals at Virginia 
Tech on April 16, 2007, After the tragedy at Virginia Tech, the former Attorney General and 
Secretaries of ED and HHS recommended to President Bush that the three federal agencies 
should join forces to study such attacks. They further recommended that the results be shared 
with those who work to ensure that U.S. colleges and universities remain safe. The three 
federai agencies forged this partnership, conducted the research, and authored this report to 
support campus safety professionals and other stakeholders as they work to detect and thwart 
future attacks on campus. 

« The first step in this effort is to understand the key Issues and the scope of the problem of 
"targeted violence*" at colleges and universities. This report represents the most 
comprehensive attempt to date to explore the frequency, severity, and nature of campus 
attacks. We hope that it represents a substantive step in the ongoing effort to keep students, 
faculty, and staff members safe. 


Q. What types of information does the report provide? 

® The report provides a significant amount of information on the breadth [number of incidents 
per decade] and nature of targeted violence [types of violent acts] as well as on key elements of 
the incidents such as; where incidents occurred, number of incidents per decade and by age 
group, characteristics and affiliations of subjects, method of attack, and number of inju ries and 
deaths caused . 


* Targeted violence is a term often used by threat assessment and law enforcement professionals to describe an 
Incident of violence where a known or knowabie attacker selects a particular target prior to their violent attack. 
First coined fay Robert Fein and Bryan Vossekui! of the USSS in 1995. 



many universities function like small cities, and have open borders where people can enter and 
leave freely. This may suggest that it's very important for campus safety and municipal law 
enforcement agencies to have open channels of communication and forge effective 
partnerships. 


Q. Wilt there he any additional reports coming out of the data / information you collected ? 

* This report, "Campus Attacks: Targeted Violence Affecting institutions of Higher Education," is 
the first phase of two phase effort. The second phase wifi be conducted by the FBI and ED and 
will involve the thorough and systematic exploration of investigative case files from some of the 
cases identified in Phase 1, The second phase of this project is intended to provide more in 
depth information about a select number of cases in order to better identify, assess, and 
manage persons who pose a risk of violence on campus. 


Q. When can we expect the second phase of the report to be released? 

• The FBI and ED have recently concluded extensive efforts to gather investigative case files. We 
will soon commence the analysis of the data, process the results, and then finally write the 
report and distribute the findings. It is expected that this process will take in excess of a year. 
We recognize the important and urgent nature of this study and the implications that if has for 
campus safety. We are working diligently to deliver the best possible product in the least 
amount of time. 
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Gentlemen, bl 



He might be interesting to talk to. 


!S 





bl 

b3 


Also, i thought we could use the Campus Liaison initiative to talk to various schools around here like Edmonds 
Community College. It looks like they have a good sized ESL program. The CU program is a good way to meet staff at 
ESI schools. 

Let me know if you are interested. 
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(RMDMCON 


From: 

Sent; 

To: 

Subject: 

Follow Up Flag: 
Flag Status: 

SentinelCaselcS: 


_|(SE) (FBI) 

Monday November 10 2014 8:44 PM 
[RMDXC QN) 

UNCLASSIF!ED//F©y©— 

Follow up 
Flagged' 

TRANSITORY RECORD 


C la 5s si fi cat ion : UNCLASS I FI ED/ fmtm - 

ATTORNEY WORK PRODUCT/ATTQRMEY~GLIENT PRIVILEGED IN FORMATION/DELIBERAj 
PROCESS PRIVILEGED DOCUMENT 

TRANSITORY RECORD 


Good afternoof 
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From: 

Sent: 

To: 

Ca 


Subject: 

Attachments: 


lRfVfD)(C 0 N} 


Tuesday. January l4~ 


HD) (FBI) 

5014 6:56 AM 

I(1R)(FB!)| 
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]DO) (FBI): 


I KIRKOGA) 

FW: Active Shooter question for the field., others can delete —- UNCLASSIFIED 
Active Shooter conferences.xls 


b7E 


.assificat 


UNCLASSIFIED 


CLAs - 


I know you have been conducting Active Shooter TTXs for campuses, and hopefully you have been documenting all of 


them in the Q.i filj 
fife. 


However,, i don’t know if you have been copying CIRG's Active Shooter 


b7E 


Please get with your division Training Coordinator and ensure all TTXs have been accurately recorded and reported to 
the Active Shooter Program ASAP. This will have a two-fold benefit: 1) it will ensure they have the correct stats for the 
Director on Friday and 2) it will establish a process to ensure you have correctly documented your efforts and wifi 
continue to do so, and therefore won't have to go through this exercise in the future. 


Thank you. 



Program Manager 
Campus tiaision Initiative 


Counterterrorism Division - FBiNQ 
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From| |(DM) (FBI) 

Sent: Tuesday, January 14, 2014 5:35 AM 

Tcj | 

m W) rPRT) 


Subject: Active Shooter question for the field, others can delete --- UNCLASSIFIED 


Classification:: DECLASSIFIED 


b6 
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Good morning fro m FBI HQ 

CI RG executives are scheduled to brief the Director Friday on progress on Active Shooter initiatives- In preparation, we 
have gathered the latest statistics on the number of conferences and TTXs from each field office . These have bee n 
compiled from activities reported to the active shooter file established for this purpose last year l I 

I l i have attached the summary of statistics for each field office to review and check for accuracy, as 

desired. The spreadsheet has a summary sheet on the front and several tabs reflecting the monthly activities of each 
office, which we hope makes it easier to verify each office's training activities. 


i 










Be advised, we are aware and will note that the statistics only include the conferences and TTXs as designed by FBI HQ, 
and are not reflective of the many other activities recorded in support of the active shooter initiative. These include 
individual presentations by agents, presentations on behavioral issues, and the many Joint presentations in support of 
local., DHS and other agencies efforts. Those efforts will he noted in talking points. 


If you have additio nal information w hich needs to be recorded ~ including scheduled but not yet held conferences and 
TTXs - please ernai_as soon as practicable so that can be included. Also ensure the activity is documented 


in the listed file when completed. Our goal is to provide the most accurate information available and reflect the 
excellent and long-standing efforts which have taken place and continue to take place in ail of our offices. 


Training coordinators, please ensure your FO ASAC responsible for this initiative is aware of this email. 


As always, if you would tike to be removed from this email list, please send me a note and i'll take care of that. 


Active Shooter Initiative 


Classification: UNCLASSIFIED 


Classification: UNCLASSIFIED 
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|{RWD)(CON) 

From: 

Sent: 

To: 

Cc: 

[CTD) (FBI) 

Monday. January OS. 2014 1:24 PM 

1--- 1 
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Subject: 

Scam Targeting \JS Universities — UNCLASS* hiED//POU0^ 



Class!fi 

cation: 0 TiGL AS StF1ED/JTdS#- 




Sent for 

Approval for RECORD//Sentine1 Cas* 


blE 


CLAs - 

i have heard from a num ber of you about a seam which has hit many of the universities with which you work that 
involves the fraudulent purchase of equipment and supplies. 

The FBI has open cases on this nation-wide scam. One of the case agents wrote a summary of the scam which is 
attached below, it should be distributed to your campus public safety contacts, i will forward a co py to you on UN FT to 
ease the distribution process. 


At. the end of the summary, the victim universities are instructed to provide the information and evidence to you The 
inforrnation obtained should be directed to the appropriate case Agent/file as foilows: 


Orders of eiectronies/computer equipment: 

H 


y 


ase 


Orders of Chemicals, Laboratory or lygecHcal e quip ment: 

$4 leaser 


Orders using the University of California-Davis info rmation: 
S fl "b ase_ 



Supply Scam on 
CU stationary 


b6 

blC 

blE 


It is anticipated your efforts will increase the amount of evidence to more effectively prosecute these cases, and 
eventually reduce the number of victims. 


Thank you for your assistance. 


SS 1 I 

Program Manager 
Campus Liaision Initiative 


Counterterrorism Division - FSIHQ, 
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From: 

Sent: 

To: 

Subject: 


llRMDilCON) _ 

I l ;CTDi (FBI) 

Tuesday, Novem ber 19, 2013 9:12 AM 

Active Shooter Coordinator Roster — UNCLASSIFIED 


<b6 

b7C 

b7E 


Class!fication % UNCLASSIFIEI 


CLAs- 

if you would like to know who the Active Shooter Coordinator (ASC) is in your field office, you can now find the entire 
roster on the Active Shooter website: 


b7E 


if you look on t he right side bar, under "Resources", there is "Field Office Active Shooter POCs" ~ this is the list of the 
POCs in each office. 


You should be working with the ASC in your office to schedule AS Seminars* campus TTXs, and AI.ERRT Training for your 
campus public safety partners as set out in the EC below: 



Campus-Related.. 
ActivejShooter.... 


Thank you. 

I- 1 


Jlassif ioat i on :• UNCLASSI FIE.0 
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From: 

Sent: 

To: 

Cc: 

Subject: 


PMDMCON) 

I CTO ) (FBI) 

Thursday, November 14, 2013 1:34 PM 


| (HRD) (FBi j I CDMFBiV 

FW: College Rx Initiative — UNGLASSiFIED 
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Classification: UNCLASSIFIED 


CLAs - 

\ wanted to give you a heads up on something that has popped up regarding the College Rx initiative detailed below. 

The College Rx initiative is simply a powerpoint presentation that was developed by WFG by their Health Care Fraud 
squad for colleges in WFG territory to address a growing issue on college campuses. I have not yet reviewed the 
powerpoint but it sounds like a worthwhile presentation. GPA got wind of it and decided to do a story on it. Since the 
story was published, WFO has forwarded its powerpoint to approximately 100 people in field offices around the Bureau. 

I am getting calls that "FBI Agents" are on campuses giving presentations regarding:"drug problems," and the Campus 
Public Safety Chiefs have not been notified prior to the visit. To ensure we don't have random FBI personnel: showing up 
on campuses providing presentations without coordination with the appropriate officials, f suggest you reach out to 
people in your office to remind them you and the CLI exist, and you're happy to coordinate contact with campuses 
within your AQR. At a minimum, you should reach out to your Training Coordinator, Applicant Recruiter, Applicant 
Cdordinator, and Health Care Fraud SSA. Those positions appear to be the ones most often utilizing this program. 

Please let me know if! can help you with this issue. 

! just don't want all your good work to go sideways due to someone making an innocent mistake on a campus. 

Again, this is a worthwhile program, we just need to ensure it is properly coordinated and executed. 

Thanks, 

i i 

ss/ | ~ 

Program Manager bg 

Cam pus Liaision initiative b 7 c 

| | b7E 

Courtterterrorism Division - FBIHCt 


From 

Sent: 

ToF 


CTD) (FBI) 

I nursaav. uaa » m, 2013 8:49 am 


Subject: College Rx Initiative — UNCLASSIFIED 
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C X a s :s i £ i c a t ic n: u N CLASS I FI E D : 

ClAs - 

Another resource: 


i 






b7E 


College Rx Initiative Targets Students 

d I opa 


Image caption 
Face Content 
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When SS>C 


Supervised 


the applicant squad at Washington Field 
Office fW FQ ). he couldn't help but notice 
the number of young professionals turned 
down for jobs with the FBI due to 
prescriptio n drug abu se and misuse. 

upervises Health 


Today, SSA| 

Care Fraud squad 


k- 19, Criminal 



speaking at Georgetown University 


Investigative Division (CID), at WFO, and 
he's watched statistics on prescription 
abuse steadily increase. In December 
2011, the University of Michigan's 
Monitoring the Future study found that, 
among 12thgraders, prescription drugs 
are being abused at a rate second only to 
the use of marijuana. 

"In some cases, it's recreational. But a lot 
of it is pressure from the students trying 
to succeed through co llege," he said. 

Under SSA | ] dir ection, an intern 

with CR-19 this summe H I 

extensively researched these numbers. She found a 2010 study by the National Institute on Drug Abuse 
that said 7 million Americans reported using prescription drugs for nonmedieai purposes. A report by the 
Institute In 2011 found full-time college students between ages 18 and 22 are twice as likely to use a 
stimulant for non-medical reasons than those who are in college part time or not at all. 

Her research culminated with the creation of a PowerPoint presentation called the College Rx Initiative, 
designed for college freshmen audiences and their senior class mentors. The Initiative highlights the 
health and cri me da ngers associated with prescri ption medications. It a iso points out the i rony i n how 
abusing the drugs to make good grades could hurt them in obtaining positions with government and 
private industry employers. 

The PowerPoint is available to all field offices. SSA topes other special agents will contact student 

affairs departments at colleges and universities in their own areas of responsibility to schedule 
presentations. He said it works best if it is shown during orientation to the freshmen class and to seniors 
assigned to mentor them. 

So far, students at Georgetown, American, and Catholic universities have attended College Rx Initiative 
presentations. 


b6 

b7C 


"They were very receptive," said SA 


CR-19, WFG, who gave a presentation at 


Georgetown University. "I think a lot of them were surprised at the restrictions the government can put on 
past drug use,'' 

He said information about the effects that prescription drug abuse and misuse can have on their future 
careers seemed to resonate more with his audience than warnings about health risks and jail sentences. 
Some, he said, were just surprised to find out it w as a crim e. 

"Kids don't see them the same as street drugs," |said. "It was a little eye-opening to them that 

handing out Adderal! (a drug commonly used to treat ADHD) to friends before an exam could be 
considered drug dealing," 

Studies conducted by the National Institutes of Health back this up, In one interview, a ZD-year-old said, 

"I think prescription drugs sound safer," And a 19-year-o!d told researchers, "Some people think 
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prescription drugs aren't as harmful as street drugs because they are made by somebody who knows what 
they are doing...They weren't made in somebody's house and they were tested and FDA approved." 

The College Rx Initiative illustrates how untrue this belief really is. A National institute on Drug Abuse 
study reports that in 2007, the number of overdose deaths from prescription opioids outnumbered deaths 
from heroin and cocaine combined. Misuse and abuse of medications can cause organ damage, heart 


attack, addiction, and even death. _ 

And unless students become educated about the repercussions, all of these numbers, SSA said, 

are predicted to go up. 1 - 1 

If you would like a copy of the College Rx Initiative PowerPoi nt present ation to use in your area of 
responsibility, click here. Or, for more information, email SSAl |at| I 
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ALL IMFORMM 1 !ON OONTMNED 

Active Shooter TPs, 9/18/2013 herein is unclassified 

DATE D2-12-2 D145 BY NSI0G/F7OI45K€2 

overall program 

* The FBI Active Shooter program is designed to train and provide information to departments from the patrol officer or 
deputy on the street, to the executives running the command center during an event. 

* Though 98% of these events involve state and local crimes* the FBI provides support to local departments in nearly every 
instance, uniquely positioning the FBI to gather best practices and lessons learned, Why are we at these incidents? It's 
not a capability problem, it's a capacity problem for the local departments. 

* Federal, state and ideal responders learn more and better ways to do things after every shooting. Through ongoing 
conferences and tabletop exercises In our 56 field offices, we are uniquely position to quickly spread best practices and 
lessons learned to state, local, federal, tribal and campus law enforcement officers* 

* The FBI and the Department of justice program, which provides logistical, financial and other support to victims, has 
uniquely position our experts to gather advice from victims as well. We are sharing with law enforcement these concerns 
as well so that first responders better support victims once an incident occurs. Most important, they have told us they 
want privacy, security and Information; often referred to as Comfort, Kleenex and cold water, 

prevention 

8 No profile exists for an active shooter; however, research indicates that as much as 80% to 90% of the times, those 
intending targeted acts of violence display signs or Indicators. 

* These individuals engage In both covert and overt behaviors preceding their attacks. They consider, plan, prepare, share, 
and, in some cases, move on to action. 

* The FBI behavioral experts are available 365 a year to work with law enforcement around the country to develop strategies 
to assess and disrupt individuals who may be at risk of committing a violent act. 

8 Best prevention plan - Schools, colleges, houses of worship and private industry should create threat assessme?>t teams or 
threat assessment units which could include mental health professionals, law enforcement and other stakeholder to 
evaluate information on persons of concern. These teams work with law enforcement and often FBI behavioral experts to 
evaluate the signs of a potentially volatile situation and proactively seek ways to prevent an incident. Each year, the FBI's 
behavioral experts help develop strategies which turn an individual off of a destructive path.. 

CITIZENS 

* We urge them to look to the FBI's active shooter web site to see how they can be better prepared, in part by learning the 
nationally-adopted plan referred to as RUN, HIDE, FIGHT. This survival strategy is based on detailed research of active 
shooter events which studied survival rates of potential victims. 

* individuals must train to overcome denial and to respond immediately, including fulfilling responsibilities for individuals in 
their charge. 

1. Bun: The first course of action that should be undertaken is to run out of the building and far away and to a safe 
location. Consider those in your care and do not hesitate because others do. Call 911. when you are safe. The 
fewer people in a building, the less who might become victims and the faster law enforcement can dear the 
building and tend to the wounded. 

2. Hide If running: is not a safe option, the second option is to hide in as safe a place as possible. Hide in a location 
where the walls m ight be thicker and have fewer wind ows. Turn off lights and electronic devices and stay secreted 
until law enforcement tells you it is safe to come out. 

3. Fight: if neither running nor hiding is a safe option, as a last resort, an individual or group of individuals may, when 
confronted by the shooter, try to disrupt or incapacitate the shooter by using aggressive force and items in their 
environment, such as fire extinguishers, and chairs, 

ALERRT 

8 It takes less than a second to shoot two or three rounds from a handgun and many more rounds will come from an 
automatic weapon which can carries many more rounds. Because of that, every second saved, may saves fives, 

* Every law enforcement officer in America could be the first officer on the scene when the shooting begins. They ail need 
to be ready* 

* the FBI adopted ALERRT training to ensure consistency nationally in responses. When the shooting starts> officers from 
every available law enforcement agency respond and a consistent protocol keeps officers and citizens safer. Other 
programs won't achieve these objectives, 

8 With the advancement in equipment and specialized training such as bomb experts and SWAT operators, some people 
might argue that not everyone needs this training or that only tactical experts should engage a shooter. We know now, 
from research of 100-or^o active shooter incidents during the last 13 years that the best way to save lives is to find and 
engage the shooter or shooters as soon a possible to end the threat 














■« The FBI has 125 tactical instructors trained in the ALERRT protocol and we are working with hundreds of other similarly^ 
trained state, local, tribal and campus law enforcement tactical instructors across the country with a goal to provide this 
free training to every officer, 

* Our biggest impediment to increasing training is funding. FBI so strongly believes this training from patrol officers to chiefs 
is needed to share lessons learned and best practices 

Additional support for questions involving behavioral indicators 

1. No profile exist for an active shooter, however, studies find in 80% to 90% of ail instances someone knew something. 

2. While motivations for active shooter Incidents are difficult to fully determine, some common "triggers" may include: 
Loss of significant relationships; Feelings of humliiation/rejeetion; Changes in financial status; Major adverse changes to 
life circumstances; Loss of job; Changes in living arrangements. 

3. Many active shooters were described as "social isolates," harbored feelings of hate Gr anger, and/or had some 
reported contact with mental health professionals. Few had previous arrests for violent 

4. Many offenders who engage in targeted violence may display certain behaviors during pre-attack planning. These 
predatory behaviors may be observable to persons familiar with the offender, 

5 . While facts differ for each active shooter situation, possible observable warning signs and characteristics which might 
be visible might include: 

* Development of a personal grievance. 

* Contextually inappropriate and recent acquisitions of multiple weapons. 

8 Contextually inappropriate and recent escalation in target practice and weapons training. 

8 Contextually inappropriate and recent interest in explosives. 

* Contextually inappropriate and intense Interest or fascination with previous shootings or mass attacks. 

* Many active shooters experienced a significant real or perceived personal loss in the weeks and/or months 
lead ing up to the atta ck, suc h as a death, breakup, divorce o r loss of a job . 

* Few active shooters had previous arrests for violent crimes. 

AS Statistics 

Be aware that statistics vary as research in active shooter specific events is in its infancy. 

* Statistics on 35 Active Shooter events In 2012: 57% of the attackers were insiders {known}; 63% of the 
attackers broadcasted a perceived injustice; 71% of the victims initially targeted were the focus of the perceived 
injustice; 74% of the attackers entered through the main entrance. 63% of the attacks were over In under .15 
minutes, 37% were over in under five minutes; 51% occurred in the workplace, 17% occurred in schools; 17% 
occurred in a public place. John NicoSetti, Ph.D. {Nicoletti-Flater Associates} as provided to PERf- 4/22/13. 

* 84 active shooter events 2000-2010: 37% in business locations; 34% in schools; 17% in outdoor public venues; 

41% used m uitipie wea pons; 4% of the a ttac kers wore body arm or; Median number of people killed was 2; *j > 
Pete Blair, US Active Shooter Events from 2000 to 2010. 

School safety statistics 

Violence on college campuses have risen at approximately the same rate as college enrollment has risen based on a 
study by Drysdale, Modzeleski & Simons, 2010, which reviewed campus incidents reported in the last 100 years. For 
example, there were eight reported incidents of violence in the 1930s when campus population was approximately 2 
million, but there were 92 reported incidents of violence in the last decade, when college enrolment was approximately 
20 million. 

Anew report on K-l2 school crime in America released in July 2013 determined that violent victimization in schools is on 
the decline. A school safety report by the DOJ's Bureau of Justice Statistics found that though crime went up slightly in 
2011, these types of crimes have steadily decreased since 1992. This most likely, in part, because of the increased 
awareness in mental health care. 
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Good afternoon - 


We've had a busy week here in FBiHQ, in CIO, CSRG, SIGC and other supporting divisions, as we work on the Navy Yard 
shootings and discuss active shooter incidents and response. We also know many offices are following leads to support 
this WFG response and investigation, which is still very active. 


Just a quick note on two related topics, and please pass this up to your EM chain, as appropriate, so they are aware for 
their own budgeting and liaison purposes. 

Media 

FB I HQ's National Press Office continues to receive requests for media interviews on Active Shooter events and 
the FBI's involvement in these incidents. We encourage these opportunities to educate the public about the important 
role the FBI plays in supporting state, local, tribal and campus Saw enforcement when an incident occurs. Attached 
please find updated Talking Points for executive use and please ensure all interviews are coordinated with your office 
public affairs specialist and the HQ Office of Public Affairs, National Press Office. 



Active Shooter 
TPs 9.18.2013x1... 


Budget 

Despite FY14 budget struggles, FBIHQ remains committed to support FBI offices as weil as state, locai, tribal and 
campus law enforcement agencies to strengthen their readiness to deal with active shooter situations. Based on 
Reid requests and objectives for the program, CiRG and TD are working on FY14 budget matters to include some 
ievei of support for: 

o Limited travel for FBI personnel supporting Active Shooter conferences in FO AORs. 
q Limited hotel expenses for non-FBI, law enforcement executives so they may travel to attend Active 
Shooter Executive Conferences. 


i 
















o travel for ALERRT training conducted by FBI Tactical Instructors in cooperation with ALERFH-trained local 
agency personnel, 

a Tactical Individual First Aid Kits fIFAKs} for offices who have trained agents in HRD's Care Under Fire 
protocols. 

o Training support to add to the cadre of victim specialists who are needed to respond to these incidents. 
q Printed support materials for conferences and field use. 

As more information becomes available, we will keep the field apprised. 

Please reach out to the Active Shooter team if we can provide support for your liaison and training efforts with local law 
enforcement. 
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* NLECTC System video "It Can Happen Here/' 

* Free on!ine trainIng from internatlonai Association of £h1 efs pf Police. 

« School Safety Audits. 

in addition, you will road about new products and apps such as: 

* Anne Arundel County: (Md.) Police Dopadmont's Speak Out app, 

* Tu cson % Mass Casu alty Trauma Ki ts. 

* SrnartPh one app for students to cornnnu nicate with poiIc:e:. 

* See-HeanReport te.kt e tip program. 

» Real Time Local:ion Systems: (RTt.S). 

This guide also reports on unique collaborative community efforts that are sue* 
ceeding In cities and rural areas alike. 

it's a now day In the effort to keep schools safe. Law enforcement and public 
safety officials now team with and count on students, school officials, parents 
and all concerned citizens to share the responsibility to keep schools safe. 

Please use us as a resource- and let us know what you are doing to keep your 
eontmunities safe: so we can ‘pay it forward:' to other communities across our 

Keep Safe, 

M tr*' 

Michael K. O'Shea 

Senior Law Enforcement Program Manager 
michael. oshea-Susdc^ gov 
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However he gets in, if local law enforcement has taken advantage of the free 
Advanced Law Enforcement Rapid Response Training {ALERRT} Program offered 
through the lex as State University-San Marcos and funded at a national level by 
the Bureau of Justice Assistance (BJAl officers will know hoy* to deal with this 
active threat, 


Since 2002, more than 40,000 law. 
enforcement officers from across the na¬ 
tion have participated m scenario-based 
training through the university's ALERRT 
Program, starting with Level I training 
focused on dealing with active threats. 
The university's partners, the San Marcos 
Pplice Department and the Hays County 
Sheriff's Office, helped develop the: 
original training program?, which has ex¬ 
panded to a national level through the 
use of state and federal grant funding. 

Assistant Director Terry Nichols has 
been involved in the program since the 
beginning, when, as a sergeant with 
the Sari Marcos Police Department, 
he 'worked with Sgt. David- Bums, a 



counterpart at the sheriff's office, to train every officer from the two agencies 


on dealing With the active shooter threat Nichols and Burns had received their 


initial active shooter instructor training from the Texas Tactical Police Off icers 


Association, and after teaching the local officers in Hays County, they appealed 
to the university for assistance in developing a statewide program. The university 
then took ALERRT to the national level with the acquisition of SJA funding. 


"We've slowly built the program, but Level \ remains centered on the active 
threat," says Nrchols. ALERRT offers training sessions at San Marcos, takes them 
out to other jurisdictions on request and as funding allows, and offers train-the- 
trainer sessions that spread ALERRT's reach even farther. 


"We receive a limited amount of funding from state and federal sources each 
year to deliver training to law enforcement personnel outside of Texas, and in 
addition, some states and regions use us to provide training in their areas," 
Nichols says. To host Level l ALERRT training, the agency must provide a facility 
such as an unoccupied office or school building with wide hallways and multiple 
rooms off those hallways. On facility approval, ALERRT allows agencies to enrols 
between 25 and 30 students, and in return, provides four certified instructors 
and all the needed materials and equipment:. 


CH n MESW3 AN ACTIVE THREAT HEAD-ON * \ 






































Galax, Va., an independent city near the North Carolina border, has a population 
of just slightly more than 7,00D residents. Approximately 400 of them were shop¬ 
ping in a local Wal-Mart late one evening in May 2010 when a cal! came In about 
an act:ve shooter in the store. Chief Rick Clark says that his ALERRTrtrained offi¬ 
cers correctly formed two contact teams, with one moving directly to the threat: 
and the other, to the victim. The shooten as It turned put, shot himself after 
shooting his wife, a store employee. He died, and she survived. 

■There was no hesitation on the part of my officers. They knew their roles. I've 
been around a while and I learned the old school way of methodically clearing 
an area. ALERRT says you go straight to the heart of threat and they did that,” 
Galax Chief Rick Clark says. "We believe In the program. The acronym is ALERRT 
and I think it gives them more confidence and makes them more alert when they 
respond " 

The leader of the Galax tactical team took ALERRT train-the-trainer training In 
Lynchburg in 2Q08, and brought its concepts back to the rest of the agency. 
Officers can also take ALERRT training at the New River Valley Criminal justice 
Academy; which offers in'Service training throughout: the year and includes 
ALERRT in its basic recruit training. Galax also hosted a statewide rural-specific 
training in 2012 that teaches officers how to operate in more wide-open spaces 
and in wooded areas. 

"1 believe in training. I believe my folks should have every tool and function 
necessary to perform their jobs. Even though weVe a small agency {24 sworn 
officers), we face the same issues as they do in Roanoke and Richmond," Clark 
says. 




Given the proximity of the Lone Star College System in the Houston area to the 
ALERRT Training Center in San Marcos, it's no surprise that Lone Star College 
System Police Department officers have been taking ALERRT training on an 
ongoing basis for a number of years. Officers at two different: campuses put that 
training to use in 2013, the first a shooting incident on Januag/ 22 on the LSC- 
North Harris campus, the second a multiple stabbing incident on Apri j 9 at the 
LSC-CyFair campus. (Each campus has an enrollment that approaches 20,000 
students, with numerous faculty and support staff present at any given time.). 

"The time from when the stabbing call came in until the suspect was in custody 
was under five minutes. He had run through the hallways of two buildings and 
assaulted a total of 14 people," says Chief Richard Gregory. "In addition to the 
ALERRT training our officers received, we had been doing a lot of training for 
faculty, staff and students on how to respond to an active threat. In fact, some 
of them had watched a training video earlier that same day, and officers had 
talked to them about what to do in an active threat situation. In this case, several 
students actually dragged; him to the ground before the officers caught up with 







>*‘hoto by 


him. When i looked at video of the incident,! sew the officers using the move¬ 
ments that I expected from individuals who had taken ALERRT training.” 

During the shooting incident, Chief Gregory didn't have to look at video, he was 
present on the ISC-North Harris campus and witnessed; his officers putting their 
training to use: '"The call came out that three people, two students and a facili¬ 
ties employee, were? injured. The shooter ran into one of our buildings and the 
first officer on the scene, adhering to the ALERRT training, went into the buriding 
after him before any backup arrived Two other officers arrived within minutes, 
and I followed them through the building and observed they were using the 
ALERRT formation. Officers from two other agencies Who also had received 
ALERRT training arrived and joined right in the formation with no discussion 
needed. The training allowed officers from three differen t jurisdictions to search 
together as a team, " Gregory says. (The shooter fled to a wooded area, escaped 
and was ultimately apprehended a few days later near Dallas, Texas!) 

"We initially trained our two firearms instructors to be trainers, because they said 
it was good active threat trai ning, but also just good off icer safety and survival 
training," Gregory says. -It's just good: solid: training that we were able to put to 
good use. " 

Read about a Level li ALEFRT trsining class in "After the Shooting Stops" on 
pH 7 . For more in formation on the program as a whole, visit http://ahrrt.org 
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They're ail taking free online School Safety training offered by the international 
Association of Chie fs of Police, progressing through their selected modules a t 
their own pace. 


IACP and the Office of Juvenile 
Justice and Delinquency Pre¬ 
vention (OJJDP)., a program of 
the U S Department of justice. 
Office of Justice Programs, 
recently launched a series of 
four introductory-1 eveI online 
school safety trainings. The 
modules - "'Assessing School 
Safety," '‘Forming Your Sate 
School Planning Team/' "Pre¬ 
paring for a School Crisis''' and 
" Responding to a School CnssS" 
- provide guidance on creating 
or enhancing school safety and 
crisis response plans. The self- 



paced courses target law enforcement, school officials and allied -stakeholders, 
and students can take one, all four or any other combination^ in any order 


Kelly Burke, IACF% Program Manager for jTiVenlie Justice and Child Protection, 
says the IACP began developing the program in early 201 2 and did not create 
it as a specific response to the tragedy at Sandy Hook Elementary on Dec. 14, 
2QT2 Based or, a two-day classroom training program called Partnerships for 
Safe Schools, IACP developed the online version In response to the ongoing 
financial struggle faced by many departments, particularly small and rural ones. 
Many law enforcement agencies are doing more with less and are not able to 
release staff to attend classroom trainings - even lACP/QJJDPs no-cost training. 


"We wanted to present the training m a way that really engaged the user, so we 
partnered with a sped a list in developing training and online curricula for law 
enforcement. It's not a static PowerPoint webinar, it uses an interactive seif- 
paced design/' Burke says. "It's designed so it can be used at Work, in the car. 
on smartphones and tablets as well as computers We've been hearing about 
e-learning for a white, now we Ye moving Into f rn(mobi i ej-1 earn ing/ Instead of 
having to take eight hours of training in one sitting, this lets them break it down 
into what's feasible with their schedules. However; they do have to complete 
all activities before they can advance to the next step and then finally get their 
certificate," 


One of those activities focuses on dealing with an active threat In a school, but 
the training also addresses other situations that might require establishment of 
an Incident command post, such as an explosion In the chemistry lab, a student 
threatening to commit suicide, an abduction on school grounds or a vehicular 
accident on a nearby street. 


"It covers all different types of school crises. Both the classroom and online train 
logs are based on: the- Federal Emergency Management .Agency crisis model," 
Burke notes. 



































































































































































































































































































































































































Partnerships for Safe Schools has been: delivered 
39 times in the past 13 years to more than 1,700 law 
enforcement and school personnel from 32 states, 
the District of Golumbia and the Bahamas. Based on 
the initial positive reaction . Burke feels the online 
component has been, and will continue to be, as 
worthwhile In: terms of bringing: school safety to 
many more practitioners. 

The training also targets school administrators, 
other public safety professionals and community 
leaders who are invol ved in school emergency 
response, with one module specifically focusing on 
developing a safe school planning team: "We need 
to recognize who the stakeholders are it takes more 
than law enforcement and emergency responders 
such as fire and EfvlS, It'd administrators, its teach¬ 
ers, it's mental and behavioral health professionals, 
ft's faith-based leaders in the community, it's neigh¬ 
bors who live: near the school and more. They're ail 
stakeholders and the training can benefit ail. 
of them, " 

For more information and to register, visit: 
h tip: //el earn ing *■ courses . n a t/'iacp. 
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Developed with the Denver Health Department of Emergency Medical Services 
Education and the Denver Police Department Metro SWAT unit, and offered 
through the National Association of Emergency Medical technicians (NAEMT) 
(http:/7www.naemt.org/education/GourseDirectcry.aspx5 f LEFR uses elements of 
training provided to U,S, military medics combined with other principles devel¬ 
oped by NAEMT's Prehospital Trauma Ufa Support (PHTLS) Committee It meets 
the recommendations of ” Improving Survival from Active Shooter Events: The 
Hartford Consensus joint Committee to Create a National Policy to Enhance 
Survivability From Mass Casualty Shooting Events," released by NAEMT on April 
2, 2(513 (http: Awwwmaemt:Gfg/Librar!es/Tt« urna^2iOResouices/Ha rtford%2Q 
Cbnse n $U s%:2QDocument%2Qf : in a i^o204-8-i 3.sf lb) 

'’We've seen so many incidents nationally -* and internationally ~ in which a 
large number of casualties have occurred. If you look at many of these Incidents, 
police reach the scene rapidly but EfvIS entry Is delayed until the scene is secure. 
What we wanted to do is give the police officers who are first on the scene of 
an active shooter or other mass trauma inciden t the necessary medical tra i ning 
to perform the very basics of i if ©saving care," says Dr. Peter Pons, associate 
medical director for Pre-Hospital Trauma Life Support at Denver Health Medh 
cal Center arid an emergency physician, "The military has a two-day advanced 
level training course and we thought a lot of the principles they teach also 
made sense for police officers. However; we’ve adapted it Into a one-day civilian 
course." 


Pons: already an existing relationship with PHTLS, and 
worked out an agreement for the Denver agencies 
to develop the training and field test it on a focal 

level, at which point NAEMT would begin to host ***&?*<«* 

and offer the program on a national level. Work ^ 

started on the project in early 2013, and as of 

mid-August, the pilot portion of the project had ****** 

ended successfully and more than 50 LEFR ses- 

sions had been scheduled nationwide. Training vv 

at the medical center in Denver costs only $10 

per participant to cover certincate printing 

costs, thanks to a combination of Urban Area 

Security initiative and local funding. Costs at 

other locations around the country will vary, 

find out more by visiting the N AEMT web- 

site listed above, by emailing education® 

naemt.org or by calling (8G0j 346-2368. 

For more Information on training specific ^ 

to Colorado, visit https://www.co.train. 
org/DesktopShel I. aspx. 

Pons says there are no pre-qualifications needed to take the 
course, which Is "really designed for the lav provider We recognize that 
police officers frankly have had very little medical training. And the evaluations 
on the part of the officers who have taken it have been phenomenal. " 
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in addition to those columns fitted with: the number 5, those: 
phenomenal: evaluations have included the following com¬ 
ments:: 

" Amazing training, especially the way it was taught for 
non-medical [trainees]. \ feel comfortable at this tune to be 
able to get; involved with an injury.. .and at least do what is 
possible to save someone's life." 

"Very informative and helpful seen a nos force you to think: on 
your feet." 

"Great class. Excellent practical. Thanks for caring for your 
brothers In bluer* 

"Material was presented in such a fashion that a person with 
no EM5 background such as myself was able to understand." 

"Glad: to see Us being taught: to administer aid instead of 
waiting for rescue." 


The aid that participants learn to administer in dudes the following: 

* Immediate steps for hemorrhage control., including external hemorrhage con¬ 
trol direct pressure and wound packing, early use of tourniquets for severe 
hemorrhage, internsi hemorrhage control by rapid evacuation, and transpor¬ 
tation to major hospitai/traurna center. 

* Appropriate application of a toumiquet: to an arm or leg. 

Airway control techniques and devices. 

« Application of a topical hemostatic dressing (combat gauze). 

» Tactically relevant indicators of shock. 

Pons says the morning; session consists of a combination of classroom lecture 
and practice at skill stations, while in the afternoon, participants get a chance to 
apply the skills they've learned in several scenarios:: "Some of them use actors, 
some use mannequins that bleed ; They all replicate scenarios; officers could 
possibly face in the field. We focus on medical care issues, not on tactics. Every 
police department has its own approach to tactics, and we’re not trying to teach 
them tactics to use in an active shooter or hostage situation. We Ye teaching 
them what to do medically if that Situation ends with a casualty." 
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* Crisis Management for School -Based incidents: Partnering Rural law: Enforce¬ 
ment, First Responders, and Local School Systems,'' a free training offered by 
the Rural Domestic Preparedness Con sortium (RDPC) and; funded by the U S- 
Department of Homeland Security, focuses on how to handle school crisis 
events, including an active shooter situation in a rural K-12 school environment 
where resources are limited and interagency assistance is many miles away. In¬ 
structor Scott Lowry says the most important goal of the training 1$ to teach par¬ 
ticipants- Including school personnel, law enforcement and other first respond ¬ 
ers such as EMS and fire - to recognize the limits they have as a community and 
to find ways to mitigate the lack of resources: '‘People have to take on multiple 
responsibilities in a moment of crisis and it's Important for the community to 
identify the gaps ahead of time.." 

One community that recently 
h osted such a traini ng is th e 
small western Montana town of 
Libby (population approximately 
2.700), located in the Kootenai 
National Forest between the 
Cabinet Mountains to the south 
and the Purcell Mountains to 
the north. Lisa Oedewaldt, who 
wears three hats herself (deputy 
director of emergency manage¬ 
ment, public health emergency 
preparedness coordinator and 
flood plain manager), heard 
about the training through a 
local school administrator and 
first participated In: a session 
in the reservation com mi unity 
of Browning. Oedewaidt was so impressed she then worked with the Montana 
Department of Disaster and Emergency Services and RDPC to bring a session to 
Libby on April 1, 2013. 

'' Scott took our high school (560 students, grades 7 -12) and developed a sce¬ 
nario focusing on dealing with an active shooter there ; I told him what our area 
was like, who coordinated with whom and how the agencies worked together. 
Scott incorporated all of it into our scenario, including how remote we are and 
how if we had to close the one major highway, we'd be completely cut off," 
Oedewaidt says. "He made the principal decide to change the way the school 
does tockdown drills and the local police decide to go from waiting for backup 
to the first person on the scene goes in. They really changed the way they plan 
to handle things because of the training." 

She adds, "We went through pictures of each school and: looked at things like 
placement of bushes, and he encouraged them to think about ways to improve 
safety. It was just so interactive and e verybody got ihva! ved. ,, 

"Everybody" included officers from the six-person Libby Police Department, the 
Lincoln County Sheriff's office, the Montana Highway Patrol and the U S. Forest 
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Service police. The latter thf^e agencies have a total of 32 officers for the: entire 
county, which includes two other school districts that have not yet participated in 
the training. 

''in dealing with extreme rural areas like Libby, a lot of the conversation during 
the day focuses on what they need to do and how to do it with limited resouro 
es. In metropolitan areas, where they can pull from the adjoining jurisdictions, 
the demand on the community is not as great," Lowry says. 

In the eight hours of instruction time, Lowry works with rural areas on developing 
emergency plans that they maintain as living documents, performing a school 
vulnerability assessment, looking at available assets and developing a strategy 
for threat assessment management. 

"Our philosophy is if we prepare for the worst case scenario, everyone will still 
respond appropriately to any lesser incidents. We talk about making appropriate 
decisions, such as when to stay in the classroom and when to go out the win¬ 
dow," Lovvry says. "We want to educate our teachers to make rational decisions 
during irrational times so they can further ensure the safety of the children in the 
classroom." 
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For law enforce me fit parti cl pants, the objective is to teach: them: to train in the 
way they expect to respond, because in an emergency, they will instinctively 
respond the way they were trained. One of the main objectives of this training 
is to get law enforcement: and school personnel on the same page to ensure 
coIiaborative: strategies are in place for effective crisis prevention;, response and 
recovery in th e K-12 en vi ronment. 

The training also emphasizes the recovery phase, because, Lowry says, many 
jurisdictions do a good job with emergency operation plans and lockdown drills, 
but "what escapes a lot of people is post-incident recovery. When children have 
experienced a traumatic event, the mental health aspect needs to be engaged 
immediately thereafter. The ultimate go3i is to get back to normalcy as a com¬ 
munity, and the mental health portion Is critical to that. Chard on High School in 
Ohio immediately implemented a mental health and recovery phase that should 
become a model of how to recover from a school shooting." 


RDPC offered AWR 148 "Crisis Management for School-Based 
Incidents: Partnering Rural Law Enforcement, First Respond* 
er$. and Local School Systems" 316 times and trained 8,925 
individuals from May 2009 through May 2013. Requesting 
agencies must be vetted and, if approved, need only provide 
a classroom equipped with audto/vi'suai equipment large 
enough to accommodate between 20 and 40 participants. 
Interested persons who cannot attend a training session may 
take a Web- based version . More than 900 individuals have 
taken advantage of the web-based option as of May 2013. 

To request this or any other RDPC course , visit http://www. 
rurakraining. org. select tire jink for "Request a Course " and 
complete the online form. You will be contacted to complete 
the verification process , and receive a date and an instructor 
Requests can also be made by caking toll free to (877) 855- 
RDPC. 
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"Terrorism Response Tactics,* the second level of the Advanced Law Enforce¬ 
ment Rapid Response Training Program offered by the ALERRT Training Center 
at Texas State University - San Marcos, takes officers to the next step to take 
after an active threat has been neutralized "About two years ago, we realized 
that officers are getting really good at learning how to deal vyith an active threat 
and stop the killing,:but they didn't know how to stop the dying after they put 
the bad guy down. We want to give them the tools to save as many lives as we 
can/" says ALERRT Assistant Director Terry NichoiS. 

The techniques taught In the 
course derive: from tactical 
combat ca sue Ity care methods 
developed by the Ih 5. Army 
Over the past W years, and 
the! Army's Dr. Robert Mabry 
serves as medical adviser to the 
training: "The chief prevent¬ 
able reason why people die In 
combat is external hemorrhage 
from injuries to limbs. We've 
trained soldiers to deal with 
I ife -threaten In g loss of blood, 
and ALERRT Is now teaching 
police officers how to pack 
wounds with hemostatic gauze, 
how to apply tourniquets, how 
to position people so they can 

breathe and not. drown in their own blood, ALERRT teaches these techniques 
at an appropriate level for law enforcement use. We don't need to make law 
enforcement officers Into trauma surgeons, but we can give them effective tools 
so they can do what a trauma surgeon would do in the same circumstances. If 
you kill the bad guy, but three kids bleed to death before EMS gets there, the 
mission has still failed." 



Photo by Oiana- H^nUricfcs 


Nichols says the training - which can take place in either a scheduled class at: 

San Marcos or "on the road" at the request of a local jurisdiction - works best if 
firefighters and EMS personnel from the same jurisdiction all participate. The first 
day of the class provides instruction for students on basic medical skills including 
the use of tourniquets, improvising tourniquets, wound packing, bandaging and 
Ijfts/drags/earries, On the second day, students learn: triage and Iinkvup proce ¬ 
dures. and review tactical considerations for responding to an active shooter. 

The class includes multiple force-on -force scenarios where officers must first stop 
an ongoing threat and then experience several ways of dealing with numerous 
injured victims, including taking the wounded out to fire and EMS as well as 
providing security for fire and: EMS to enter a crisis site . 

"The primary concept we want to enforce is what we can do immediately on the 
scene to save lives, which is mainly hemorrhage control. Officers also have to 
•earn there 3re some injuries they canT work on, such as a penetrating gunshot 
wound to the abdomen. That requires an operating room and a trauma team 
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They learn how to prioritize which injuries 
need immediate attention end which ones 
can wait/' Nichols says. "Activethreat train¬ 
ing is great., but this class; is what happens 
after the shooting stops, it focuses on saving 
lives and integrating those efforts with fire 
and £mr 

Nichols says that Integration requires phil¬ 
osophical and policy changes, because tra ¬ 
ditionally fire and BMS won't enter a scene 
until it has been Secured: "They will have to: 
learn to let law enforcement define what is 
secure, to trust law enforcement to provide 
cover and keep them safe, it starts with hav¬ 
ing 3 discussion about working together and 
talking together. If they've trained together, 
it's going to help build that needed trust* 


La w enforcement officers in : the state of Texas who complete "Terrorism Re¬ 
sponse Tactics-Active Shooter Level IS” receive a medical kit to carry In their 
patrol cars that includes a tourniquet, shears, hemostatic gauze, field dressings 
and sterile gloves, {Students from outside the state receive instructions on how 
to set up their own kits). One student who has already put his: kit to good use 
is Officer John Mahoney of the New Braunfels Police Department, who found 
himself ce i led to the scene of major vehicle accident in summer .2012 

Mahoney said he arrived on the scene shead of the: paramedics and found a 
woman who had her right leg caught between her motorcycle and the pickup 
truck that struck her. The victim lay on the ground bleeding from a severed ma¬ 
jor artery, and a bystander exclaimed "she's bleeding out/’' 

Mahoney retrieved his medical kit and applied a tourniquet to what paramedics 
later termed a life-threatening injury. He received a departmental award for his 
efforts. 

"My department has encouraged everybody to take Levei I Active Shooter 
training. After going, I learned about other classes and started taking them on 
my mmy Mahoney says> 

"Normally at that type of accident we would just provide traffic control, but it 
had been only a couple of months since j took the training, and after thinking 
about it for.just a moment, I realized that I had the training. I had the equipment 
and I could help her," he adds. 

To read aboi/i active threat training, see "Meeting an Active Threat Head-On” 
on p. IV To learn more about all of the ATERRT training programs m Texas UnT 
versity-Sm Mateos, visit httpValerrtiorgA 
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In addition:to its ongoing: training programs,: the School Safety Advocacy Coun¬ 
cil (SSAC) has introduced La w Enforcement Educational foeseoce foEER), 3 two- 
day School Safety Certification Course for Patrol and Reserve Officers, 

" As a result of the recent tragedy at Sandy Hook, we worked with law enforce¬ 
ment and school administrators from around the country who are subject- 
matter experts to create this program." says SSAC President Sean Burke. "If law 
enforcement agencies nationwide stationed 3n officer in every school, it would 
take one-third of the sworn officers in the country, 

"The basic idea behind LEEP is to get local law enforcement more involved with 
the schools in their jurisdiction. LEEP promotes the idea that schools can have a 
satellite office in their buildings where officers on patrol, officers from specialized 
units, eon set up a schedule to work out of that office part time. That way, they 
get to know the administrators, they get to know the students, they get to know 
the layout of the building, If an emergency response is needed, there is an offi¬ 
cer who knows the school and has a relationship with the students and staff: The 
majority of the potential school shootings in this country that have been averted 
were stopped because students provided information to an officer with whom 
they had developed a relationship," 

To learn more about the available training on how to establish a LEEP program 
in your area, visit hrtp.//www,schooisafety911 .org/jndex.htmI, the SSAC web- 
sue. The site also offers information on other specialized services and trainings 
offered by SSAC, which has trained more than 100,000 law enforcement officers 
and education professionals In. the United States: and abroad. SSAC also offers 
the foliowing on a regular basis: 

« Basic School Resource Officer Certification Course. 

* Advanced School Resource Officer Certification Course. 

* Emergency Management Response in the Educational Setting. 

* Gangs 101: What Every Educator and $RO Should Know. 

* School La w & Liabil ity 

* School: Safety Leadership & Supervision. 

* When Tenor Goes to School - Understanding the Threat of Terrorism in 
Today's Schools. 

In addition to several: specialized-trainings:on bullying, SSAC holds two national: 
conferences each year, one of them the largest conference on bullying in the 
United States. The agenda far the: other 2013 event focuses on emergency 
response and: school shootings. Details on upcoming conferences can also be 
found on the SSAC website 

"The unique thing about SSAC is that ail of the instructors we employ are 
subject-matter experts who remain active in the field. That’s what sets us apart." 
Burke says. "There are training programs out there that just focus on school 
staff, and trainings that just focus on law enforcement, but we bring together the 
community, the schools and local law enforcement to address school safety and 
bullying. We see school safety as a community-wide responsibility." 
























































































































































































































































•"The SRQ is always the immediate first responder to any and all incidents that 
happen: on campus/' says Kevin Quinn, president of the National Association 
of School Resource Officers (NASRO) "That's a very critical aspect of the job. 
There's no response time, because we're already here. In the time it would take 
somebody in the office to pick up a phone, call 911 and tell a dispatcher, who 
would then relay that information to an officer who isn't familiar with the campus, 
I would have already walked down the hall and been on the scene.* 

SRQs play two other key roles in addition to cove ring 
their beats at the school. They visit classrooms and 
make presentations on school safety, traffic laws, 
general law and crime prevention; and they confer 
with students, parents and family members on legal 
problems and crime prevention. 

NASRO, founded in 1989, provides training and other 
resources to help SR Os perform all of those roles 
better. T he organization offers basic and advanced 
training for SRQs and managers, as well as special' 
i zed training in legal issues affecting school safety. 

Quinn says that requests for training have "explod¬ 
ed" in the wake of the Dec. 14, 2012, shootings in 
Newtown, Conn., with NASRO scheduling approxh 
mateiy 50 training classes in the first eight months of 
2013. For more information on NASRO, its trainings 
and its annual conference, visit the NASRO website at 
http://www.nasro.org or call (888) 316-2776. 

M i wish the Sandy Hook shooting ne ver happened 
and very few people knew that we existed," says 
Quinn, whose organization saw both its membership 
and attendance at its annual conference decline 
sharply during the economic downturn that started in 
2008.' 

"Since It did happen, we want SROs end law enforcement agencies everywhere 
to know what we are all about and that we^re here to help." 

Kevin Quinn wrote an opinion piece for CNN as part of a special series on 
school safety that ran in mid-January 200. Vdu can read it at http:// 
school softh ought hlogs.cnn.com/'2013/01 /17/my • view* more-school- 
resQUtce-officers-moresafe-school-comrnunWes/?hpt-hp_hn l. 
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One of several components of a 2012 state Initiative titled ''Safe Schools for a 
Better Tomorrow (SS8T)," New Jersey's requirement for schools to participate 
in unannounced security drills began in January 2013. Anthony Bland, the State 
Coordinator and head of the Office, says that whereas many states don't require 
school safety drills at alt New Jersey mandates active shooter, bomb threat, 
non-fire evacuation and lockdown school security drills, and provides checklists 
and guidance on how to set up and execute them. 


"Via the M.O.S.S. process, my 
staff also schedules visits to 
designated fvhG.S.S. school 
districts to observe drills from 
an outsider's perspective, one 
drill each at elementary, middle 
school and secondary school 
levels," Bland says, "We meet 
With stakeholders and provide 
written feedback, diagnos¬ 
ing and prescribing just tike a 
doctor.” 

Bland and his staff also provide 
much more to schools than just 
oversight to drills. The New 
Jersey SSBT Initiative provides 
direct technical assistance to 



schools, coordinates with ideal: law enforcement and facilitates increased com 
munlcation between school administrators and the public safety community: 

"We want people to know that in New Jersey we are progressive and we are 
doing good things." 

The "good things 1 ' that make up the SSBT Initiative include, in addition to 
the Statewide School Security Drill Audit, Making Our Schools Sate (M O.S $ } 
Districts (which provide technical assistance), Securing Our Schools (law en¬ 
forcement; training)^ half-day school security conferences in each county Surf's 
Up (Internet Safety training), symposia for nonpublic schools, ways to improve 
communication and surveillance infrastructure, and a upcoming model template 
for the state's required district-wide safety and security plan. 

Bland says his office supports the initiative by providing statewide, regional 
and local training, and offering checklists and other supporting materials. The 
strength of New Jersey's efforts has impressed many, including several state rep- 
resentatives from Pennsylvania who have looked at possibly modeling programs 
on their neighbor's. 

"Our state has been very aggressive; in making sure that our school districts have 
strong guidance, and we have the potential to provide training and technical 
assistance to other states across the nation related to school security drills, best 
practices and planning," Bland says, adding it has taken New Jersey a number 
of years to develop and fine-tune Its programs. Although the SSBT initiative 
launched in early 2012, New Jersey intensified its focus on school security fol¬ 
lowing the West Nickel Minesy Amish School house shooting in 2Q0& 
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That incident, Bland says, became the 
Impetus for convening a K-4 2 School 
Security Task Force that includes 
county and state officials, school ad¬ 
ministrators* school resource officers 
and police chiefs, and community 
stakeholders In developing a safe cub 
tu r0/ ail-hazards approach to address 
events varying from earthquakes and 
hurricanes to active shooter threats. 

Bland says that New Jersey schools 
and: Communities have responded in a 
very positive way to the state's initia ¬ 
tives and requirements, taking pride 
in the knowledge they have practiced 
and they are prepa red, but he adds: 
"There's no magic that will eliminate 
all senseless: acts of violence. People don't tike to hear that, but W$ true. We 
have great plans, and great guidance?,, but there's no way to stop everything. 

‘Ml another state needs help with similar initiatives, we are here to help. We 
travel along this road together and we are a nation of one. 1 ' 

You can visit the following links to /earn more: 

* Office of School Preparedness and Emerge my Planning: 
http://w ww. state, nj. us/education/schools/ security/ 

* Safer Schools for a Better Tomorrow: 
http://www f MA^^^ 

* Checklists: 

http:ZZWwwstate,rt}.usZeducatianZschooisZ$ecurityZtaskZaurfitsZ 
« Safety Plan requirements: 

h itp://www,sldie. nj. us/educa tion/sch ools/secu ri fy/req/req.pdf 

Or contact Anthony Eland at (609) 584-4297 or {609} 833-6684 or email anthony. 
hi and®doe sta tern}, us. 
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"Attention Students and Staff," a 15-mtnute training video, can be Obtained via 
secure download by schools and law enforcement agencies nationwide, and 
Agos says the Gurnee Police Department and Woodland District No. 50 are 
very excited about sharing the product with other agencies - although that pos¬ 
sibility was far from their minds when the project started. Three days after the 
Dec, 14, 2013, tragedy in Newtown, Conn., Ages and Gurnee School Resource 
Officer Jim McDermott met with Woodland's school safety team, which included 
distnei superintendent Dr. Joy Svvoboda; Lori Cas^y, associate superintendent 
of education; and principals from each school building about the district's safety 
plan. Out of that meeting came the goal of creating a training video for substb 
tute teachers and other support staff brought into the school system after the 
annual August lockdown training, Agos drafted a. script and asked his brother, 
Chicago-area professional actor Chris Agos, for input Chris Agos not only 
provided feedback on the script he offered his services as narrator and creative 
consultant. Free of charge. 

Another piece of the project fell i nto place when Agos 
asked Matt Till, a fel low ch urch member and instructor 
for the Television pepartmientat Columbia College. 

Chicago (one of the largest art colleges In. the United 
States) about the possibility of borrowing a camera to 
shoot the video. Through Till's efforts,; Columbia Col¬ 
lege responded with donated equipment, a camera 
■and lighting crew, student volunteers to edit video 
footage and compose music, and assistance, along 
with Chris Agos, with a casting call for offleer/aaors. 

Tom Agos said once word got .around about the proj¬ 
ect, a local salon donated hair and makeup services, 
a nearby restaurant provided food for the day of the 
shooting and "it turned from a little idea into a gigam 
tic project with more than 60 volunteers involved. It 
really took off and all of the donations were a huge 
blessing. The result was a very professionally con¬ 
structed piece that cost zero dollars to produce." 

And with that came that realization that "this is lust too good not to share, it's 
too well done and involved too much of a huge community effort to keep it to 
ourselves. I wrote the script so that any school district could use it t? they felt 
it fit into their program. Other schools may have the same problem we have 
with hires brought in after the annual training, or for a small school district just 
beginning to look at school safety, it might be something they could use to build 
a program/’ 

The video Is not appropriate for a student or general audience, and Agos will vet 
all requests to ensure they come from school districts or law enforcement agen¬ 
cies. Qualifying entities will receive a secure link to download the video; just one 
week after its release, he.had Fielded more than 100 qualified requests. 

A trailer far Attention Students and Staff can be viewed at http://wwvv youtube. 
com/wdtch?vHhudUhr1DA&feature^youtu.be. To request s copy of the video . 
contact Tom Agos at $a fetyvideo &poiice . gurnee. iiu$ or cal! (847) 599-7Q8Q . 
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uses "ft Can HappenHere," a 20W video produc&dby the Weapons and Pro¬ 
tective Systems TechnologyCenter ofExcellence fWPSTCh as one tool to help 
promote that message. 


"If you look at the SRQ [school resource officer] program, it's just: one piece of 
the pie . There ere other stakeholders who need to be involved in changing the 
culture of a school, in preparing practice drills, in encouraging reporting," Kiss- 
ane says. “The video helps bring the message to everyone that they need to be 
prepared;" 


He uses “It Can Happen Here" 
in presentations to principals and 
community: leaders, and ail newly 
Hired SROs in New Jersey receive a 
copy to take back to their schools. 
(Kfssane also serves as the president 
of the New: Jersey Associ ation of 
School Resource Officers and as a 
member of the New Jersey Gover¬ 
nor's School Safety Task Force.) 

According to Drs. Timothy Brungad: 
and John Leathers, co-producers of 
“It Can Happen Here," the docu¬ 
mentary is designed to put a face 
on school safety by informing and 
encouraging school safety stake¬ 



holders to prepare for emergencies. Released In 2009, the video focuses on the 


Coiumbine and Pi a tie Canyon school shootings in Colorado and the valuable 


lessons that communities can. learn from these tragedies. 


Produced by the WPS7C for the National Institute of Justice (NU), the 60 minute 
video includes interviews with victims' parents, school administrators and local 
law enforcement. It also examines shootings at the West Nickel Mines Amish 
School, other U S- schools and schools in other countries, and discusses technol¬ 
ogy solutions that can help law enforcement, including less-lethal technologies, 
metal detectors and enhanced use of surveillance cameras. In addition, the 
video offers a list of resources such as websites, reference materials and contacts 
for help with writing and implementing school safety plans. 

Since its release. "It Can Happen Here" has been used as supplemental mate¬ 
rial in New Jersey's mandatory 40-hour training for SROs and their chiefs, says 
Klssane, who served as a member of the NjJ School Safety Technology Working 
Group that provided subject-matter expertise during video development. 


“The beauty of this tape is that the message is just as powerful and strong now, 
perhaps even more so, than it was when it was Initially produced," Klssane 
says. “Around the country, everyone is consumed with school safety and they're 
talking about the need for more police or more armed guards, but it takes a lot 
more than that. It really does take a village " 


for information on how to obtain copies of "It Cm Happen Here ," go to 
https://myw,jmin^^ 
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Say what? A judge questionmg mors about how they arrived at their verdict 
asking them to telf what influenced them in an open courtroom? 

No, not a courtroom. A class room. A classroom at Winters Mill High School in 
Maryland's Carroll County, where students just participated In a mock trial of a 
classmate charged with possession of marijuana. A mock trial orchestrated and 
led by two Carroll County sheriff's master deputies, co-teaching this Health I 
class as part o f the coun ty 's new "Adopt a School Program . “ 

L^unehed with the start of the 
school year in August 2013, 
the classroom component adds 
another dimension to the Adopt 
A School program, which started 
with a patrol presence in the 
county's 44 schools following 
the events of December 2012 in 
hi ewtown Co no, Office rs from 
the county's five municipal police 
departments and the Maryland 
State Police joined sheriffs dep¬ 
uties in doing patrol checks and 
unscheduled daily visits to every 
school, getting to know students 
and teachers and offering an increased level of security; 

Larry Paries, the school system's coordinator of security, explains that despite its 
nearness to the WashIngtomBaltimore metropolitan area, Carroll County remains 
relatively rural, with just more than 100 patrol officers (Out of 214 sworn officers). 

"We didn't have the resources to hire school resource officers, and we think 
we came up with something unique that gives us a lot of 'bang for our buck/ " 
Panes says. “Every patrol officer is Involved in security instead of just a few. They 
stop in and eat their lunches, they take in their laptops and fife reports, they walk 
through the school and get to know everyone there." 

Although the patrol component started almost immediately after the shootings 
at Sandy Hook Elementary, working put the: teaching component took some 
brainstorming and planning over the course of several months. Dawn Rath go Per. 
assistant supervisor of Curriculum and instructional Resources, and Chief Deputy 
Phil Kasten led the team that developed the teaching component. 

'We agreed that DARE had been a good thing for fee county, and we didn't 
want to lose that instructional component but we wanted to build on the DARE 
experience. We came up with this Idea to include foot patrols and being visible 
around fee campus, yet still getting to know the kids and develop relationships 
with them in the classrooms," Ralhgeber says. "I'm so pleased the classroom 
interaction will continue. Police officers are people too and we didn't want to 
Ipse the foundation we already is Id, 4 ' 

Whereas DARE presents a structured IG-day, in-and-out of the classroom com¬ 
ponent, fee Adopt a School curricuium features officers co-teaching several dif- 
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fereht units with a certified health teacher, including the dynamics of entergen cy, 
hike safety, ''stranger danger/' the legal eon sequences of underage alcohol use 
and drug use, strategies for dealing with peer pressure, cyber-bullying and on ¬ 
line safety. Collaborative instruction takes place throughout the school system* 
as students in the second, fifth, seventh and eighth grades participate along with 
students enrolled in- secondary school Health I. Carroll County has trained 20 
officers from the various law enforcement agencies, with those from municipal 
agencies teaching in their towns, and sheriff s deputies and state troopers teach¬ 
ing at the other schools. 

"We did an interview process and selected people based on their ability to give 
a presentation as well as their written and oral communication skills. They went 
through a one-day training before the school year, working with instructional 
staff frpm the schools/ f says fasten.; "We think that adding the officer to the 
teaching team : gives therm the chance to enhance the lessons based on their 
experience/' 

Two of the officers selected, Master Deputy Worthington Washington and 
Master Deputy Jeremy Holland, worked with health teacher Salvatore Picataggl 
to create the mock trial that drew avid participation from Winters Mill students. 
Washington, a veteran of the DARE program, calls Adopt a School a good part¬ 
nership that gets students used to seeing officers in class and "lets them get to 
know us as people and not just officers. By interacting with them, they can feel 
comfortable coming to us tf they need our help as offerers. The teachers like us 
coming : in too " 










































































































And Holland* who became interested in working in a school system due to a 
positive relationship as a student with the SRG at Franklin High in suburban 
Baltimore (Reisterstown), says he feels very optimistic about what’s going on in 
Carroll County: "1 feel very optimistic about the program. 1 hope that each of 
these kids, from my being here, will make the right choices when they're faced 
with them/" 


Sheriff Ken Tregoning shares Hoi land’s optimism, and in addition * calls the 
Adopt a School program a very innovative one; "We're applying more resourc¬ 
es into the schools and we're improving physical security inside and outside 
the schools. We’re using more deputies and. police officers to make sure our 
schools are secure. There’s b visibility and a presence, and they also interact 
with the students on a personal basis. It brings law enforcement, school admin ¬ 
istrators and students closer together." 


Carrojl County Superintendent of Schools 
Stephen H. Guthrie echoes his sentiments 
about providing visibility along with the 
educational components, "and the ad¬ 
ministrators know a familiar face, and they 
know they have a person to call who knows 
the history of the school and knows the 
students. I also don’t want another school 
district that might; want to do the same 
thing to think this all came together out 
of the blue, it was fostered in more than 
a decade of good relationships between 
Larry {fades} and local law enforcement, 
that's why it came together so easily and 
quickly To replicate it would require a lot 
of groundwork," 

for mote in formation on Carrol! County's 
Adopt A School program , contact Larry 
fanes at (4 TO) 754 -3171 or email ieferie® 
cdrroIikt2.org, or Dawn Raihgeber at {410} 



386-1687 or email gdraihg^k.arrollk1 Z org. 

A/so, a more detailed article and accompanying video can be found on 


JUST NET, the website of the National taw Enforcement and Corrections 


Technology Center system. 
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Police and school officials in Goodyear, Arte.-, have set up police substations in 
three elementary schools, increasing police visibility and fostering communication 
between law enforcement end the school community. 

Under the program, officers slop by the schools during the day and use office space 
provided by the schools to do paperwork or make phone calls during their shifts. 
Officers are not assigned to a school or required to go to 3 school their schedules 
and duties on any given day determine when they can drop in and use the office, 

"it's a great opportunity to have police visibility on campus." says Lisa Kutls, police 
public information officer. "Having police officers on campus acts as a deterrent to 
crime. It also paints officers as positive role models, and some officers enjoy stop ¬ 
ping in durtng lunch time and interacting with students. The program is also fiscally 
responsible because there are no out -of-pocket costs to the school district: or the 
police departmeni" 

Gina DeCoste. principal of Mabel Padgett Elementary School (825 students), pro¬ 
posed that police set up a substation at her school following the school shootings in 
Newtown, Conn,, in December 2012 The program began in early January at Mabel 
Padgett, and expanded to two more elementary schools, Westar Elementary and 
Centerra Mirage School Later in winter 2013. 

"The kids love it, they think it’s really cool having a police officer on campus/ 
DeCoste says. " Usually the officers take a walk around and see the kids because the 
kids get so excited, and the parent feedback has been extremely positive; 

"Having officers on campus provides a positive role model for students .and peace 
of mind for parents and staff. In addition^ the police car parked outside adds a visual 
deterrent to someone wanting to commit a crime." 

The school already had a working relationship with the police department, and die 
substation has furthered that bond. Police participate on the school's safety 
committee. 

"We are building relationships, and when issues come up where we want law en> 
foreemont advice, its nice that: i can Walk down the ha!i and say 'can I run this by you 
real quick?' " DeCoste says, "We had the foundation for a good working relationship 
with Goodyear PD; { and ! believe that has; helped make the substation successful." 

The Goodyear Police Department, 'with 94 sworn officers, serves a population of 
about 66,000 residents and is a suburb of Phoenix. The substations are located in 
three separate geographic areas of the city — the north, south and central areas of 
Goodyear — and encompass three separate school districts, all located in Goodyear, 
Fulltime school resource officers serve the cm/s high schools and are available to 
respond to other schools if needed, 

"The substations foster better communication with school staff and the student 
body and a fully marked police car outside Increases visibility and awareness of 
police in th e community." says Lt. Scott Benson of the Goodyear Police Department. 
"The students are great and we get very positive feedback. They find us approach - 
able and it gives them a better understanding of police. It gives them an opportuni¬ 
ty to see us in a different light " 

For mom: information, contact lisa Kut&at (623} 882~M63 or 
ikmis^goox^mraz.g <m 
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The Tucson Police Department can use Its advanced emergency medical kits to 
provide first a;d to victims of a mass casualty incident before emergency medical 
personnel arrive. The kits are designed to effectively allow police officers to 
render first aid and life support on the scene of a mass casualty incident similar 
to what occurred at Sandy Hook Elementary School or the attack on Congress¬ 
woman Gabrfeile -Giffords, her staff and community members. They compress 
the time It takes to stabilize injuries before paramedics arrive, according to Capt 
David Azuelo* Commander, Emergency Management and Homeland Security 
Division, Tucson Police Department 


An interim solution for patient care 
is necessary because paramedics 
will not typically enter a scene until 
police have located and stopped 
the threatfs), actions that often 
ca n take a con sider abb amount of 
time given the complexity of these 
incidents as well as the varying and 
contrasting information that: is often 
prevalent at the onset of an active 
shooter type of situation, 

"’Many time s Tire agencies will not 
come into a 'hot zone' so it is up to 
law enforcement to not only deal 
with the threat, but also provide 
stabilizing first aid to survivors until 



they can he transitioned: to para¬ 
medics,” Azuelo says. "The mass casualty trauma kits allow officers to bridge 
the gap by providing; immediate first aid during what is often referred to as The 
golden hour/ the timeframe that is most critical to patients suffering from trau¬ 
matic penetrating injuries, it gives a police officer without a tremendous amount 
of training in advanced medicine the ability to save lives/' 


"We recognize that a mass casualty shooting event is likely going to be one of 
the most difficult calls a police officer ever responds to, not just in terms of deal¬ 
ing with the threat, as that is something most officers are well prepared for," he 
adds. "Rendering aid In a timely manner to numerous severely injured victims is 
not something most officers deal with on a regular basis, therefore we recog¬ 
nized from 3 management perspective that we needed to ensure these kits were 
useful relevant and not overly complicated for pdf.'ee officers to use. We wanted 
a patrol-ready, easy-to-use, mass casualty trauma kit that would meet the needs 
of all of the primary injuries you would find in a mass casualty situation." 

Recognizing the need to bridge the gap of time it takes for police officers to 
transition patients to advanced life support care du nng an active shooter event, 
Paramedic Capt Kristopher Blume, also a tactical medic and the manager of the 
Metropolitan Medical Response System in Tucson, collaborated with the IS Si 
company to develop the mass casualty trauma kits for the police department 










































































































































































































































































































































































































































































































































































































































































The packs,: which fit in the trunk of 
a police sedan, consist of a large 
nylon case that contains six individual 
advanced first aid kits, along with ad- 
d it: on a I splints, bandages and trauma 
blankets. Tucson has eight packs, 
which cost approximately $3,000 each 
and were purchased with funds from 
the US. Department of Homeland Se¬ 
curity Metropolitan Medical Response 
System grant program (how defund • 
ed). The packs have been distributed 
to each of: the department's five patrol 
divisions and: to members of the full¬ 
time Special Weapons and Tactics 
Team, Every officer is certified in basic 
first aid but the police department; is 
working with the fire department to further refine training specific to the mass 
casualty trauma kits. 

■‘The packs are the result of awareness of the totality of what was occurring 
around the nation*-' Azuefp says, -'Mass casualty incidents are nothing new. 
These types of situations have occurred for decades. Law enforcement has a 
different mission than fire and paramedics, but we have recognized that we have 
to come together better because in certain situations, unless we can provide 
aid to those victims, the likelihood of their surviving long enough to get them 
to paramedics Is slim. We need to respond as quickly a$ we can to get them to 
paramedics and ultimately to the hospitals;" 

For more information, contact Capt David Azueh at (520} 837-7278 or 
d&s/id.azuelG®wc$on0z.gov. 
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Police in Virginia's Albemarle County are performing extensive safety audits on 
as! public schools as part of an effort to expand school security. Officer Steve 
Watson, a crime prevention specialist with the police department, explains that 
the county's school resource officers periodically performed safety audits in the 
past, but the county wanted a more In-depth process. 

Three officers from the Albemarle County Police Department attended a course 
in spring 2013 based on Crime Prevention Through Environmental Design (OPT¬ 
ED) principles. On completion of the three-day course, which is offered through 
the National Association of School Resource Officers (NASRO), participants are 
certified as NASRO school OPTED practitioners. 


"The schools worked with us to try and get the schools a little safer. It was an 
evolved, concerted effort/ Wat son says. 


The class the Albemarle officers 
attended m Kansas was the first 
NASRO school OPTED certification 
class held. According to the course 
description, OPTED “uses design, 
management and activity strategies 
to reduce Opportunities for crime 
to occur, to reduce fear and to 
improve overall safety of schools. 
The OPTED concept emphasizes 
the relationship of the physical 
environment, the productive use of 
space and the behavior of people, " 
The course includes 3 hands-on 
evaluation of a school and provides 
attendees with tools to use on their 
school campus. 



As part of their school inspections, Albemarle officers use a lengthy survey form 
provided by the Centers for Oisease Control and Prevention (CDQ to review the 
interior and exterior of the building and examine numerous aspects of school se¬ 
curity. The audit looks at organizational structure, meehanleal aspects and crime 
prevention techniques such as locks and surveillance cameras. 


“We use the CDC form every rime we do a school audit. Basically we are looking 
at the interior and exterior of th e school, " Watson says, "CPTED is a bout how¬ 
to Use the natural environment to create a safer school ---- proper landscaping, 
proper lighting, how to bring people into the entrance without problems and 
creating areas that discourage potential criminal act ivity. We are looking at how 
to manipulate the environment to make it safer." 

Officers consider numerous security issues when: evaluating a school. 


"My main thing is to look at access, who has access 3nd who is it controlled by/ 
Watson says. “When people are inside are they identified with visitor badges? 
Can people get in without going through the main entrance?" 












"Basically we take an initial impression 
when we arrive/' he adds. "We look 
at the perimeter and how boundar¬ 
ies are defined, U the school easily 
seen, points of entry main entrances, 
exterior of the building, and drop-off 
and pick-up areas. We look at parking 
areas, whether visitor parking and staff 
parking areas are separate and are 
they monitored by cameras. We look 
at pedestrian flow through the school 
property, whether it Is monitored and 
can It be monitored better We con¬ 
sider ail learning buildings, Including 
trailers and Whether they .are safe, 
locked, and wefi-flt. and whether the building doors get propped open during 
th e d ay/*' 

Police also look at the cafeteria and the interior office and whether there is good 
suive: i lance of the 1 obby area. They look at restroom s and th eovera II picture of 
how students can stay safe With other students. 

"The review Is pretty extensive. It's a little bit of everything," Watson says. 

The county has 2d public schools, Police began their school audits to June 2013 
and planned to complete most elementary school audits in 2Q13 and begin 
reviewing middle and high schools in 2014. The following year they would like 
to begin doing reviews of the schools they have already completed, 

"My goal is to have a yearly process and meet with administrators and see if 
there are additional safety concerns. Our main goai 1$ to make it a continual 
process," Watson says. 

Each audit takes between 30 and 60 hours to complete Officers present their 
findings and security recommendations to school administrators, including guid¬ 
ance on how to understand the 30-page CDC form ratings and photographs: of 
the schools to understand safety redesign recommendations, 

"The goal of the training is to have officers get those tools to take them back 
to schools and communities and evaluate their campuses through the OPTED 
principles to try to make the schools a safer place," says NASRO president 
Kevin Quinn, who is a school resource officer in Arizona, For more information 
prr NAS 80, see "The Immediate First Responder" on p. 22, 

for mens information. contact Officer-Steve Watson offfisA/foemarfe OpurJy 
Police at: watsons^afeemarfe.org. To learn more about the NASPO school 
CPTED course, go to h tip://wwYS. n$sro,org/con ient/sch oo hep ted- 
pmet/tionen^rnffiefetion. 
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found that the National Institute of Justice (NfJ) School Critical incident Planning 
-Generator {SOP'G) is the right tool to help with that process. 


"We Wanted to establish an ICS plan that wifi work so that we don't: have to 
come u p with one on the f|y in th e event of an emergency;" Fowler says. - We 
know which specific people need to be in specific positions. We know exactly 
what we need to do, I've been Working a lot with SC1P-G so that we don't have 
to reinvent the wheel. Tm able to use it to look at each school at the incident 
command level and determine what we need: to do to coordinate our response 
with school administrators." 


SQP-C3 provides step-by-step guidance 
for creating: a plan* using the most widely 
accepted law enforcement practices and 
procedures as the foundation. It can be 
found on: NUs Triple Play School Safe¬ 
ty Combo CD, which also includes "A 
Critical Incident: What to Do in the First 20 
Minutes'' and "School Crime Operations 
Package (School COP}," 

"My chief asked me to work up our intend ¬ 
ed response protocol in dealing with an ac¬ 
tive shooter, '■ Fowler says "We'Ve looking 
at the immediate armed response, and we 
train on different aspects of that, such as 
whether ife a hostage situation or whether 
there Is an active shooter inside a school Ai 



we could extrapolate from: this 


training as needed to apply to a workplace violence incident at a business. 


Sumter PO plans to involve the other law enforcement agencies in the county 
— the Sumter County Sheriff^ Office, South Carolina Law Enforcement Division 
and Department of Natural Resources Police — In the planning and training. In 
addition to using SOP G.. Sumter PD is in the process of conducting site surveys 
and taking pictures of every school. Computerized floor plans will designate 
command posts and which officers will be stationed where. 


Fowler says he is also sending letters to every school, asking administrators to 
designate a point of contact who will: work with law enforcement on developing 
the plan and then be accessible In the event of an emergency. The agency is 
reaching out to the county's public and private schools, which range from small 
rural schools to larger ones In the: more urban Sumter city area {population 
42,000 of the county's 108.000 residents); and include a University of South 
Carolina: branch campus. 


"We’ve? been working on this for several years. We've had training in the past, 
and every year we go through refresher courses," Fowler says. "However, this 
is the first: time we are undertaking an effort to put everything on record so that 
the appropriate people know exactly what their specific duties 3 re." 

You can download the Triple Play comho from http://srtbrc.org/downiGads/ or 
order it by mail at http;//$rtbrc org/iorm/view.php?id~9. 
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The Anne .Arundel County Mice Department released the free AAGo PD Speak 
Out app in fall 2012, The School Resource Unit designed the app to provide 
students with a way to communicate in a secure, private fashion. Students can 
walk into the office of a school resource officer \SRO) or use a phone tip line to 
report a problem, but police wanted to ensure students had another option to 
encourage communlcatipn. 

"We are trying to put more tools in kids' hands in an environment they are used 
to working with/' explains Lt. Doyle Batten, school safety section commander for 
the department. "We wanted to give kids as much anonymity 3s possible to let 
us know what, is going on. " 

The county's 125 schools serve ap¬ 
proximately 78,000 students. SROs 
are present in ail 12 of the caunty’s 
high schools and are authorized 
for 11 of the county’s 1 9 middle 
schools. 

The app is avail able through the 
internet at hupT/aacopdspeakout 
myappmame or through the Goo¬ 
gle Play store for Android products 
or via Tunes for iPhone users. 

Although the app is designed 
for public school students in the 
county, a parent or a private school 
student can use it as well. Police 
forward the email message content 
to Where it needs to go, such as a 
specific school or SRO. 

"Through all of pur research, we can't find any other police SRO agency that has 
tried this," Batten says. "We are Interested in seeing what direction this takes. 
We don't know how It might morph over time. We definitely see It 3S an avenue 
for Identifying bullying and gang activity." 

There have been several successful uses of the app thus far, according to Batten, 
involving students m emotional distress and bullying, 

"None of these were major Incidents, which Is exactly how we hoped it would 
go ^ intervention at an early level," Batten says, "Information Is the key to 
prevention," 

For mom information, contact Lt, Doyle Batten at dhdti.en($aaecuntyorg, (410) 

222-omo. 
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The Safe School Initiative, a project of the U S, Secret Service and the U,S. 
Department of Education {http://www.secret5ervice.gov/ntac„s$i.shtmr;, en ¬ 
courages schools to emphasize focusing on possible warning signs in student 
behavior, and to encourage students and faculty to pass along concerns instead 
of dismissing them as "it's probably nothing/' However, particularly among 
students, there is fear that reporting their concerns may make them a target, or 
they may get into trouble themselves If their suspicions prove unfounded. One 
answer may be an anonymous reporting system, one that allows students - and 
also faculty, staff and others - to confidentially express those concerns. 


As part of an existing Virginia state 
contract, Thomas Nelson Community 
College (T NCC) recently took the lead 
among 20 schools in the Virginia Com¬ 
munity College System and began 
using an anonymous reporting and 
prevention platform, joining second- 
ary schools and Institutions of higher 
learning across 13 U.S. states and Can¬ 
ada as innovators looking to improve 
student safety.: And halfway across 
the country in Tulsa v: the public school 
system has used the same prevention 
tool for nearly two full school years. 



Both campuses have already achieved positive results and used the innovative 


web-based platform to prevent potential incidents. 


Garth MacDonald, Emergency Manegement/Campus Safety Manager at TNCC. 
says when he took that job in March 201 T ft was with the understanding that 
looking at how the college of 16,000-plus students captured reports of potential 
issues and problems was a top priority. He determined that the existing in-house 
reporting system seemed cumbersome and difficult to access from devices such 
as tablets and smartphones; also, only the individual who first looked at a report 
h ad access to the information. 


”1 did some research and realized the company that did our online training for 
computer security also offered a software program for reporting activity and 
threats. We decided that was the right route to follow, and It has proven itself a 
very versatile tool. When a report comes in, all team members receive a simulta¬ 
neous notification, and any comments made are shared with all team members," 
he says. "The system allows the person making the report to upload pictures, so 
individuals can use their phones to back up their statements with photos," 

Jenna Whitsel, student services coordinator with ‘lbIsa Public Schools, described 
a similar research process, this one driven by a steering committee looking at 
how to address ongoing issues with bullying:: "We learned that best practices 
recommended a nonymous report ing, and we knew that students al ready have a 
problem with trust and don't want to tell anyway We knew we needed some¬ 
thing more than a shoebox with the words '‘Anonymous Reporting Here." 


o Awom'ivousKcrornNG ano pso/swon txmow m etr-s stop trousis v&'omn starts ♦ * 























































































Her research led her to a webinar promoting a software package that she in¬ 
stantly knew was the right product for Tulsa, and the " hot button"' to the report¬ 
ing form went up on the district's website in January 2011. Gary Rudick, campus 
poiice chief, says that although Tulsa initially focused on bullying, reports to the 
system cover a number of other issues, including students bringing; firearms to 
school, threatened assault and dealing drugs. Those reports can prove a great 
asset to a 23-member police department charged with oversight of more than 
40,000 students and 7,000 employees at more than TOO different sites. Rudick 
says the campus police review every report to determine if a criminal act has 
been committed rather than waiting for someone to come forward to file & 
formal complaint. 

Whitsel adds that the system also provides oversight response to handling of 
allegations, holding administrators, employees and law enforcement account¬ 
able for followup: "One thing students really like Is they get t:o enter a complaint 
through our website just (ike an adult, instead of having to come in and tell 
someone 'TheyVe picking on me/ It empowers them and makes them feel like 
they did something about it, which is a benefit that I didn't: anticipate/' 

Just like in Tulsa, the n i ne^memper TNCC team has also received a wide range 
of report types, covering everything from assault to suicidal gestures. If the 
emergency management team perceives an immediate danger, the Information 
is passed on to campus police. Otherwise, team members do some legwork to 
ensure the allegation Is valid and determine the best course of mitigating action: 














































































































































































"That's the bask goal, to prevent someone from becoming a casualty at their 
own hands, or. God forbid, coming onto the campus as an active shooter. " 


Rudick says that "basic goal" has already been reached in Tulsa, where a tip led 
police to prevent a potential active shooter incident. Other tips have helped 
officers stop fights before they happen and intervene in drug deals. And the 
system has cross-checking capability that links reports about the same individual, 
even if they take place weeks or months apart, which allows schools to reopen 
cases if needed. Those cross checks, along with reporting features, help lead 
to the accountability that Whitsel emphasized as Important, and is important to 
MacDonald as well. 


'"There are skeptics when it 
comes to anonymous reporting 
and anonymous complaints. 
With this system, just be¬ 
cause someone files a report, 

It doesn't trigger immediate 
action . It must go through a 
validation process and we must 
determine there is a valid need 
for an intervention. We don't 
just take everything at face 
value," he says. 

For more information on how 
these schools use iheir anon¬ 
ymous reporting software? 
contact Chief Gary Rudick , 

Tulsa Public Schools by email 



at RudlcGaMtulsaschools.org or by phone at (9 W) 746-6450; Garth MacDonald 
at Thomas Nelson Community College? email rhacdonaldg@tncc.edu or phone 
{757} 825-3450. A video on Tube's use of the software can be viewed at http:// 
vwvvv. youtube.com/wdtch3v- 48kMkQZNa 7o 
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Launched on Aug, 19, 2013, the day before Glasses began at Marion L. Steele 
H:gh School; Amherst Junior High School and Waiter G. Nord Middle School, 
the Amherst Police Tip Line accepts text messages from students and commu¬ 
nity residents., then converts them into written messages appearing on dispatch 
center computers. Dispatchers may be busy with emergency C3lls, but: will read 
and respond to non-emergency tips and questions as soon as workload permits., 
usually within a few minutes. 

Although not exclusively for use 
by the nearly 3,000 students en¬ 
rolled at the three schools, the 
Amherst (Ohio) Police Depart¬ 
ment has promoted the Tip Line 
extensively in the town f s three 
secondary schools, with a post¬ 
er campaign and messages on 
the schools' Facebook pages. 

The posters encourage students 
to text the Tip Line if they have 
information on drug activity, 
alcohol activity, known under¬ 
age drinking parties, planned 
fights, recent crimes, bullying, 
concealed weapons or concerns 
about others. 

Police: Chief Joseph Kueirek* a veteran of the detective bureau where he often 
reviewed ceil phones as evidence, says "it just seems like kids and society in 
general text a lot of things they would never say. To give a juvenile, a student, 
the ability to text someone who can do something about a problem while the 
student remains m the background, can be a powerful thing. We want students 
to feel comfortable with telling us "Johnny^s selling drugs, Bobby brought a 
knife to school." 

And tn the first few weeks of Tip Line use, Kudrek says his department already 
received one tip related to drug dealing that led to an arrest by a neighboring 
jurisdiction, 

"We were looking at: this way before Sandy Hook, and we worked on It through 
trial and error over the course of about two years," Kucirek says. "We knew we 
wanted a system where the dispatcher did not have to answer the phone to 
reply because that could take them away from handling an emerge hey call. We 
looked at a lot of different options before we found one that let us do what we 
wanted 

What Amherst wanted to do was use a cellular phone line to receive the text 
messages, which the dispatchers could then answer using their terminal and 
keyboard rather than needing to answer the cellular phone and use it to respond 
to the text, if emergency calls prohibit an Immediate response to pending text 
messages, the dispatchers get reminders every sixty seconds until text messages 

are answered. 





























































"There are a tot of anonymous pay-for 
services out there where you have to 
text a five-digit number, which seemed 
very confusing:. We also didn’t want 
to have to deal with prank; calls made 
by students who know they' re anony ¬ 
mous With this, just like when texting 
another cell phone, the numbers do 
show up. We can go back and find 
out who sent in the tip if we need to, 
but we would refrain from disclosing 
that information to other students," 
Kuc.ifek says. "We did want to make 
it clear to the school, to the students, 
that pranksters or practical jokers 
could easily lose their cell phones as 


evidence. But even with the number showing up, I stiff think the students wlI! tell 
us things that they normally wouldn't. " 


Kudrek says some of the 41 Amherst staff members helped with internal testing 
on the software for several months before the public launch, which included 
press releases on the department's website and Facebook page, Facebook pub¬ 
licity from the schools and elected officials, and extensive local media coverage. 


"We launched it the day before school starred to give students and their parents 
advance knowledge," Kucirek says. "Then, in addition to putting up the posters 
in the high school and junior high, we also spread the word to the elementary 
school staff, because they have cell phones even though most of the children 
don’t," 


Although the Amherst Police Tip Line generally should not be used in emer¬ 
gency situations, it could be used by hearing/speech impaired persons or by 
someone who is In a situation where talking could present a danger. Adults as 
well as students can use it provide tips, and the Tip Line can also be used to 
ask non-emergency questions such as "What night is trick or treat night?" Also, 
In this town of 3bout 13,000 residents located some 30 miles from Cleveland, 
dispatch handles: after*hours calls about, problems with utilities, which can tie 
up phono lines. Residents sending a text message about an outage instead of 
cal ling could help alleviate that problem. Kucirpk says. 

For more information on the Amherst Tip Line project, visit https:// 
vvww.fecebook.corr^AmhersiPo/iceDepartment http:/vwvny>amhers {police, net/ 
or emM amherstpotice^emherstpoiicemet. 
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in lateJanmry 2013, the department took a step aimed at preventing that type 
of situation with the introduction o f ^See-HeanRoport," an anonymous texi-a~tip 
program aimed at students in the county's 20-pius rural end small town schools. 


“Gut department has been very progressive over the years in a number of dif¬ 
ferent programs. Our acting chief, Doug Nelson, saw a Colorado program th 3 t 
targeted bullying via an anonymous text-a-tip program, and he wanted to start 
the same type of program here because students and young adults are so very 
comfortable with sending text messages/ says It Shannon Smith. 

After exploring several possible 
options^ the Somerset Police De¬ 
partment settled on a service used 
by a number of agencies across the 
nation, and targeted efforts toward 
students in the county % three high 
schools. 


Smith says the service provides stu¬ 
dents with an assurance of anonym¬ 
ity and confidentialIty, bu t at the 
same time allows the department 
to track the information through 
its system to ensure that: ai! tips 
receive appropriate followup. 

"Reports indicate that in a number 
of the situations involving active 
shooters in schools in this country. 



other students knew about it beforehand and didn't tell anyone, maybe because 
they were fearful, or embarrassed, or didn't: think it was their place to tell/'* Smith 
says. "With See-Hear-Report, they will be guaranteed confidentiality without fear 
of retaliation. We do a lot: of things in our department geared toward response 
and handling these types of situations, such as for a number of years we've sent 
our officers to active shooter training and conducted in-house training on active 
shooter response. We want to market this toward the prevention end of things 
and give the students an opportunity to stop an event before It takes place." 


The 40-officer department also plans to keep up with the active shooter training, 
including a refresher course that took place over the December 2012 holiday 
break at one of the local high schools in Somerset Itself (population 11,300; the 
county's population is 60,000). 

M l.t was pretty well set up when news of Sandy -Mock came down," Smith says. "It: 
hit us hard like anything does that to has to do with kids being injured or killed,, 
but there was a sense of satisfaction that we were not in the same situation as 
many other departments watching this on the news, because most of them 
were not just days away from sending the en tire department through a refresher 
course m a actual school building. We always try to be progressive and we've 
trained and prepared in the event anything ever takes place, but we also want to 
do whatever we can to prevent something from happening " 

For more information, visit https:// www.facebook. mm/SomersetFdhce. 


CKP.' Caches our to Somerset Students * sv 
















































































































































































































































































































































call the lockdown on the PA system, make sure the school resource officer re¬ 
ceives the alert and call 911. Actions that would have taken even more precious 
seconds had this not been a drill 

A teacher pulls down on the emergency tab on her alert tag, automatically 
putting the school on lockdown, bringing the SRO on the run and alerting 911 
dispatch to send more officers to the SRO'$ location . Time elapsed until the SRO 
arrives in her classroom; 3.9 seconds. 

Sky view High School :in Nampa, 

Idaho, became the first school 
in the United States to imple¬ 
ment use of & rea I - time location 
system (RTLS) that uses radio 
frequency identification (RFID} 
technology and; the school's 
existing Wi-Fi network in April 
201:3. Instal istidn of the system 
came as the result of concerns 
felt by Officer 8rad Ford, 

Sky view's SRO, after the Sandy 
Hook Eiementary shooting in 
Decern ber 2012. 

"We protect our banks and our 
houses better than we; do our 
children, and our children are 

the most valuable resource we ha ve, it's my job to ensure that when parents 
drop their kids off, I'm providing the best security i can, and i believe with this 
system, that-s what we're doing," Ford says. 

Ford says in the course of his research into automated ways to call a lockdown, 
he considered pull-station alarms, "panic buttons" on wails and various types of 
computer software, but ultimately recommended this system to the; administra¬ 
tion at Skyview High and his superiors at the Nampa Police Department because 
the wearable device travels with the school's 100 teachers and staff wherever 
they go; classrooms, the gym, the cafeteria, the outside patio. The vendor had 
previously marketed this system to medical: facilities such as hospitals, nursing 
homes and mental health centers, but proved readily receptive to adapting it 
for use in a school A pull on the emergency tab activates lockdown procedures 
and sends device location information to the school's computer network, the 
SRO and the 911 dispatch center. The device also includes two programmable 
buttons that summon lesser tiers of help m the event of a medical situation or 
a student who is disruptive, but not perceived as a threat to the entire school. 
Although the school has not needed to use the system to call a lockdown ~ and 
both Ford and Nampa Police Chief Craig Kingsbury hope a lockdown never 
happens - several calls using the two buttons have already proved the system's 
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"We all have to deal with med¬ 
ical issues and unruly students 
tod, and that's how the device 
has already proven beneficial 
to us." Ford says. "We didn't 
want a device that just does one 
thing, we wanted one that can 
do multiple things. We selected 
this system, the vendor brought 
in two people to map out the 
school and the next day all the 
staff had lags.” 

An anonymous funding dona¬ 
tion from the community also 
contributed to the speed with 
which Sky view implemented 
the system. Kingsbury said the 


quick installation would not have happened without that donation: "It's not an 
inexpensive system, but it works very well. The school staff is very receptive. The 
other schools in the area want to know when they can get it. it is something that 


gives our school staff, our parents and our community a sense of security." 


The other schools in Nampa {population 80,000-plus) include 12 public ele¬ 
mentary schools, three middle schools and three high schools* plus a number of 
private schools, all falling under the jurisdiction of a police department with 112 
full'•time sworn officers and more than 100 other staff and volunteers, it. will take 
more than donations to fund expansion of the system , but Kingsbury says there 
have been discussions with the Governor's Task Force on School Safety and with 
state legislators about funding sources, and the system has been demonstrated 
for the Idaho Chiefs of Police; the Idaho Sheriffs Association and other school 
districts. 


"Top-level administrators across the state have seen demonstrations and every¬ 
one who has seen it is excited about it. Cost is always a concern, of course, as 
is making adjustments to meet the needs of schools In rural areas/’- Kingsbury 
says. ”1 want to emphasize this is not a catch-all. It's a way to deal with quick 
lockdown/rapid response situations. Schools and law enforcement still: need to 
be cognizant about the physical structure and know which doors are locked, the 
procedures for entry and so on. This is just a component of a school safety plan, 
one to use if there is a catastrophic event. You can't forget the need to maintain 
and prevent,” 


For more information on Skymew High School's use of reaTbme location 
system technology contact Off icer Brad f ord a t (20® 340-0603 or by email at 
fordh®dtyofnsrrrp&u!>. 
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A new emergency alert software released in spring 2013 allows teachers and 
other school staff to Instantaneously, silently send emergency alerts directly to 
local law enforcement officers in their patrol cars, the local dispatch office and 
to the registered cell phones of other teachers and administrators in the same 
school building and to the computers in all the other classrooms. The town of 
Sweetwater; Texas (popeiation approximately 12,000), 3nd the local sheriffs 
office became the first municipality and county in the nation to go live with the 
service on May 1, following a month of setup and training. 

"i hope and I pray every day that we won't ever need it, but wove ready if we 
•do," says Sweetwater Police Chief Brian Frieda. "Once the school district heard 
about it, they pounced on it. There's no sense in hesitating to use some good 
technology that helps with security of our bids. " 

The emergency alert creates a chat room among the computer sending the 
alert, the responding officers and the local dispatch center, which permits them 
to communicate information about the emergency in real-time Responding 
officers can also click a link and view a diagram of the school and a map showing 
the school s location. 

Frieda and the Sweetwater Police Department heard about the software from 
Nolan County Sheriff David Warren, who played an instrumental role in help¬ 
ing introduce the concept to the Sweetwater Independent School District. The 
district serves approximately 2,300 students from pre-kindergarten through 12 
on six campuses: one high school, one middle school, three schools each hous¬ 
ing two elementary grades and a pre-K center. The police department and the 
school system have already held several drills with the software, and Frieda says 
his department wili incorporate it Into its active shooter training this summer, 
when his 22 sworn officers and two reserve officers will use one of the school 
buildings for seen arid training 

"Once the school year starts, we will have a series of scenario drills where 
teachers launch the system and get comfortable with it. We've already heard 
from other nearby school districts that they're interested in implementing it as 
weii," Frieda says. Drills will involve both the use of the silent alarm and the chat 
room function, wherein the teacher, or a student designated by the teacher, uses 
the computer to send instant messages with additional information to school 
personnel, responding patrol vehicles and dispatch, 

Frieda explains.that if the initial activation isn't aborted within seconds, officers 
immediately respond in a manner similar to the way they would to a 911 hang¬ 
up cal'. Receiving an alert, even with no further information, provides the agency 
with the exact location of the alarm and gives officers access to a diagram of the 
campus and GPS directions to the location: "This gives us more of a tactical ad¬ 
vantage, As officers arrive on the scene, they can take a quick look and Increase 
their situational awareness/' 

' ! have it setup to come across my desktop at work, the laptop in my car and 
on my smartphone. That Jets me keep up with everything that's going to the 
officers," he adds. 

For more information, contact Sweetwater Police Chief Brian Frieda at 
bfrieda @dtyof$weetwa ierix. com . 
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Thanks to the efforts of the Jackson County Sheriff's Office, Shady Cove Middle 
School In Jackson County, Ore., became the first school in the nation to use a 
new technology that provides a real-time direct fink between law enforcement:, 
first responders and; the school in the event of an emergency - be it medical, fire 
or criminal in nature; The sheriff's office used drug seizure money to purchase 
the system, and local businesses Precision Electric and Adroit Construction do¬ 
nated installation labor over the Memorial Day Weekend, 

school ^ 

why when he was offered the 
opportunity to pilot the system, 

he was quick to move on the project, selecting Shady Cove because "I want¬ 
ed a school that had great teachers with an absolutely 'can do' attitude. The 
administrators of School -District 9 are the same way. They really care about their 
students' safety. They were really amazed at what the technology could do and 
they wanted to be part of it." 

With the system in place, the sheriffs office and the school district worked 
together to run drills and come up with policies and procedures before Jackson 
County (population 206,000, some 75,000-pi us in the county seat, Medford) 
formalizes plans to implement the system in additional schools, 

"Tve never seen a better system for implementing: real-time communication. It 
really gets the job done/' Winters says, "The beauty of this system is: when the 
a:arm is pushed and the .cameras--come up, we're looking at real-time into and 
we can brief officers. From the sheriff’s office In Medford, we can open doors 
and change the status lights. We can visually search the school while the first 
responders are in route and if there is a shooter in a classroom, we can put that 
fight to red and the others on green to direct the first arriving officers to the 
crisis spot. With the pending addition of an app for officers' smartphones, they 
will be able to look at the same information as well as receiving direction from 
headquarters. " 

And if the doors go into lockdown with, the shooter outside the classrooms, he 
might spend time going from door to door, looking for entry, while officers get 
closer: "Time saved equals lives saved. Activating this system might not save 
everyone in: a. shooting incident but it might substantia fly reduce the number of 





















































































































































































































































































































fatalities. We might even be able to 
use the two-way communication chan¬ 
nel to engage the shooter and distract 
him with the information that police 
are nearly there." 

And wh i le Win ters, l ike every other 
law enforcement officer in the coun¬ 
try, hopes that Jackson County never 
needs to use the system during a 
school shooting, he's glad it's in place, 
and he notes it could also he used to 
cal! for medical help or report a fire 
and Improve outcomes in those types 
of situations: "If fire services could see 



immediately that one vying of a school 

is fully Involved, they'd know to go to more alarms: immediately. £M.S- could go 
into situations bettor prepared. This Is asset management at Its best “ 

To team more about the system and its implementation at Shady Cove Middle 


School, contact Public Information Officer Andrea Carbon at {541} BM-SBOi, 
email carkoak@jacksoncounty.org. To watch a video about the implementation 
of the technology, visit htip;Z/www. youtube c:om>%atch?teatcm^^pfayer_emhod- 
ded&v ~ Xa p KQsb X5u8 
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Jersey project catted My Community on Paptil (M>C,Q.P$, those workers know 
their tracks can make excellent roadblocks that can help keep the public away 
from the danger and free up few enforcement off leers from routine traffic control 
duties. 


Freeholder* James Polos, choir of the Middlesex County Department of Public 
Safety and Health. introduced the Middlesex Community on Petrol program 
in 2003 as a way of using county employees as "extra eyes and ears" in the 
community to help local jaw enforcement:. The successful program expanded 


statewide in 2007 and changed 
Its name to one that reflected 
that expansion, but retained the 
M.C OvR acronym and branding:. 

"The idea behind it is simple: in 
many communities, particularly 
small ones, there’s a limit: to the 
number of police person nel pa ¬ 
trolling the streets. At any given 
time during the day or even 
during the evening, there can 
be significantly more municipal 
employees on the streets that 
there are police officers," Polos 
says, "I'm talking about sanita¬ 
tion workers, housing inspec¬ 
tors, fire inspectors, bus drivers, 



senior citizens transport drivers. 

They're all out on the street, day in and day out. They have a keen knowledge 


of what the community is about, if they travel the same route regularly, they may 


have a keen awareness of what looks out of place, such as a suspicious vehicle in 
driveway ora garage door that's open when it shouldn't be." 


Participation in M.G.O.P is voluntary; employees who choose to become in¬ 
volved take a two-hour training program about what to watch for and how to re¬ 
port it. using the two-way radio and frequencies already in use in their vehicles. 
The Middlesex County Prosecutors Office and the Middlesex County Chiefs of 
Police Association helped develop the training, which has reached approximate 
iy 2,000 employees in Middlesex County alone in the past I Q years. 


■‘We've really instructed them to become more keenly aware of their surround¬ 
ings. if they think something doesn't seem fight or look right, they should report 
it," Polos says. 


And implementing M.C,G>.P. has given rise to a more holistic response to a 
potential Incident In a school: "Across the country, there's been an enormous 
amount of focus on the public safety response to situations m schools, but: not 
much emphasis on the community response. As an example, we looked at other 
resources we could use in establishing inner and outer perimeters that don't tax 
the limited emergency personnel avail able and decided there's no better barrier 
than a trash truck!" 

















































































































Polos says M.C.QvP. has created a 
"'small army of volunteers" in commu¬ 
nities throughout New -Jersey, Middle- 
sex County participants who Cali in re¬ 
ports receive recognition, which helps 
maintain worker interest in continuing 
with the program. 

"The resources they can provide are 
limitless. If we're looking for someone 
involved in a school violence incident, 
for a missing child, for 3 hit- and-run 
driven it puts more eyes on the street; 
We've recently expanded the program 
so that in certain instances, they may 
receive a communication through 


their radios to fee on the lookout, for example, for a particular individual or cap" 


he says. 

"We do stress that they are not to pursue anyone or try to apprehend anyone; 
They’re simply acting as eyes and ears," Polos adds. 

if you 're interested in establishing a program in your community based on 
M.CO.F, please contact James Polos a t freehoider&mpm * nj,com - 


Bocvd rd Chosen Freeholders is the cou/uy ie^islature fo: New Jersey Counties. 
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dri vers. Cab drivers sometimes transport students with special needs to schools 
inside and outside Anne Arundel County Bus attendants ride on buses:trans¬ 
port! ng special needs students: 

To date, the division has trained approximately 1,059 drivers and attendants us ¬ 
ing the School Transportation Security Awareness DVD, produced several years 
ago through the U.S Department of Homeland Security Transportation Security 
Administration. The division holds refresher training sessions periodically. 

The Anne Arundel training program incorporates discussion on safety and se¬ 
curity awareness, including the purpose behind pre-trip bus inspections and the 
importance of driver awareness of any activity that may be suspicious. 

The video depicts the hijacking 
of a schooi bus that ends with 
the safe release of the students, 
ft emphaslxes preparedness, 
teamwork, actions by the bus 
mechanic and the bus driver,; 
and good communication 
throughout the event based on 
3 security pian v 

Williams says drivers appreciate 
the video as part of their train¬ 
ing and she would recommend 
it to other school districts, 

° Their eyes are really opened 
up by It, and: there are always 
a let of foliovv-'Up questions,” 

Williams S3v$. " it's a teamwork situation between the mechanics, the schools 
and the bus drivers. Communication is extremely important When we showed It 
the very first time, the drivers were sitting on the edge of their seats. You could 
hear a pin drop. It totally had their attention 100 percent" 

"The drivers are our eyes and ears,” she adds. "When they see something of a 
suspicious nature, suspicious activity of any kind, they should- call It in. We are 
out there every day and we know our neighborhoods, we know our roads. We 
even had a bus driver call in because a car was following the bus. it turned out 
to be one of our area specialists, but It was a good thing: to do. Drivers need to 
use common Sense and good judgment." 

For more Information: on the Anne Arondel County program, contact 
Victoria WHHsm-s at y^lliams@aacps, org. To view the ISA video , visit 
hrtp//wvvw.tsa gov/stakehoiders/schooi-transpoftation-$ecunty-awarenes$. 
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Michael O'Shea, Senior Uw Enforcement Program Manager 

Nation$i institute of justice 

U.S, Department of Justice 

810 Seventh St. NW., Rm.7204 

Washington* DC 26531 

(202) 305-7954 

michaei. o shea @u $d g o v 

Lance Miller, Director 

National Law Enforcement and Corrections Technology Center-Nation a: 
700 N, Frederick Ave. 

Bldg. 181, Rrn. 1130 
Gaithersburg.. MD 20879 
(800) 248-2742 
(301) 240-6731 

imiUer@justn et.org l;! 



Visit h fctjp ://www.seho o I safety in fo.es rg fo r access to up-to-date 
publication and website resources. New success stories sim¬ 
ilar to the ones m this publication are added on an ongoing 
basis. To suggest a success story topic, contact Senior Writer 
Becky Lewis at refoecca, 1 3ewi$@lmco ,eo m 

Free school safety resources can be downloaded from http:// 
srtbrc.org/2012/12/free-school-safety-resources/, the web¬ 
site of the NLECTC System's Small, Rural, Tribal and Border 
Regional Center. 


* 
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NEW STUDY OF TARGETED VIOLENCE AFFECTING U.S. INSTITUTIONS OF 

HIGHER EDUCATION RELEASED 

US. Secret. Service, U.S. Department of Education and Federal Bureau of Investigation 

Collaborate on Joint Effort 

WASHINGTON, D.C. - On Friday, April 16,2010, the U.S. Secret Service, the U.S. Department 
of Education and the Federal Bureau of Investigation will release a study of targeted violence 
incidents on U.S. campuses of higher learning. 

The June 2007 Report to the President on Issues Raised by the Virginia Tech 'Tragedy included a 
recommendation that the Secret Service, Department of Education and the Federal Bureau of 
Investigation explore the issue of violence at institutions of higher education. This collaborative 
effort examines the seope of the problem of targeted violence at U.S. institutions. 

In total, 272 incidents were identified through a comprehensive search of more than 115,000 
results in open-source reporting from 1900 to 2008. The incidents studied include various forms 
of targeted violence, ranging from domestic violence to mass murder. The findings should he 
useful for campus safety professionals charged with identifying, assessing and managing violent 
risk at institutions of higher education. 

The study and its findings will he available on eaeh of the agencies’ Internet sites: 
www. seoretservice. gov . www.ed.gov and ww wJM.go v . 

# # # 

EDITOR’S NOTE - For questions concerning the study or its findings, contact the. U.S. Secret 
Service Office of Government and Public Affairs at 202-406-5708, the Department of Education 
Office of Public Affairs at 202-401-/576 or the FBI Office of Public Affairs at 202-324-3691. 
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From: 

Sent: 

To: 

Subject: 


I b TD) (FBf) 

I Tuesday, Septemb er 10. 2013 1:21 PM 

FW: Campus Active Shooter Conferences and Tabletop Exercises — UNCLASSIFIED 


b6 

“b7C 

b7E 


Classification: ONDLASSIFTED 
TKANSrTQRX RECORD 

CLAs- 

FYSA 

The email below went to all Active Shooter contacts in the field. The email group includes numerous ASACs. 
An email should soon be going to all SACS on the same subject, requesting their support. 


I I 

^ I 

Program Manager 

Campus Liaision Initiative _ b6 

_ b7C 

Counterterrerism Division - FB1HQ 


Jdomfbi) 


From: 

Sent: Tuesday, September 10, 2013 11:22 AM 

To l ~l 

Subject: Campus Active Shooter Conferences and Tabletop Exercises UNCLASSIFIED 


b7E 


Classsi float ion: UNCLASS I. TIED 
TRANSITORY RECORD 


Good afternoon, 


Thank you for your continued effort to host Active Shooter conferences and tabletop exercises with your state and local 
law enforcemen t, i wanted to advise you that I will take over as primary POC for emails of concern regarding the 
program. 

As we continue to expand the Active Shooter initiative, we would also like to emphasize the importance in reaching our 
campus public safety partners. We continue to receive strong Field EM support for this effort and would ask that you 
also include conferences and TTXs for campus public safety in your AOR. On the SiOC Active Shooter site, you can find 
the campus specific TTX, which would be scheduled for the last part of the second day of the campus active shooter 
conference. 


l 






Your field office Campus Liaison Agent (CLA) can coordinate the campus TTX and invite the appropriate campus public 
safety leaders. The roster of CLAs can be found on the Campus Liaison initiative (CU) website 



b7E 


An EC describing this responsibility was uploaded to ail CLAs las t week from the FBiHQ. Campus Liaison initiative. Please 
see 1 invite you to share this with your EM, ASACs, CMC and 

Iraining Coordinators, as appropriate. 


Please le t us knew if you have any questions and thank you for your continued support of the active shooter program. 

- 1 Kfi 
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Lead information 


Typ m 

Precedence; 


Action Requ i red : 
Routine 


Created^ 08/30/2013 

10/2,8/2013: 


from; COUNT ERT.ERRO RI SM , DG-OPS 


Contact: 

Drafted By: 
Approved By: 


CE 5 


A/ASC 

A/$Cp 


Phone: 
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Case: 


Lead: 3. 


Reference Document: 


Details; 


To: 

Attn: 


(U) Field Offices will invite campus public safety commanders, to 
Active Shooter Command Staff Seminars ana schedule Active Shooter 
Tabletop Exercises using the specific; scenario developed tor 
tn st. i t.u t es of h i gher educat ion an CIRG' s Ac t. i ve Shooter web si te. 
Campus pub lie safety departments., if armed and sworn, will also be 
off ered t actioaI &LERRT training* 

ALL I I COORDINATORS 
Campus Li arson Agent 


Location 1 


Status: Covered 


Reciptettt: 



SUPERVISORS: 
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ALL INiTOEMATION CONTAINED 
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From: 

Sent: 

To: 

Cc: 

Subject: 


I I GTO) (FBI) 

Friday, September 06, 2013 9:27 AM 

I _, 

] (DO) (FBI) 

FW: Active Shooter Initiative 8,28,2013 — UNCLASSIFIED 


b6 

b7C 

b7E 


Cla s si£ication: UNCLASS1FIED 


FYSA 


From: l [ (DM) (FBI) 

Se nt: Wednesday, August 28, 2013 9:54 AM b6 

To i I f DM1 fFBn b7c 

Subject: Active Shooter Initiative 8,28.2013 — UNCLASSIFIED 


.a s: sif icati o n: UNCLASS ,1 FI ED 


Greetings AS POCs - Just three quick things: 


• A reminder tha t members of the media are not allowed to attend the two day conference or TTXs, and ail new 
stories related to the conference should be coordinated with the National Press Office in QPA. Some 
presentations are more appropriate for public consumption. For example, the Associated Press wrote a story 
this week on the BAU presentation which is a story which needs to be coordinated through NPO and 8AU. 

« Changes and additions to the SiOC Active Shooter web site continue, including additional support materials for 
the conferences, if you have a new speaker, there are video presentations of each segment posted. Many other 
items are posted on the Resources section and virtually all those materials are available for law enforcement on 
the LEO,gov web site. 

• We are aware some field office and their local departments are enhancing conferences through the 
presentation of local best practices and lessons learned. If you would like to share those materials with the AS 
team, we'if find ways to pass them along for use by others. 


*> 

Please reach out with questions and concerns to m{ 


Thank/ 
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b7C 


Classsif icat ion : 


UNCLASSIF 
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on: UNCLASSIFIED 
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RMP)(CON) 


From: 

Sent: 

To: 

Cc: 

Subject: 


t rrm (FBI) 

Friday, September 0 8. 2013 9:28 AM 
|0O) (FBI) 

FW: Active Shooter Initiative - 8 23.13 update — UNCLASSIFIED 


“b6 

b7C 

b7E 


Class! f icat loin: ‘UNCLASS. 


CLAs- 

The email below was recently sent to the Active Shooter contacts in each field office. 


I am forwarding it for your situational awareness in light of the EC i forwarded to you yesterday. 


There will be one additional email from the Active Shooter program that will follow. 


Thank you. 

r—i 

^ U 

Program Manager 
Campus Lialsion Initiative 


Counterterrorism Division - FBIHQ. 
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Front 


(DM) (FBI) 
7:27 PM 


Sent: Thursday, August 22, 2013 
T oJ l i DMI (FBI) 


Cd 


Subject: Active Shooter 


[DO) (FBI) 

Initiative - 8.23.13 Update — UNCLASSIFIED 


b6 

b7C 


Class! £ ica t ionUNCLASS I. FIED 


Greetings, 

This note provides an important update on the Active Shooter initiative and should he shared with field EM, as 
appropriate. 

The Deputy Director was briefed recently on program progress, including the number and location of conferences and 
TTXs held to date. In a meeting with the !ACP the same week, the DD, CIR6 Assistant Director Yacone and Section Chief 
Combs were asked to post a calendar of upcoming conferences and tabletop exercises. Several chiefs and sheriffs spoke 
of the high quality and effectiveness of the conferences and their desire to increase participation. These law 
enforcement leaders asked that the dates be published so they also can advertise the effort. To meet this requirement, 
all field offices are asked to anticipate their planned events for the rest of the calendar year or beyond and provide 

i 




Iby GOB Friday, Sept. 6. Conference dates will be 


b6 

b7C 


those dates back to Section Chief Combs {cq_ 

posted for law enforcement access via LEO.gov. 

Please make every effort to schedule conferences and TTXs in a variety of regions in your AOR. Many of these shooting 
incidents occur where small and medium sized departments do not have the resources and yourfieid office can provide 
lessons learned at these events. Based on field requests, FY14 money is budgeted to pay for police executive hotei costs 
for the 2-day conferences when field offices need to provide travel to participants. Plans are to prioritize the funds 
based on requests in this schedule of conferences, as long as the budget plan remains intact. 


Advance notification of scheduled events will also help FSIHG. forward handout mat erials (listed on SiO C Active Shooter 
web site) being printed with limited resources. Please send requests for handouts tc \ copied here. 


b6 

b7C 


Finally, several inquiries have come in about whether divisions will hoid TTXs based on the college scenario. Please 
ensure campus public safety officers are invited to conferences and campus TTX events are scheduled at either FBI 
facilities or campus facilities. 


Thanks for your continued support of this program. 


b6 

b7C 
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From: 

Sent: 

To: 

Ce; 

Subject: 


pTD) (FBI) 

i nursoay, bepternperuS. 2013 2:18 PM 


| >P? (FBI) 

Sentinel Document Ke: (U) Campus-Related Active Shooter Command Staff Seminars and 
Active Shooter Tabletop Exercises—UNCLASSIFIED 


b7E 


Class!fication: UNCLASSIFIED 
Sent fur Approval for RECORD//Sentine1 Gas 

CLAs- 

The FBI's Campus Liaison initiative just put out an EC to the field with the following synopsis: 

|see link below) 



b7E 


"f ield Offices will invite campus public safety commanders to Active Shooter Command Staff Seminars and schedule 
Active Shooter Tabletop Exercises (TTX) using the specific scenario developed for institutes of higher education on 
CiRG’s Active Shooter website Campus public safety departments, if armed and sworn, will also he offered tactical 
ALERRT training" 


The EC provides further information about how to accomplish the TTX and how to identify appropriate attendees. 

Please start scheduling Active Shooter Command Staff Semina rs and TTXs for campus public safety in your division, in 
coordination with your Crisis Management Coordinator, Training Coordinator, seminar presenters, and executive 
management. Please document ail seminars and TTXs to the CLI file. 

Please encourage all armed and sworn campus police departments in your territory to attend ALERRT training. Contact 
the ALERRT Training Coordinator in your office if you need assistance with this. 

The AS program will be sending an email to ail SACs within the next week supporting this EC and providing them with an 
electronic copy . 


As always. I'm available for any assistance you need with this venture. 
Thank you. 


ss[ 

Program Manager 
Campus Uaistorr Initiative 


Counterterrorism Division - FBSHQ 

i i 
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The following document has been forwarded to you: 

Title: (U) Campus-Related Active Shooter Command Staff Seminars and Active Shooter Tabietop Exercises 

Synopsis: (u) Field offices will invite campus public safety commanders to Active Shooter Command Staff Seminars and 
schedule Active Shooter Tabletop Exercises using the specific scenario developed for institutes of higher education on 


1 




CiRG's Active Shooter website. Campus public safety departments, if armed and sworn, will also be offered tactical 
ALERRT training. 


Link to Document! 


C la.® s X f i cat ion: UNO LA? SI FI 1D 
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From: 

Smt: 

To: 

Cc: 

Subject: 


SRMPMCON) _ 

l CTD) (OGA) 
Tuesday. Septemb er 24, 2013 8:43 AM 
E£L (FBi) 

_PTD) (FBI} 

|~ UNGLASSiFlED// rOUOA'LCS 


b6 

b7C 

b7E 
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FYSA, the attached 
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Special Agent 
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detailed to the 
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l(RMPKCON) 

From: 

Sent: 

To: 

Cc: 

Subject: 

C.i <.ts s i. f L c ciion : UNCJLASSIFIE Q 


CLAs - 

Below you will find information regarding travel funds to support Active Shooter TTXs end Executive Seminars for 
campuses. 


[ 


]CTD) (FBI) 


Tuesday. November 12.2013 6:43 AM 

i 1 
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50} {FBI} 

FVV! urgent upuaie Tor like of TR#s for Active Shooter conferences UNCLASSIFIED 


b7E 


As you know, the Bureau has implemented TRIP, a new system for travel authorization and payment. As with all new 
Bureau systems, it will make the process much easier (insert heavy sarcasm). 

Please read the Information below carefully. I realize the process is awkward at best, but at least it provides funding for 
training campus public safety who wouldn't ordinarily receive this training. 

If you have any questions about Active Shooter training or travel money, please contact P ~~| She is 

the CIRC manager for all cam pus public safety active shooter training. 


Once again, thanks for your support of this worth while program. 


SSA|_ 

Program Manager 


Campus Uaision initiative 


Counterterrorism Division - FBIHCl 


b6 

b7C 

b7E 


From] ‘ [dm) (FBI) b7c 

Sent: Tuesday, November 05, 2013 5:01 PM 

T0 | | b7E 

Subject: Urgent Update for use of TR#s for Active Shooter conferences — UNCLASSIFIED 


ri~ 


ssification: 


UNCLASSIFIED 


Several Field Offices have already indicated a desire to use the PB1HQ, CIRG travel TR#s to support Active 
Shooter conferences in their AQR. As indicated in a pending EC (below) an in prior direction, FOs must send 
and EC describing the request for travel funds. In addition, in order to comp ly with Finance Division 
r equirements, it is mandatory that the field offic e ill! out the attached spre adsheet and forward to me as soon as 
practicable. Because the entire FBI is now utilizing UPMS, CIRG must transfer money to every field office that 
will be using the CIRG TR#s. 


i 









Class Rostef.xlsx 


Please note that you will need to do two spreadsheets if you have FBI and non-FBI people 
traveling on different TR#s. 


In each instance, the spreadsheet must indicated the anticipated cost estimate by traveler in order for CIRG to 
transfer the appropriate payment to your field office. Each office also has a duty to update the information if 
changes occur. For instance, if a traveler from one area of your AOR is no longer attending your school and 
being replaced by another, or you are s ending different people to host a conference than first anticipated, 

_must be notified immediately via email so those supporting CIRG b6 

financial efforts can updated FI> records and ensure proper funds have been transferred. Your finance office b7 ' 
will not be able to process TRIP requests until CIRG transfer funds to them. Please ensure this information is 
forwarded to vour FO finance personnel. CIRG will perform the transfer to the field offices and will create one 
transfer with multiple lines for one TR number (instead of doing a transfer for each individual). Therefore, 
please ensure that your spreadsheet is complete to the best of your knowledge. 


The CIRG TR# is not to be used for the ALERKT Active Shooter Training. The Training Division has a 
separate TR# for that, travel and questions about management of that TR# should he addressed t d I b6 

in PAU, FB1 HQ Is making every effort during this tight budget year to continue to support the field’s Active b71 
Shooter initiatives. Highlights on use the TR# are listed below: 


As a reminder, in FYM, funding enhancements, based on field office requests, w0 provide supportfor: 

- FBI personnel travel to host conferences in FO A ORs, and 

- hotel expenses only for non-FBI. Jayp enforcement executives to attend FBI conferences. Funding is 
not for gas, cam, food or any other incidentals. Funds will he distributed based on the following 
circumstances: 

* Attendees - Hotel accommodations at the per diem rate will be allowed for no more than mo 
nights for attendees if they must travel in the night before , and only if there is no conference being held 
within two hours of the law enforcement officials’ department, In no circumstances may law 
enforcement personnel be offered hotel accommodations so they may travel away from headquarters 
city, for example, to attend a conference at an RA location. 

* Speakers - Standard DOJ per diem rules will apply and be permitted for one night only for FBI 
personnel presenting materials if (he speaker is unable to drive back and forth to the confer cnee in a 
work day. For example, if a speaker is on at 8 a. m., a hotel could be provided but the speaker must 
drive hack after speaking and cannot sidy over another night. To ensure consistency with the host 
department and location, however , one FBI employee coordinating the conference and one FBI 
executive may be allowed up to two but no more than three nights '' accommodations depending on the 
travel distance needs and as authorized by the field office ASAC responsible for the Active Shooter 


program. 

Travel funds were budgeted to support field requests with large A ORs where concerns were expressed 
that distant small and medium departments might be left out of the training. Since this is being offered in 
respond to requests from offices with broad territories, scrutiny will he given to request authorization 

from more congested areas of the country, _ 

In each instance, funding requests must be submitted via EC to SSA _ SIOC, CIRG , 


and include details individuals requesting use of a TRF, their role in the event, and why they are unable 
to participate unless the funding is available. Travel funds fop FB[ personnel should use TRij 
5/ 4N2 J522001 Trayelfu n ds for non-FBI person n el should use TR# 51 4H21522002. 
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Please ensure this information is forwarded to appropriate personnel in your field office. 
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Regards 


Classifiestion: UNCLASSIFIED 
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■(RMPXCQN) 


From: 

Sent: 

To: 

Subject: 


I CTD) (FBI) 

Thursday f'irrnjw 24, 2013 8:49 AM 
College Rx Initiative UNCLASSIFIED 


b 6 
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Clas sification 


CLAs 


Another resource: 


b7E 


College Rx Initiative Targets Students 

by I— -lOPA *>6 

- b7C 


When SSA | | supervised 

the applicant squad at Washington Field 


Office ( W F O ), he couldn't help but notice 
the number of young professionals turned 
down for jobs with the FBI due to 


prescriptio n drug abu se and misuse. 
Today, SSA S upervises Health 

Care Fraud Squad CR-19, Criminal 


Investigative Division (CID), at WFO, and 
he's watched statistics on prescription 
abuse steadily increase. In December 
2011, the University of Michigan's 
Monitoring the Future study found that, 
among 12th graders, prescription drugs 
are being abused at a rate Second only to 
the use of marijuana. 

"In some cases, it's recreational. But a lot 
of it is pressure from the students trying 
to succeed through college," he said. 
Under SS AI I dire ction, an intern 

with CR-19 this summer- 1 I 



extensively researched these numbers. She found a 2010 study by the National Institute on Drug Abuse 
that said 7 million Americans reported using prescription drugs for nonmedicai purposes, A report by the 
Institute in 2011 found full-time college students between ages 18 and 22 are twice as likely to use a 
stimulant for non-medical reasons than those who are in college part time or not at all. 

Her research culminated with the creation of a PowerPoint presentation called the College Rx Initiative, 
designed for coilege freshmen audiences and their senior class mentors. The Initiative highlights the 
health and crime dangers associated with prescription medications. It also points out the irony in how 
abusing the drugs to make good grades couid hurt them in obtaining positions with government and 
private industry employers. 


The PowerPoint is available to all field offices. SSA 


hopes other special agents will contact student 


affairs departments at colleges and universities in their own areas of responsibility to schedule 
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presentation®. He said it works best if it is shown during orientation to the freshmen class and to seniors 
assigned to mentor them. 

So far, students at Georgetown, American, and Catholic universities have attended College Rx Initiative 
presentations. 

"They were very receptive," said SA| |CR-T9, WFO, who gave a presentation at 

Georgetown University. ”1 think a lot of them were surprised at the restrictions the government can put on b6 
past drug use." b7c 

He said information about the effects that prescription drug abuse and misuse can have on their future 
careers seemed to resonate more with his audience than warnings about health risks and jail sentences. 

Some, he said, were just surprised to find out it wa s a crim e. 

"Kids don't see them the same as street drugs," SA| Jsaid. "It was a little eye-opening to them that 
handing out Adderaii (a drug commonly used to treat ADHD) to friends before an exam could be 
considered drug dealing." 

Studies conducted by the National Institutes of Health back this up. In one interview, a 20-year-oid said, 

"I think prescription drugs sound safer." And a 19~year~old told researchers, "Some people think 
prescription drugs aren't as harmful as street drugs because they are made by somebody who knows what 
they are doing...They weren't made in somebody's house and they were tested and FDA approved." 

The College Rx Initiative illustrates how untrue this belief really Is. A National Institute on Drug Abuse 
study reports that in 2007, the number of overdose deaths from prescription opioids outnumbered deaths 
from heroin and cocaine combined. Misuse and abuse of medications can cause organ damage, heart 
attack, addiction, and even death. 

And unless students become educated about the repercussions, all of these numbers, SSA [said, 

are predicted to go up. 

If you would like a copy of the College Rx Initiative PowerPoi nt presen tat ion to use in your area of bf 

responsibility, click here. Or, for more Information, email SSA_at b ' 
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From: 

Sent: 

To: 

Subject: 


| tCTD) (FBi) 

Friday. October 04 , 2013 9:00 AM 

FW: Government Funding Lapse - Affect on Active Shooter activities 


b6 

'b7C 


b7E 

UNCLASSIFIED 


Cl a s si f i.cat ion: UN CLASS I FI ED 


Sent for Approval for RECORD//Sentinel Ca&q, 
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From j _U (DM)(FBI). 

Sent: Thursday, October 03, 2013 3:52 PM 

To \ I 

Subject: Government Funding Lapse - Affect on Active Shooter activities — UNCLASSIFIED 


b6 

b7C 

b7E 


fY 


ass' 


UNCLASSIFIED 


Note to POCs on the Active Shooter Initiative: 

Good afternoon -• We have had a few inquiries about how the government shutdown affect the field Active 
•Shooter initiatives and funding matters. Please be aware of the following guidance from the Finance Division: 

Training , Conferences, and Other Events: Training of current employees, even those who 
are excepted for emergency reasons, should be cancelled or delayed, except in the rare 
circumstance when immediate training is necessary to protect human life or property . Those 
excepted employees whose training has been cancelled/delayed must report to their official 
dutx> Stations. Training of state and local taw enforcement officers should he cancelled 
during a lapse of appropriations. Training, conferences, or other events where the FBI is 
reimbursed the travel cost by a non-Federal source (through the FD--934 process) should be 
cancelled during the lapse of appropriations. - FD guidance 


We are still awaiting some information, however, based on conversations with ID and FD please be advised: 

1. ALERRT Training 

No FBI Tactical instructors are permitted to participate in ALERRT training for state, local, tribal and campus law 
enforcement, ALERRT will continue to train with its own instructors and funding provided by DOJ and FBi in FV13. 

2. Conferences and TTXs - FD is in the process of determining whether the Conferences and TTXs can be held if we 
remain in this lapse of appropriations. We have asked for an exception based on the fact that these events affect law 
enforcement/first responders attendees with regard to "jobs necessary for the safety of human life or protection of 
property." We have also asked whether the FY14 !R# for expenses can be used during this time. Well let you know as 
soon as we hear. 


We have secured FY14 funding to assist field offices in limited ways with travel expenses on future training and 
conference. An EC to the field will be forthcoming detailing FY14 goals and objectives for the Active: Shooter Initiative, 
This is our current list of conferences and TTXs scheduled. Please keep us updated: 


i 








Field Office 

Date 

Location 

Cincinnati 

Oct 16-17 

Sinclair Community College (Dayton, OH) 

■ 

Richmond 

. 

Oct 16-17 

Southwest Virginia Higher Education Center (Abington, 

VA) 

Mobile 

Oct 24-25 

Montgomery PD Firing range 

Columbia 

Oct 21-22 

Comm Center* Greer, SC 

Atlanta 

Oct 24-25 

Georgia Regents University (Augusta, GA.) 

; Phoenix 

Nov 5 -6 

Flagstaff RA 

j New Orleans 

" Nov 13-14 

Alexandria RA 1 

i Omaha 

Nov 14-15 _ 

Iowa Law Enforcement Academy (Johnston, IA) 

i Memphis j 

| Nov 14 (TTX) 

Nashville, TN ! 

! Atlanta 

i Dec 17-18 

! Georgia Southern University (StatesborQx GA) 1 

| Phoenix 

| Mar 4-5,2014 

Fuscon RA ! 

j Phoenix 

j Apr 2-3, 2014 

| Yuma RA 


Thanks, 

i ~i 

Special Assistant to CCRSB HAD Richard McFeely 
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it appears your NCAVC Coordinator in Seattle is already engaged. 
You might need to make a trip to the NW to provide assistance. ;) 
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From|_pTB) (OGA) 

Sent: Thursday, September 26,2013 11:43 AM 
Ts| rcrp) (FBI) _ 


FDJ (D6A)| [CTDKFBl) 
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ALL INfOEMATION CCMTAIHEO 
HEBE IN IS UNO LAS S IITED EXCEPT 
INHERE SHOW QTHEEKSE 


- SECRET 


|RMD)(CON) 


CLASSIFIED BY l||oSf F7gy llll l 
REASON::: 1.4 (c, d) 

DECLASSIFY OH: 02-26-2040 
DATE: 02-26-2015 


From: 

Sent: 

To: 

Subject: 


_|(CTD) (FBI) 

Tuesday. June 1 8. 2013 6 09 AM 

FW: Need new Coordination for AD McCabe/DD Joyce tasking onf 

Taiutni/NocokN — 
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Classifleat ion: 


OECRCT//WOFORM 


Classif 
Derived Fix 
Deelas 



AS-20090731 


CL.As - 

i thought you might be Interested in the email below for two reasons: 


1) To familiarize yourself with the other programs within the FBI that address[ 
2} To see what DO Joyce is interested in 


From| |(CTD)(FB1) 

Sent: Monday, June 17, 2013 3:59 PM 

Td l(CTD) (FBI)l r 

[rmVFRnJ Ictd) (FBI):I 1 

1_KCTD) (FB1H 1 (CTD) (FBI)| 

(CTDIFBI)J KCTD) 

JZM£ “|(CTD) (FBI jF “ 

| (CTD) (FBI); | (CTD) (FBI)l-1 

__ itm tm\ r 

:'D) (FBI)| LtuifFBli; 1 

(di) Wm trr d) (FB«j 

llTD) (FBlj ' 1(1'! D}(FBi);[ 1 

| ' ' |DI)(FBllhCTD) i'FBlC 

___am ££bii 

Gc| |(CTD) (FBI); 

"1(GTD)(FBI)| TD) (FBI) 

Subjects FW: Need new Coordination ror AD Mc^be/DD Joyce taskmg on| r5LCRLT/;NnfORM - 


Classification: S E C K.E T / / MG FQ R N 


Cl as 
D e r i v e d: F r o m 
Dec! 



Good afternoon ail, 


b6 

b7C 


i have already checked wit N I to see if anyofth j I initiatives that you recently forwarded to her meets the 


criteria for this tasking from Giobai. 1 just want to ensure that that are no otherl ' ' " 1 
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From l ^ CTD)(FBI) 

Sent: Monday, June 17, 2013 3:41 PM 
To l l lCT DXFBD 




















































The only! 



mord 

]reia 

Lv-w. 


from the list we compiled a few weeks ago. The rest sound 
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Front Office 

fSion-Se curel 
Secure: I I 
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From ! I fCTDVFSD 

Se nt; Monday, June 1 7, 2013 3:38 PM 

TeJ Ltd)(fbI)_ _ 

Ce l f CTO) f FBI Y J l (CTD¥FBl j 

Subject: RE: Need new Coordination for AD McCabe/DD Joyce tasking 


t m (fbi) 

or j | - gC€Rl^//MOrORN 
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b7C 


b7E 


c. 


. a ssification: 


JCRET//NOFORM 



Any of them related td 


b7E 


From: l | cTD¥EBi) 

Se nt; Monday, June 17, 201 3 3:37 PM 

To :J ~1 (CTD){FBI) _ 

C d IC rD/ (F8P. I I (CTD)(FBI); 

Subject: RE: Need new Coordination for AD MeCabe/DD Joyce tasking or[ 


Cl a ssi f icat ion : SECRET/ /KG 1 COKE 



b6 

b7C 


- ijfccREl//NuPuRN 


b7E 


These are reaiiy the on!y initiatives they want to know about/ 


has 4 fui! pages of initiatives... 


b7E 


JMPA 
^ront Office 


b6 

b7C 
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Non-S ecure 

Secure! 


b6 

b7C 

b7E 


l(CTDKFBI) 


Frora[ 

Se nt; Monday, June 17, 2013 3:28 PM 

To il f CTDVFBn _ 

Ce l [ CTD) (FBI)f 


ICTD)(FBI);[ 


i v - y v 1 1 v - j ~ ***// ■ p 

Subject; FW: Need new Coordination for AD McCabe/'DD Joyce tasking or[ 


ICTD) fF BP 

[ sccRcry/NoroiiN 


b6 

b7C 


b7E 


Classification:: SECRET//NQEQRM 


C-tassifled By: J4 2J85X21—- 
Be r 00 90 731 


\ please see below. Global is asking for CTD initiatives for the following. If this is something that you have 
already collected, I don't want to task this out again. Currently, only the following are listed in the attachment. 1 am not 
sure if there anything that you collected that could be added to the chart below or if that is all that we have to address 
this issue. 


« OLE Object: Picture (Device Independent Bitmap) » 

IS)_ 


« File: DO Question Students 4_4_13 - Dissemination version.docx » 


b7E 


bl 

b3 


JjTD) (FBI) 


Sent: Monday, June 17, 2013 3:21 PM 

ICT PV E S n 


b6 

b7C 


]rcrnv J FBi);[ 


Cc: 

Subject: RE: Need new Coordination for AD McCabe/DD Joyce tasking on 


](DI) (FBl£ 


| CTP) (FBI) 

- SECRET/,,'NQFORN 


b7E 


Classification:: SECRET //IQ FORM 


5 









Fmm J I ; CTDYFBPi 

Sent; Monday, June 17, 2013 3:18 PM 

To l I CTD1 (FBI) ,_ 

Cc: l r fTDVFBn i I (01) (FBI) [ ~ 

Subject: FW: Need new Coordination for AD McGabe/DD Joyce tasking on| 
Importance: High 


(FBI) 

- SeCRCT/ZNOFOBN 


b6 

b7C 


b7E 



is this the tasking that you are working with| Ion ? 


b6 

b7C 


FromC 


Sent: Monday, June 17, 2013 3:16 PM 


(FBl| 


|(CID) (FBI,, „ 

1-^ 

1 

|(CTD)(FBI)jZZ 

ID1) (FBI);I 

|CYD) (FBI);| KCVD) (FBI) 


c3" 


IfCYD) (F6I)[ 


Imrnif 


t DI l 

IrniTTFBDi 


mm 


Subject: FW: Need new Coordination for AD MeCabe/DD Joyce tasking orf 
Importance: High 


JDI)(FBI) 


] Gccrtn^/NOroRN 


be 

hie 

b7E 


b7E 



Colleagues, 


<< File; DO Question Students 4JtjL3 ** Dissemination verslomdecx >> 

The attached product was presented to F BI senior management in late February, Last week, DB Joyce brought the 


issue up again with a list ofl 


he's interested: in. Initially, CTB took lead on the tasking but has passed it 


b7E 


to GiS. They're expecting a response to AD McCabe and DD Joyce "mid to late* this week. 


e 



blE 















bl 

b3 


Please return year responses to everyone in the €c^ line of this email NIT 4pm on 18 June 2013. 

Thanks! 



b6 

b7C 


-’You cgn't defend. You can't prevent. The only thing you con do detect and respond. ’ 
Bruce Sdmeier 


C.1 ass if. .1 cationj ffliClU’.T//NOycr.N 

Classification : rSECfiDT//MCFQPfl 

C lass if i. cat ion: #FC RBT / /HQ FORM 

Classification i TTECRC.T/ 


Classifieat:ion: SECRET//NOFOBN 


Classification: ttciRLTZ/BOrORti 

Classification: facnCT//BCFGRt!i . 

Class.!, f 1 oat ion : SECRET//HOrORN 

Cl as si f 1 cat ion : ttCCRLT/ /EQECB E 




































1 (U/7?Dtt0^Ihis number is provided fr j 

which was t he last complete year's worth of data when this project began 


FBI II-IFO. 

CLASSIFIED BY MSXmfTim4S,m2 
: 1.4 , C 

DECLASSIFY GOST: 04-01-2040 
DATI/r.04-01-2015. 


FOR INTERNAL USI 






















(U) Counterintelligence Threats 



(U) Weapons of Mass Destruction Threats 



(Uj Criminal Threats 

(U/ ffQLJOH 'he criminal threat includes organized crime groups attempting to use student visas to 
help illegal aliens enter the United States or to get Other forms of identification to conduct financial 
fraud. 

(UJ Potential Vulnerabilities in Addressing Threats 



bl 

b3 


bl 

b3 


bl 

b3 


FOR INTERNAL US 


bl 

b3 











































































^MDHCON) 


&LL INlOBMftTIOEr COMTAINED 

HEREIN IS TOKLUSSirilD 

n&TE 02-12-2015 BY NSICG/F76M45K62 


From: 

Sent: 

To: 

Subject: 


]cTD}(F8l} 


Wednesday Augu st 28, 2013 10 49 AS/! 


FW: 


1(SE) (FBI) 
UNCLASSIFIED 


b6 

b7C 


b7E 


Classification: 0N€ lASSIFIED 


i wanted to ensure you were looped in. 


From 


CTD) (FBI) 


Se nt: Wednesday, August 28 ,, 2013 1.0:34 AM 
To ) □ (CTD) (OGA) 

Cc| |C TD) (FBI) 


Subject: FW|_ 


J- UNCLASSIFIED 


b6 

b7C 


b7E 


Classification: UNCLASSIFIED 


FYi - we have no indication this: is animal rights extremism related, but thought you would want to know as it impacts 
WSU. Thanks. 



Animal JUghts/Enviroameiibil Extremism 


b6 

b7C 

b7E 


Anarchist Extremism 


J(CTD)(F8I) 


From_ 

Se pt: Monday. August 26^ 2013 3:00 PM 
To| |cTD) (FBI) 

Subject; FW | UNCLASSIFIED 


b6 

b7C 

b7E 


Class.lfication; WCtMtiFIED 


Fyi - just cause of the mice reference 


From! 

ISE) (FBI) 


Sent: Monday, August .26,2013 2:0M- 


To! 

TWMD'J ('FBI’ 

(S 

riSE) (FBI)HI 

IE) (FBI) 

1 rv V:/r* A'f v 1 

- 


PE)(F8I 


(SE) (FBI) 


JSE)(FSS)[ 


immi 


Yc mmi 


IsE 


VFRI 


SE)(F8I) 


b6 

b7C 


i 
















We plan to take custody of the materials tomorrow (Tuesday, 8/27/2013), and will need to consider a TCE prior to 
handling. Please see attached: 



Thank you. j-,g 

b7C 


1116 W. Riverside Ave. 
Suite 200 

Spokane, WA 99201 
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Hello all 


Few questions regarding the 


1. Any other new updates yet? 

2, Do you anticipate opening 

Thank You 


SSAj_ 

WMDD-QiU 



• ■ ■ . . . ■ ■ ••• ■ ■ ■ ■ ••• ■ ■ ■ • . . .... — ..... . . 

Cla s s if 1 ca t i on - 

UNCLASSIFIED 

Cl.a.s si.fi eat i on: 

UNCLASSIFIED 

C .Las s i f i eat i o n i 

UNCLASSIFIED 

Cl assification f 

UNCLASSIFIED 




Class ifiCation: UNCTASS I FT F;D 


b7E 


b6 

b7C 
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hull imxmmrim contmweb 

HEREIN IS UMILASSiriKD 

DKTE 02-1.2-2015 BY NSICG/¥7€1145K6.2 











&LI* mwmM&Tim cowtmmed 

HEREIN IS tMCL&SSiriEH 

D&TE .02-12“*2015 BY HSIOG/F76M45K62 


























ALL INfQRM&TTOM CONTAINED! 

HEREIN IS UNCLASSIFIED 

DATE 02-12-201.5 BY NSICG/F7SM45KS2 


(RMPHGON) 


From: 

Sent: 

To: 

Subject: 


;TD) (FBI) 

Monday, July 29 2013 1:33 PM 

FW: CL! Response to Field Division inspection inquiries— UNCLASSIFIED 


b6 

b7C 


b7E 


C1assification * UNCLASSIFIND 


Below is an example of what one of your fellow CLAs is using to report his activity during file reviews and on a quarterly 
basis. 


I'm se nding it out as a pony in case any of the rest of you would like to utilize this format. It is similar to the one used by 
I loses. 


b7E 


From: 

Se nt: Thursday, July 25 
To:| ]CTD) (FBI) 


(IP) (FBI) 

2013 11:10 AM 


Subject: RE: CLI Response to Field Division Inspection inquiries -- UNCLASSIFIED 


b6 

b7C 


Class! f-icai 


.or 


UNCLASSIFIED 


H i-1 

Just an example of what we do here in Indy under the guidance of on j l At our quarterly file reviews I 

provide him with a case progress report (also known as a baseball card) that summa rizes our CLI outreach and activities 
for the quarter, i am attaching an example from last quarter. It is a quick 2 page snapshot of Indy's CLI program 
covering the period April 1,2013 through June 30, 2013. It works well here and may be helpful to other CLAs. I will begin 
to upload these to the MC CLI file quarterly. 


b6 

b7C 



, _I b7E 

Campus Liaison,... 


Good times, 

□ 


SA 

1 fit 


[jarrapollC 

desk 

BB 




b6 

b7C 

b7E 



(CTD) (FBI) 


Sent: Thursday, July 25, 201310:59 AM 


b6 

b7C 


I 
























b7E 


To[ I 

Subject; CLI Response to Field Division Inspection inquiries — UNCLASSIFIED 

Cla ss if ica tion: UNCLASS I FI ED 


CLAs- 

The I nspection Division has devised a new inspection process for field divisions, I don't: know much about it, except 
whenever a field office is scheduled for an inspection,! receive a request to respond to questions as they pertain to the 
CLI as part of the overall €TD response to the inspection Division. 


To accurately summarize what the CLI program in a fie ld office has accomplished 
written by that field office serialized to the CLI case i'iid I 


*: in Sentinel I puli ail the documents 
during the inspection time period. 


b7E 


1 want to ensure you are ail aware of this process to ensure you have the opportunity to document on a regular basis ail 
the hard work you do it's frustrating for me when 1 receive a request and go to pull the documents, but there is nothing 
there even though 1 know the CLA in that division has done good work. 

! have attached two documents below. The first is the series of Inspection questions for which CTD Is requested to 
provide responses. 

The second document is an example of a CU response 1 provided, it is actually an unusual example because it. was not 
written by me. ! was; on official travel last week, and received the inspection tasking on my 88. I was unable to check 
Sentinel on the road, so I reached out to the CLA in the field office: that was being asked for in last week's tasking, and 
asked that he provide a summary for me. He provided the attached which i thought was a good example of what 
Inspection Division and his field office management would want to know about the program. Hopefully when I am doing 
the research for these taskings, this is the type of information that is included in documents In the CU case fiie. 


Once again, thanks for ail you do. 


$$/ 

Program Manager 


Campus Liaision initiative 



b6 

b7C 

b7E 


« File: Inspection for field offices template 7-17-2013.doo<» « File: inspection for field offices CLI response example 
7-13.docx» 


Classification; DECLASSIFIED: 


ClasslficatiDS:; unclassified 
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I a s:s .1 £ .tea t i on: UK’ CL A S S1FIE D 
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&ll imxmmTim odmtaimed 

EEBE-1M IS UKCLlLSSIFIEO 

IUfcTE Q2“*12-2D 1-5 BY WSICC/F76M45IC62 



Predication: ! ""[ established the Campus Liaison 

Initiative (Cll) designed to assist the held divisions in establishing enhanced liaison with coiiege 
and university campuses in an effort to prevent terrorist Incidents# raise awareness of the 
terrorist threat to campuses# and illustrate the role and mission of th d ~l 


b7E 


b6 

b7C 


b7E 


Summary: The Cll is an opportunity for the CIA to liaise with university and collegiate 

personnel regarding issues that affect campus throughout the state. The CIA can brief 

administration# law enforcement, faculty, or students on issues that are pertinent to those 

groups, it also is a way of promoting a working relationship with the local! I *>7 e 


Current information: 


On 04/08/2013# information was disseminated regarding a No Drone Action Day to members of 
indiana Gam pus Law Enforcement Administrators (INCLEA). The action day was scheduled to 
take place between April 16-18. 

On 04/08/2013# information was disseminated regarding an FBI Active Shooter Conference to 
members of Indiana Campus Law Enforcement Administrators (INCLEA). The conference took 
place April 23-24 and was open to campus law enforcement/public safety personnel. 

On 04/12/2013, Campus Liaison Agent attended the quarterly Indiana Campus Law 
enforcement Administrators (INCLEA) meeting at Anderson University. Discussed at the 
meeting were current happenings at campus/uni versities throughout the state. Special focus 
was paid to the summer Campus Protection Officer course and the curriculum to be 
taught. CLA spoke to recent distributions to the INCLEA list-serve account regarding the No 
Drone Action Day and the FBI Active Shooter Training later in April at the indiana War Memorial, 


m 






















Qn 04/16/2013, a Joint inteiligence Bulletin was disseminated pertaining to the Boston 
Marathon bombings to members of Indiana Campus law Enforcement Administrators 
(INCLEA). 

On April 23-24, 2013, CLA attended the Active Shooter Conference hosted by FBI 
Indianapolis, This conference included presentations on pre-incident indicators, victim/witness 
services, media relations, command posts, bombs/IEDs, evidence, and department 
training. The conference concluded with a TTX on an active shooter scenario, in attendance at 
the conference were state/local/federai law enforcement/fsre/ems and higher educational 
institutions from across Indiana, 

On 04/23/2013 a basic FBI presentation was given to 93 students at Indiana State University 
attending an introduction to Criminal Justice class. 

On 04/29/2013, a Joint Inteiligence Bulletin was disseminated regarding "University 
Laboratories Remain Vulnerable to Theft of Chemicals and Equipment for Potential Criminal 
and Extremist Purposes" to members of Indiana Campus law Enforcement Administrators 
(INCLEA), 

On 05/06/201 3 ' I members of 

Indiana Campus law Enforcement Administrators (INCLEA), This was done for awareness during 
upcoming commencement exercises. 

On 05/16/2013, training was provided to the University of Southern Indiana's Campus 
Protection Officers. The presentation included an overview of the FBI JTTF and Campus liaison 
initiative along with a detailed discussion of Domestic and international Terrorism related to 
universities. Approximately 15 campus officer were in attendance for the 90 minutes training. 

On 05/16/2013, a video an d brochure o n chemical security was given to Butler University Police 
Department Assistant Chie f I The WMDD/Chemica! Countermeasures Unit created a 

chemical security outreach video with a focus on laboratory security awareness, specifically for 
colleges and universities. This video, entitled Chemical Indicators, was recently mentioned in 
an Inteiligence Bulletin that was distributed on April 24, 2013, which references the general 
vulnerability of university chemical inventories to exploitation, 


On 06/13/2013 A two hour block of instruction was given to the 39 cadets of the Indiana 
University Police Academy, who represent the Bloomington, Indianapolis, New Albany, 
Richmond, Kokomo and Gary campuses. The presentation was an overview of the FBI, JTTF, 
general CT goals and protocols and a request to contact the FBI with any information that may 
assist our mission when these officers begin patrol duties around the country, 


On 06/14/2013, an information report was disseminated regarding a| _ 

f lHiS 




report was distributed to the Indiana Campus Law Enforcement Administrators {INCLEA) for 
awareness. 


On 06/18/2013, Carmel Police Department facilitated an "Operation-Active Shooter" Tabletop 
Exercise at Carmel High School. This exercise was a discussion based incident and included 
representatives from Carmel Fire Department, Carmel High School {Staff) and Carmel Police 
Department. Role players and observers wor ked in groups to formulate plans and discuss pre¬ 
determined questions regarding the incident. □ SSA attended this event. 


Upcoming/Ongoing Information: 

CIA Is maintaining liaison contacts with Indiana campus law enforcement and 
disseminating relevant information as it is obtained 

- CLA is maintaining situational awareness and providing guidance on investigations 
involving Indiana Universities and students 

* CLA is working with Indianapolis Domain Coordinator on Campus issues 

- CLA is attending iNCLEA meetings on a quarterly basis (next meeting 04/12/2013]. 


m 


b7E 


07/18/2013 



iRMDKCON) 


ALL INftMOs&TION COErmiHEni 

HEREIN IS UNCLASSIFIED 

DATE D2-12-2015 BY NSICG/F?6M45K€2 


From: 

Sent: 

To: 

Subject: 


_JCTD) (FBI) 

Thursday. Juiv 25 . Ml 3 10:59 AM 

CU Response to Field Division inspection inquiries— UNCLASSIFIED 


Follow Up Flag: Follow up 

Flag Status: Flagged 


b6 

b7C 

b7E 


Classification: UNCLASSIFIED 


CLAs - 

The Inspection Division has devised a new inspection process for fieid divisions. I don't know much about it, except 
whenever a field office is scheduled for an inspection, I receive a request to respond to questions as they pertain to the 
CU as part of the overall CTD response to the Inspection Division. 


To accurately summarize what the CU program In a fie ld office has accomplished. In Sentinel I puli aii the documents 
written by that field office serialized to the CU case file during the inspection time period. 


I want to ensure you are ail aware of this process to ensure you have the opportunity to document on a regular basis all 
the hard work you do. It's frustrating for me when I receive a request and go to pull the documents, but there is nothing 
there even though I know the CLA in that division has done good work. 


I have attached two doeuments below. The first is the series of Inspection questions for which CTD is requested to 
provide responses. 


The second document is an example of a CU response I provided. It is actually an unusual example because it was not 
written by me. 1 was on official travel last week, and received the inspection tasking on my BB. 1 was unable to check 
Sentinel on the road, so i reached out to the CLA in the field office that was being asked for in last week's tasking, and 
asked that he provide a summary for me. He provided the attached which I thought was a good example of what 
inspection Division and his field office management would want to know about the program. Hopefully when I am doing 
the research for these taskings, this is the type of information that is included in documents in the CLI case file. 


Once again, thanks for all you do. 

I I _ 

SSA l I 

Program Manager b6 

Campus Ualsion initiative b7c 

— b7E 

Counterterronsm Division - FBSHQ 



Inspection for 
field offices t.. 



Inspection for 
field offices C. 


b7E 
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UECL&SSIFIED BY NSICG/F76M45K62 
CM 02-12-2D1S 


From: 

Sent: 

To: 

Subject: 



1(CTD) (FBI) 

Fnd'av, July 05. 2013 1:45. PM 
I t SE'i (FBI) 

FW: 18-1860: (U) Updated Information Regarding Recent Bomb Threats Against US Aviation 
and Universities -For Dissem — U HC LASSi F i ED//LES 


b6 

b7C 


Classification: UNCLASSIFIED/ fi&ft 


(U) LAW CNrORCCMt-NT SCNSITiVC; The information marked (U//t£5fin this document is the property of FBI and may be 
distributed within the Federal Government (and its contractors), US intelligence, law enforcement, public safety or 
protection officials and individuals with a need to know. Distribution beyond these entities without FBI authorization is 
prohibited. Precautions should be taken to ensure this information is stored and/or destroyed in a manner that 
precludes unauthorized access, information bearing the LE3 caveat may not be used in legal proceedings without first 
receiving authorization from the originating agency. Recipients are prohibited from subsequently posting the 
information marked^E5»on a website or an unclassified network. 

Below are the external and internal copies of the IB. You can print and disseminate the EXTERNAL version only. 

(the only difference is the on the internal version they list file numbers in the index) 


From: ! l .7ci : Pi (FBI) b6 

Se nt: Wednesday, July 0 3, 2013 12:11 PM b7c 

To: I t' CTD) (FBI) 

Subject: FW: IB-1860: (U) Updated Information Regarding Recent Bomb Threats Against US Aviation and Universities - 
For Dissem — UNCLASSIFIED//LES 


Cla$sif 1cation: UNCLASSIFIED/, 


(U) LAW ENFORCEMENT SENSITIVE: The information marked (U//FF5) in this document is the property of FBI and may be 
distributed within the Federal Government (and its contractors), US intelligence, law enforcement, public safety or 
protection officials and individuals with a need to know. Distribution beyond these entities without FBI authorization is 
prohibited. Precautions should be taken to ensure this information is stored and/or destroyed in a manner that 
precludes unauthorized access. Information bearing the-EES caveat may not he used in legal proceedings without first 
receiving authorization from the originating agency. Recipients are prohibited from subsequently posting the 
information markedirtS-on a website or an unclassified network 


FYI. 


From I . ..i r DT¥FBI) 



b7E 

b6 

b7C 


1 


















Subject; FW: IB-1860: (U) Updated Information Regarding Recent Bomb Threats Against US Aviation and Universities - 
For Dissem — UNCLASSIFIED/TteS 


Classification : OKCLASSIFiED/ 


Good Afternoon 


Attached is the final external and internal version of Headquarter IB-1860 for dissemination. The 18,, (U) 
Updated Information Regarding Recent Bomb Threats Against US Aviation and Universities was approved by CTD for 
dissemination. 



CTDJB1860JNTE CTDJ81860_Extef 
RNALdocx r'ai.docx 


Band: VI 

Issue: : All Ot her Counterterrorism Threats 

(P)KlQs:X^j~ 


Fee! free to contact me if you have any questions or concerns. 
Thank You 



b6 

b7C 


Class 1f1 ca t ion: UN C LAS SI FIE D//ti? 

Classification: UNCLASSIFIED.//CB&. 
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UNCL. 



3 July 2013 


ASSIFIIDJ /LAW ENFORCEMENT SENSITIVE 
FOR FBI INTERNAL USE ONLY 


FEDERAL BUREAU OF INVESTIGATION 

INTELLIGENCE BULLETIN 

Counterterrorism Division 


ALL INFORMATION CONfAINEDi 

HEREIN 13 TJHCL5.SSIFIEE 

□ATE 02-12-2DIS BY HTSICK/F7ffi4SK€2 



b7E 


(II) LAW ENFORCEMENT SDfGITIVE. The information marked (U//fcES) in this document is the property of the 
Federal Bureau of Investigation and may be distributed within the Federal Government (and its contractors), (J.S. 
intelligence, law enforcement, public safety or protection officials and individuals with a need to know. Distribution 
beyond these entities without Federal Bureau of Investigation authorization is prohibited. Precautions should be 
taken to ensure this information is stored .and/or destroyed in a manner that precludes unauthorized access. 
Information bearing the- Lb b - caVeat may not be used in legal proceedings without first receiving authorization from 
the originating agency. 



b7E 


(U// 

1=1 


b7E 




b7E 


a (XI) See Appendix A for FBI confidence leve l definitions, 
h 0) See Appendix B for details on each of tb 


FOR FBI irSTFRNAL VM ONLY 


b7E 








































































(U// PQUQ) T his- intelligence bulletin addresses re quirements contained in the FBI N ational 
Standing Intelligence Collection Requirements fo J I 

(U) T his product has been prepared by the FB I 7 I vitb contributions by the 

FBTs | fc ivil Aviation Security Program, Campus Liaison Initiative, Behavioral 

Analysis Unit, and FBI Divisions in Denver, Los Angele s. Louisv ille, Newark , Phoenix, Richm ond, and San 
Antonio. Comments and queries may be addressed to the l "l unit Chief at f" I 


* (U) A TAT is comprised of professionals trained in: conducting a thorough analysis of each incident of threatening 
communication made toward an organization. 















































IJNCLASSirtEB tfLAW ENFORCEMENT SENSITIVE 
FOR FBI INTERNAL USE ONLY 

(0) Appendix A—-FBI Confidenee-Leve! Definitions 

(U) FBI assessments are supported by information that varies in scope, quality and sourcing. 
Consequently, the FBI ascribes high, medium, or low levels of confidence to judgments as 
follows: 

(U) High confidence generally indicates that judgments are based on high-quality information 
from multiple sources or from a single highly reliable source, or that the nature of the issue 
makes it possible to render a solid judgment. 

(U) Medium confidence generally means that the information is credibly sourced and plausible, 
but can be interpreted in various wavs, or is not of sufficient quality or corroborated sufficiently 
to warrant a higher level of confidence. 

(U) Low confidence generally means that the information’s credibility or plausibility is 
questionable, the information is too fragmented or poorly corroborated to make solid analytic 
inferences, or that the FBI has significant concerns or problems with the sources. 


FOR FBI INTERNAL liSE ONLY 
UNCLASSIFIED ALAW ENFORCEMENT SENSITIVE 
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HNCLASSIFIED //LAW ENFORCEMENT SENSITIVE 

FOE FBI INTERNAL USE ONLY 


(U) Endnotes 


(U) FBI; Electronic CommunicationT 


IJNGLASSIFIED/^FOIt" 


OFFICIAL USE ONLY: U NCLASSI FJED/ JTOR OFFICIAL USE ONLY ; Source is FBI investigative .information. 
~ (U) FBI; Electronic Communication; I ]tINCLAS$IFIED#FQft~ 

- ernOAL USE ONLY : UTSiCLASSIFiED/ VFUR Of FILIAL USE ONLY. Source is FBI investigative information. 

3 (U) FBI; Electronic Communication :! ~| UNCLASSIF1ED//Pe^— 

INCI. ASSIFIED// Fea 9ffi6W I^FONTY - Source is FBI investigative information. 

4 (U) ibid. 

I (U) ibid. _ 

(tl) FBI; Electronic Communication J 
UNCLASSIFIED; Source is FBI investigative information. 

7 (U)Ibid 


] UNCLASSIFIED; 


$ 


(U) Ibid 


(U) Op; cit y endnote L 
!<) (U) FBI; Electronic Communication^ 


UNCLASSIFIED; Source is FBI investigative information. 


]UNC L ASSIFIED; 


w ’ (U) Op. , endnote 10. 

° (U) Ibid 
| 4 (U) Ibui. 

! ' (li) Op, cit, A endnote i L 
* (l l) ibid. 

1 ' (U) Op, cit, endnote 10. 

!S (U) FBI; Internal E-mail from FBI [ 


jUNCLASS 1FIFD; UNCLASSIFIED; Multiple underlying sources. 


] Ufr4CLASSIFIED//f-S^ 


EWORCEMENT SENSITIVE, UNCLASSIFIED// LAW ENFORCEMENT SENSITIVE. Source is an FBI 

I UNCLASSIFIED; 


employee. 

■ 9 (U) FBI; Electronic Communication^ 


UNCLASSIFIED; Source is FBI investigative information. 
f (U) Op. dt y endnote 3. 

'*■; (U) Op. cit , endnote L 
(U) FBI; Internal E-mad from FBlT 
FiNCLASSIFIEDA f AW ENF OBCErv 


Source is an FBI employee. 


mm smsmm 


i 


(11) FBI; Internal E-matf 


UNCLASSIFIED; UNCLASSIFIED; Source is an FBI employee. 
~ 4 (U) Op. cit, endnote 6. 

25 (U) Ibid 

26 (U) Op cit , endnote 11. 

27 (U) Op, city endnote 3. _ 

23 (U) FBI; Electronic Communication: 


UNCLASSIFIED; Source is FBI inves hgdtive Tmzmmw 
29 (U) FBI; Electronic Communication.;^ 


iJNCLASSIFiED; 


UNCLASSIFIED; Source is FBIinvestigative information. 
;>o 

At 


Unclassified; 


(U) Op, cit y endnote 1. 
(U) Op, cit y endnote I (L 
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b7E 


b7E 


b7E 


FOR FBI INTERNAL USE ONLY 

1INCLASSIFIEI>// LAW ENFORCEMENT SENSITIVE 
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(U) Library of National Intelligence Instructions 
(II>t) will detach before dissemination) 


(U) The Library of National Intelligence (LNI) is a centra! repository of disseminated 
intelligence products from each IC agency. Pursuant to Intelligence Community Directive (ICD) 
501, “Discovery and Dissemination or Retrieval of Information within the Inteiligenee 
Commmity, " disseminated FBI raw and finished inteiligenee products shall be posted to the LNI, 
except those that contain information outside the scope of, or exempted from, the LNI. Refer to 
ICD SOI for further information. 


(U) You must disseminate intelligence products, including those with ORCON and NQFQRN 
dissemi nation control s, to the LNI unless they meet one of the following exemptions: 















ALL INEmUATICm CONTAINED 

HEREIN IS XMCL&SSiriEO 

D®E 02-12-20115 BE NSIOG/F7€M45K6.2 


From: 

Sent: 

To: 

Subject: 

Follow Up Flag: 
Flag Status: 

SentinelCaseld: 


'iondav, November 


Follow up 
Flagged 

TRANSITORY RECORD 


“4 6:50 PM 
QHCON) 

I unclassified ttmm — 


Classification: UNCLASS 1 FI ED// rQU ft- 

ATTORNEY WORK PRODUCT/ATTORNEY-CLIENT PRIVILEGED IN FORMATION/DELIBERAT XVI 
PROCESS. PRIVILEGED DOCUMENT 

TRANSITORY RECORD 


Good afternoo 



Take Care, 


Supervisory Special Agent 
Chief Division Counsel 
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ALL FBI imFOBiMflim HMfMMED 


HEREIN IS UMCLAS S IF I ID 
DATE 04-01-2015 BY NSICG/F76M 
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b6 

From: 

1 IsSEl (FBI) 

Sent; 

Mondav June 10. 2013,3 40 PM 

b7C 

To: 

1 hHI i'FBII 

b7E 

Cc: 

1 ISEHFBH 


Subject: 

FW:| - UNCLASSIFIED 





It doesn't appear that Spokane j [ has been made aware either, by | | given the subject's possible 


connection/residence in Ellensburg. 


b6 

b7C 

b7E 



Do you cover Ellensburg? See below 


became aware of this 




Campus Liaison Agent/Coordinator. It appears me subjee 


due to his role as 


b6 

b7C 


> may reside/have a connection to b7E 



From 

(SE)(FBI) 


Sent: Monday, June 10, 2013 12:26 PM 

b6 

Tol 

rSEl (FBI) 

b7C 

Subject: PW: 

— UNCLASSIRED 

b7E 

Classifie 

:at i on: UNCLASS I FIE D 


FYl, th«| 

mentioned. 

b7E 


Haven't seen any leads to me so i assume no follow -up is needed at this time. 


~-p, 

FromL 

Se nt; Friday. 
Toq 
Cc 


(OGA) 


E 


Subject 


lone Q 7. 2013 6:40 AM 
SEj (FBI) 

) (FBI) 


k- UNCLASSIFIED 


b6 

b7C 

b7E 


.as. 


id fixation: UNCLASSIFIED 


:1 






















4 












IRMP)(C0N) 


ALL IHFOEBHRTIQEr CONTAINED 

HEREIN IS tMCLASSIFIKB 

DATE 02-26-2DIE BY NSICG/F76M45KG2 


From: 

Sent: 

To: 

Subject: 


_|CTD; (FBI) 

Friday. May 24. 2013 8:17 AM 
f I SE1 (FBI) 

RE: Travel Request Form UNCLASSIFIED 


b6 

b7C 

b7E 


,ia.< 


at ion: UN CLASS I: FI E D 


Go ahead and fill out a travel request form that is on our CL! webpage and email a copy to me and I'll take a look at it. I 
got yelled at yesterday about funding, but I'll see if I can squeeze it in anyway. 


From ! I ( SSI ( FBI) 

Sent: Thursday, May 23, 2013 10:53 AM b 6 

To: | k 'CTD) (FBI) b7C 

Subject: RE: Travel Request Form -- UNCLASSIFIED 


Class 1. f icatic 


UNCLASSIFIED 


Classic answer, lol 

I haven't had the chance to work with our partners on the Last side o? our state, like Gonzaga, Eastern Washington, and 
Washington State, among the myriad community colleges. In talking with one of our SSRA folks out East, a lot of campus 
partners show up for the ! 1 monthly meetings at our Liberty Lake RA and i thought if I spent two days out there I 
could get some work in for the CLI program, it's realty too far for a day trip so i'd need funding. 

just thinking. 

Hope ail is well back at LX 


From I ] CTP) (FBI) 

Se nt: Thursday,. May 23, 2013 2:57 AM 
Jo i K E) (FBI) 

Subject; RE: Navel Request Form — UNCLASSIFIED 


ClassificatJLon: UNCLASS.IFTED 


b6 

b7C 


Possibly. What are you looking for? 


From l lj i)(Fjj b6 

S ent: Wednesday, May 2 2, 2013 11:43 AM b7c 

T d I CTDl (FBI) 

Subject: RE: Travel Request Form --- UNCLASSIFIED 


i 






















'U i S -L f X- C cl X> ^ Q-H; * U N C S SI. IT i. &.D 


H 1 I 

Do we still have access to these funds in light of everything going on with our budget? 


b6 

b7C 


From f .f CTD) (FBI) 

Sent: Wednesday, October 10, 2012 9:42 AM 
To: HQ-DIV13-CLA 

Subject: Travel Request Form — UNCLASSIFIED 


Cla ssif iea ti: 


UNCLASSIFIED 


ClAs- 

Good news - CTD has provided the CLI with funding for travel in FY 2013, albeit limited. To partake of these funds, 
follow the instructions in the CLI Travel SOP document below. The second document Is the CLI Travel Request Form 
which Is new for FY13 and must be completed and emailed to me each time. Both documents are located on the CLI 
website on the Admin page, 

« File: TraveiSOP 10-12.docx » << Fife: Travel Request Form 10-12,pub » 

The travel funds are eligible to be used in conjunction with campus-related training you provide for your state and local 
campus publ ic safet y partners. The funding allows for your travel to the training (if necessary), along with scheduled 
speakers an d I nembers from other field divisions. 


The travel funds should also be utilized to travel to your state or regional campus public safety organizations' training 
and meetings. These meetings will perpetuate your learning and ensure your awareness of counterterrorism and other 
issues effecting cam puses nationwide. This training will also provide fiscally responsible opportunities for budding 
relationships in one central location with the most significant campus public safety executives in your state or region. 


Happy Trails. 



Program Manager 
Campus liaison Initiative 
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b7C 

b7E 


Classif leaf ion.:: UNCLASSIFIED: 

Classification: UNCLASSIFIED 


b7E 
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C las s if i cation : UNCLASSI FI ED 

Classificat!on: UNCLASSIFIED 

Classification; UNCLASSIFIED 
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DECLASSIFIED BY NSICC/F76M45K62: 
ON 02-26-2015 


RRMPHCONI 


From: 

Sent: 

To: 

Subject: 


_| (SE) (FBI) 

Monday November 10 2014 8:49 PM 
I R MDtfCONj ^ 

h - SegR ET/ZNOFORM 


Follow Up Flag: Follow up 

Flag Status: Flagged 


SentinelCaseSd: TRANSITORY RECORD 


b6 

b7C 

b7E 


C X as si fi cat! on : S SC1ET //KOrOittr 
ATTORNEY WORK PRQ BD CT/ ATTORNE ¥~CL I ENT PRI.V1 
PROCESS PRIVILEGED DOCUMENT 


jEGED IN FORMATION/DELIBERATIVE 



Good afternoon ! ~1 



b5 

b6 

b7C 


I I 

Supervisory Special Agent 
Chief Division Counsel 
Seattle _ 

Pain 

_iirect 


b5 

b7E 




Classilica :i lOIU 


be 

blC 
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EXPLANATION OF EXEMPTIONS 


SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 

(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 

policy and (B) are in fact properly classified to such Executive order; 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the 

matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding 
or refers to particular types of matters to be withheld; 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with 

the agency; 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records 

or information (A) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a 
fair trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D ) 
could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any 
private institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law 
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence 
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement 
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could 
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any 
individual; 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 
the regulation or supervision of financial institutions; or 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

(j) (2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime 

or apprehend criminals; 

(k) (l) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 

policy, for example, information involving intelligence sources or methods; 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or 

privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity 
would be held in confidence; 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant 
to the authority of Title 18, United States Code, Section 3056; 

(k)(4) required by statute to be maintained and used solely as statistical records; 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 
information pursuant to a promise that his/her identity would be held in confidence; 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service 
he release of which would compromise the testing or examination process; 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person 
who furnished the material pursuant to a promise that his/her identity would be held in confidence. 
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